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Key Federal Statutes

■ The original whistleblower statute, the False Claims Act,
dates to the Civil War and remains one of the
government’s key weapons against fraud.
− Plaintiffs can bring claims for defrauding the Government,

which the government can join.
− Often targets specific industries, e.g., defense and health

care

■ Sarbanes-Oxley Act of 2002 enacted in response to the
Enron debacle and the concern that whistleblowers
were silenced

■ Dodd-Frank Wall Street Reform and Consumer
Protection Act of 2010 enacted in response to the
financial crisis and Madoff scandal
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Sarbanes-Oxley Act

■ Section 806 –
− No company or any officer, employee, contractor,

subcontractor, or agent of such company, may take action
against an employee because of any lawful act done by the
employee in providing information, causing information to
be provided, or otherwise assisting in an investigation
regarding any conduct which the employee reasonably
believes constitutes a violation of
 mail fraud, wire fraud, bank fraud, securities fraud statutes, any rule

or regulation of the SEC, or any provision of federal law relating to
fraud against shareholders.

■ Lawson v. FMR LLC, 134 S.Ct. 1158 (U.S. 2014) – SOX
whistleblower provisions apply to private companies if
contractors and agents of public companies.
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Sarbanes-Oxley Act

■ Complainant must first file a complaint with OSHA, charged
by the Department of Labor to investigate these complaints.
− Claim must be filed within 180 days of adverse action
− Remedies include reinstatement, back pay plus interest, and

litigation costs and attorneys’ fees

■ OSHA issues findings; either side can appeal to an
Administrative Law Judge (ALJ) for a hearing.
− Appeals from the ALJ are heard by the Department of Labor’s

Administrative Review Board (ARB).
− Appeals from the ARB decision go to the U.S. Circuit Court of

Appeals.

■ The Complainant at any time after a negative determination
by OSHA or failure by OSHA to issue a determination within
180 days may file a complaint in federal court.
− 6-year statute of limitations in federal court
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Sarbanes-Oxley Act

■ What is protected activity?
− Must relate to the enumerated provisions; not internal

management, HR issues, run-of-the-mill accounting issues
− Not violations of export laws, antitrust laws, or Fair Labor

Standards Act, unless potentially fraud on shareholders

■ Weist v. Lynch, 710 F.3d 121 (3d Cir. 2013)
− Employee must show a subjectively and objectively reasonable

belief that an employer has or likely will violate one of the
provisions.

■ Halliburton, Inc. v. Administrative Review Board, 771 F.3d
254 (5th Cir. 2014) -- Outing anonymous whistleblower can
be an “adverse action.”

■ Villanueva v. Department of Labor, 743 F.3d 103 (5th Cir.
2014) – SOX whistleblower provisions do not apply
extraterritorially.
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Dodd-Frank Bounty

■ Bounty Provision: Section 922 of Dodd-Frank provides that
the SEC shall pay an award or awards to whistleblowers:
− Who voluntarily provide “original information”
− That leads to successful SEC enforcement actions, resulting in

collections of $1 million
− Not less than 10% or more than 30% of the sanctions collected

■ Applies to public companies, financial services firms, and
any other company that could be the subject of an SEC
enforcement action.

■ Whistleblowers need not report internally, but SEC rules
encourage internal reporting. If a whistleblower reports
internally and then, within 120 days, reports to the SEC, the
SEC treats the report as having been made on the day of
the internal report.
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Dodd-Frank Bounty

■ Exclusions to “original information” requirement
− Attorneys -- Information obtained through legal

representation
− Application to in-house attorneys specified in the final rule
− Auditors/compliance professionals -- Information obtained

in course of an audit or compliance duties
− Violation of law -- Information obtained in manner

determined by a domestic court to violate criminal law

■ Audit/compliance exclusion does not apply if:
− 120 days passes from audit/compliance professional’s

internal report (and Company has not disclosed);
− entity proceeds in bad faith; or
− conduct likely to cause substantial harm to entity or

investors.
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Dodd-Frank Bounty

■On September 22, 2014, the SEC announced its
largest whistleblower award (at least $30 million)
to a foreign whistleblower.
− The SEC said that a “sufficient U.S. territorial nexus”

exists in any case in which a whistleblower’s
information leads to a successful enforcement action
concerning violations of the U.S. securities laws.

− The $30 million award could have been higher if not for
a downward adjustment due to the whistleblower’s
delay in reporting to the SEC.

− The SEC said the length of whistleblower’s delay was
“unreasonable,” and investors continued to suffer
significant monetary injury during the period of delay.
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Dodd-Frank Bounty

■On March 2, 2015, the SEC made its first award –
between $475,000 and $575,000 – to a (former)
officer.
− The whistleblower was not disqualified from receiving

an award because he had reported the information to
the responsible persons at the entity at least 120 days
before he reported to the SEC.

− The SEC said “Corporate officers have front-row seats
overseeing the activities of their companies, and this
particular officer should be commended for stepping
up to report a securities law violation when it became
apparent that the company’s internal compliance
system was not functioning well enough to address it.”
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Dodd-Frank Bounty

■On April 22, 2015, the SEC announced an award
(its second) to a compliance professional – this
time in the amount of $1.4 million to $1.6 million.
− The SEC said the compliance officer’s information

qualified him/her for an award because he/she had a
reasonable basis to believe that disclosure to the SEC
was necessary to prevent imminent misconduct from
causing substantial financial harm to the company or
investors.

− In addition, the company had failed to take action after
learning of the wrongdoing.

■ To date, the SEC’s whistleblower program has
paid more than $54 million to 22 whistleblowers.
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Dodd-Frank Anti-retaliation

■ Anti-retaliation Provision: No employer may discharge,
demote, suspend, threaten, harass, directly or indirectly, or
in any other manner discriminate against, a whistleblower in
the terms and conditions of employment because of any
lawful act done by a whistleblower
− In providing information to the SEC;
− In initiating, testifying in, or assisting in any investigation or

judicial or administrative action of the SEC based upon or related
to such information; or

− In making disclosures that are required or protected under SOX,
the Securities Exchange Act of 1934, 18 U.S.C. § 1513(e) and
any other law, rule, or regulation subject to the jurisdiction of the
SEC.

■ More favorable to plaintiffs -- direct access to district courts
and two years of back pay
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Dodd-Frank Anti-retaliation

■ Who is a whistleblower for purposes of the
anti-retaliation provision?
− Whistleblower definition in statute: “Any individual who

provides, or 2 or more individuals acting jointly who provide,
information relating to a violation of the securities laws to
the Commission, in a manner established, by rule or
regulation, by the Commission.”

− SEC view: Rule 21F-2(b) states: “For purposes of the
anti-retaliation protections … you are a whistleblower if:
 (i) You possess a reasonable belief that the information you are

providing relates to a possible securities law violation (or, where
applicable, to a possible violation of the provisions set forth in 18
U.S.C. 1514A(a)) that has occurred, is ongoing, or is about to occur,
and;

 (ii) You provide that information in a manner described in Section
21F(h)(1)(A) of the Exchange Act.” (includes reporting internally)
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Dodd-Frank Anti-retaliation

■Circuits are split on whether whistleblower must
report to the SEC to be protected.
− In Asadi v. G.E. Energy (U.S.A.), L.L.C., 720 F.3d 620

(5th Cir. 2013), the Fifth Circuit said the statute’s
whistleblower definition controls, so one must provide
information to the SEC to be covered by the anti-
retaliation provision.

− In Berman v. Neo@Ogilvy LLC, 801 F.3d 145 (2d Cir.
2015), the Second Circuit disagreed with Asadi and
looked to the legislative history to interpret the
“arguable tension” in the provisions. Because the
broad purpose of the statute was to protect
whistleblowers, the court deferred to the SEC’s view.
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Dodd-Frank Anti-retaliation

■ Whichever view is right, the standard for retaliation
protection is different from the bounty award standard
− Does the person have a “reasonable belief” that he or she

is providing information about “a possible securities law
violation that has occurred, is ongoing, or is about to
occur…”?

− Retaliation protection is not dependent upon satisfying the
conditions to qualify for an award

■ Mishandling a misguided employee with “reasonable”
but incorrect belief about a violation could result in a
civil retaliation complaint and an enforcement action
with far-reaching consequences
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Dodd-Frank Anti-retaliation

■ In the Matter of Paradigm Capital Mgmt., Inc. and Candace
King Weir, SEC Adm. Proc. File No. 3-15930 (June 16, 2014)
− Paradigm’s head trader made a whistleblower submission to the

SEC regarding alleged securities laws violations relating to
conflicts of interest. In a settled case, the SEC alleged
substantive securities laws violations and violation of the anti-
retaliation provisions.

− The firm and its owner paid total disgorgement of $1.7 million
and a civil penalty of $300,000.

■ On April 28, 2015, the SEC announced that the
whistleblower will receive an award of more than $600,000
– 30% of the total fine.

■ The whistleblower had previously filed a federal lawsuit for
retaliation, which later settled.
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Dodd-Frank Anti-retaliation

■Rule 21F-17(a) prohibits “any action to impede an
individual from communicating directly with the
Commission staff about a possible securities law
violation, including enforcing or threatening to
enforce, a confidentiality agreement … with
respect to such communications.”
− Can employers ask employees to renounce their right

to receive an award?
− Can a company require the employee to disclose to the

company any communications the employee has with
the SEC?

− Can a company require the employee to cooperate with
it in any SEC investigation that may arise?
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Dodd-Frank Anti-retaliation

■ In re KBR, SEC Adm. File No. 3-16466 (April 1, 2015) - Prior
to interviews, KBR investigators asked employees to agree:
− “I understand that … I am prohibited from discussing any

particulars regarding this interview and the subject matter
discussed during the interview, without the prior authorization of
the Law Department. I understand that the unauthorized
disclosure of information may be grounds for disciplinary action
up to and including termination of employment.

■ The SEC fined KBR $130,000 in a settled proceeding. KBR
agreed to amend the confidentiality statement:
− “Nothing in this Confidentiality Statement prohibits me from

reporting possible violations of federal law or regulation to any
governmental agency or entity ... I do not need the prior
authorization of the Law Department to make any such reports or
disclosures and I am not required to notify the company that I
have made such reports or disclosures.”
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What Can Companies Do?

■Review and strengthen internal audit and
compliance policies

− Stress culture of compliance.

− Catch problems before whistleblowers do.

− Catch problems before they become big enough to
satisfy SEC bounty-hunter threshold of $1 million.

− Develop process for regularly improving audit
procedures, taking into consideration problems
identified in most recent 6 or 12-month cycle.
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What Can Companies Do?

■ “Tone at the Top.” Open door policies

■Policy for disciplining violators

■ Internal bounty programs
− Gift certificate?

− Lunch with CEO or other executive?

− Compliance employee of the month award?

■No retaliation against complainers, even for
claims found not to be meritorious

■Presentations to employees educating them
about what is retaliation and what is not
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What Can Companies Do?

■Code of Conduct/Compliance Hotline
− All employees have responsibility to report actual or

potential wrongdoing.
− Call HR or compliance hotline.
− Company must investigate all but obviously frivolous

reports.
− Elevate issues to executives and board as necessary.
− No retaliation against employees who report, even by

identifying employee as whistleblower.
− Confidentiality, where possible, informing only those

personnel who have a need to know or as is necessary
to conduct an appropriate investigation.

− Process for getting back to employees who report.
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What Can Companies Do?

■ Dealing with the whistleblower
− If known, meet with whistleblower to understand the scope

and seriousness of the issue.
− Thank the whistleblower and show respect.
− If employee is leaving, conduct a thorough exit interview to

learn of concerns and “box out” later allegations.
− Without sharing details or privileged information, report

back to whistleblower about status of the review.
− A whistleblower’s view regarding the Company’s

seriousness toward the matter can impact whether the
whistleblower tells a regulator.

− Of current or former employees receiving SEC awards, more
than 80% raised their concerns internally to their
supervisors or compliance personnel before reporting to the
SEC.
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What Can Companies Do?

■ Investigating whistleblower allegations
− In-house experts or outside counsel

− Develop templates for document retention, etc.

− Privilege issues, delegation memorandum

− Eliminate any argument that the company did not
disclose the information in a reasonable time or
otherwise acted in bad faith

− Make sure the scope of review is sufficient and
disclosure and waiver issues are carefully considered

− Educate senior management and board

− Be ready for call from the SEC

Questions?

Bryan House
414.297.5554

bhouse@foley.com


