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A Robust Compliance Program is the Best Defense

ANTI-CORRUPTION
POLICIES

ANTI-
CORRUPTION
PROCESSES

FINANCIAL AND
ACCOUNTING

CONTROLS

Code of Conduct and
ethics reporting system

Risk-based assessment
to identify/prioritize risks

Anti-corruption policies
and internal controls to
address/mitigate risks

Function-specific
education keyed to

policies and controls
Financial and

accounting controls

Quarterly certifications

Self-assessment
process

Internal audits

Communicate lessons
learned and best

practices

Raytheon’s Anti-Corruption Program focused on continuous improvement and best practices
1
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Best Practices for
Internal Investigations
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When to investigate?

■ Alleged violation of the law

■ Strong suspicion of a violation of the law

■ Potential for overpayment or substantial
damages

■ Potential for whistleblower complaint

■ Suggestion of improper / illegal conduct

■ In anticipation of business transaction

− e.g., merger
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Knowledge
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Example: Supply Chain Red Flags

■ Goods priced significantly below the going market rate
■ Cash-only payments
■ Bribes
■ Offers at a lower price for goods without paperwork
■ Prices that do not include legal tariffs or duties
■ Incorrect, inconsistent or imprecise product labeling
■ Paperwork facially invalid or otherwise suspect
■ Inability or unwillingness to answer questions about the product’s origin
■ Inability of suppliers to provide rational answers to routine questions
■ Transactions fit the description of illegal transactions discussed in

trade/industry publications
■ Other unusual sales methods or practices
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Knowledge

■ Individuals and corporations may not
circumvent liability by ignoring warning signs or
red flags

■ Criminal intent:
− Defendant (corporation or person) “realized what he

was doing and was aware of the nature of his
conduct, and did not act through ignorance, mistake
or accident”

− Intent is not knowledge that you are violating a
particular law

■ No “de minimus” exception
■ No threshold $$ for violation
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How much to investigate?

■ Depends on the facts
■ Place conduct and liability in their proper

perspective
− Initially, need sufficient facts to gauge credibility of

the allegation or suspicion
− Evaluate the amount of money involved
− Determine end goal as early as possible

 Overpayment / refund
 Self-disclosure
 Litigation
 Remediation
 Personnel determinations
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Who should investigate?

■ In-house personnel:
− HR issues (e.g., discrimination)
− Non-criminal, small exposure issues where privilege is

less important

■ Outside counsel:
− Criminal issues
− High-stakes civil issues
− Issues requiring insulation (e.g., Stevens)
− Matters where executives, officers, directors involved
− Preservation of privilege matters
− Relationship with investigators/prosecutors
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Attorney-client privilege

■ Protects communications between an attorney and his
or her client:

− Which were intended to be confidential

− Which were made for the purpose of obtaining LEGAL advice

− As to which confidentiality has not been waived by disclosure
to others

■ May be waived by client, not attorney

■ Extends to consultants retained by attorney to assist in
providing LEGAL advice

■ Can't assume privilege extends to Compliance-led
investigations
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Process: Internal Investigation Plan

■ Set in advance
■ Methodical steps designed to gather all

information with least possible disruption
− Identify relationships
− Gather and review documents
− Conduct interviews
− Analyze and reach findings regarding correction

■ Develop with in-house stakeholders
■ Determine to whom counsel will report
■ Internal investigation to take the place of

government investigation
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Process: Integrity of Investigation

■ Mimic impartiality of government investigation
■ Remove interested persons from process
■ Avoid preferential treatment
■ Ensure business judgment rule for board
■ Obtain counsel where individual interests diverge
■ Support conclusions and recommendations with

facts
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Remediation

■ “Although corporations need to be fair to their
employees, they must also be committed, at all
levels of the corporation, to the highest standards
of legal and ethical behavior. Effective internal
discipline can be a powerful deterrent against
improper behavior by a corporation’s employees.
Prosecutors should be satisfied that the
corporation’s focus is on the integrity and credibility
of its remedial and disciplinary measures than on
the protection of the wrongdoers.”



TAKING CONTROL  
OF CYBERSECURITY:
A Practical Guide for Officers and Directors

James R. Kalyvas
Partner
Los Angeles, California
213.972.4542
jkalyvas@foley.com
 

Michael R. Overly
Partner
Los Angeles, California
213.972.4533
moverly@foley.com 

Chanley T. Howell
Partner
Jacksonville, Florida
904.359.8745
chowell@foley.com



1© 2015 Foley & Lardner LLP

INTRODUCTION

Sony, Target, Westinghouse, Home Depot, U.S. 
Steel, Neiman Marcus, and the National Security 
Agency (NSA). The security breaches suffered by 
these and many other organizations, including most 
recently the consolidated attacks on banks around 
the world, combined with an 80 percent increase in 
attacks in just the last 12 months, have catapulted 
cybersecurity to the top of the list of priorities and 
responsibilities for senior executives and board 
members. 

The devastating effects that a security breach can have 
on an enterprise, coupled with the bright global spotlight 
on the issue, have forever removed responsibility for data 
security from the sole province of the IT department and 
CIO. While most in leadership positions today recognize 
the elevated importance of data security risks in their 

organization, few understand what action should be 
taken to address these risks. This white paper explains 
and demystifies cybersecurity for senior management 
and directors by identifying the steps enterprises must 
take to address, mitigate, and respond to the risks 
associated with data security.

OFFICERS AND DIRECTORS ARE UNDER A 
LEGAL OBLIGATION TO INVOLVE THEMSELVES IN 
INFORMATION SECURITY 

The corporate laws of every state impose fiduciary 
obligations on all officers and directors. Courts will not 
second-guess decisions by officers and directors made in 
good faith with reasonable care and inquiry. To fulfill that 
obligation, officers and directors must assume an active 
role in establishing correct governance, management, 
and culture for addressing security in their organizations.

CYBERSECURITY ACTION STEPS FOR OFFICERS AND DIRECTORS

 » EDUCATE YOURSELF ON INFORMATION SECURITY. 
Officers and directors need to educate themselves on 
information security. This education should not be limited 
to a single meeting, but rather should be a recurring 
agenda item in meetings. 

 » FORM AN INFORMATION SECURITY COMMITTEE. 
Form an information security committee that is charged 
with the design, implementation, and day-to-day oversight 
of cybersecurity compliance efforts.  The board should 
periodically review the composition, purposes, and 
activities of the committee.

 » REGULARLY EVALUATE SECURITY STATUS. Require 
that the information security committee issue regular 
reports detailing information security threats and 
mitigation strategies. 

 » REVIEW PLANS AND POLICIES. Apprise yourself 
of the information security plans and policies for the 
organization.

 » PRIORITIZE SECURITY EFFORTS. Prioritize security 
efforts with a view to allocating those efforts to the 
protection of the most sensitive systems and information 
assets.

 » KNOW WHAT HAPPENS IF A BREACH OCCURS. 
Inquire about business continuity, disaster recovery, 
incident response, and insurance as each relates to 
information security.

 » BE VIGILANT OF SUPPLIERS. Ensure critical suppliers 
and vendors have management processes and 
agreements in place to address information security, 
including the availability of alternate suppliers.

 » EMBED INFORMATION SECURITY IN NEW 
RELATIONSHIP DECISIONS. Require information 
security risks be included in any due diligence of a 
proposed target corporation, key new customers, and 
business partners.

 » WORK WITH YOUR GENERAL COUNSEL. Work with 
your general counsel to establish processes to extend 
the attorney-client privilege and work product doctrine to 
relevant information security issues, particularly audits 
and forensics investigations following a potential breach.
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CYBERSECURITY BY THE NUMBERS 

DATA BREACHES GROWING EXPONENTIALLY1

IMPACT OF THEFT OF  
INTELLECTUAL PROPERTY2

number of records compromised

      estimated annual cost

$200-250
                          billion

and 200,000  
                        jobs

estimated annual cost
  up to

    $538
                             billion

                 GLOBALLY

average cost

 $100,000

total cost to the global economy

 $400 billion
(approximately 15-20% of the revenue due to       
                                              the Internet lost)

average cost of a breach 
                            in the U.S.

   $5.85 million

cost for each
    record compromised

$201

an increase of 81% from 2013

2012 93  
million

552 
million

one 
billion

2013

2014

in the

  U.S.

DISTRIBUTED DENIAL OF SERVICES ATTACKS3

AGGREGATE DATA BREACH COSTS4

every
  hour

average decrease
     in net earnings in
4 quarters
      following breach

average reduction in
     analysts’ earnings
forecasts in 90 day
      period after breach
            compared to 90 day        
              period prior to breach

22%

13%

1 Steve Ragan, Nearly a Billion Records Were Compromised in 2014, CSO (Nov. 17, 
2014) http://www.csoonline.com/article/2847269/business-continuity/nearly-a-
billion-records-were-compromised-in-2014.html.

 Internet Security Threat Report 2014 (2013 Trends, Volume 19) Symantec 
Corporation (2014) https://www.symantec.com/content/en/us/enterprise/other_
resources/b-istr_main_report_v19_21291018.en-us.pdf.

 
2  Net Losses: Estimating the Global Cost of CyberCrime, McAfee Center for Strategic 

and International Studies (2014) http://www.mcafee.com/us/resources/reports/
rp-economic-impact-cybercrime2.pdf.

 
3  Whitepaper, DDoS Imposes $1M Hit on Website and e-Commerce Performance, 

Neustar Market Pulse (2014) http://resources.idgenterprise.com/original/AST-
0105410_NeustarMarketpulse.pdf.

 

4  Research Report, 2014 Cost of Data Breach Study: Global Analysis, Ponemon 
Institute (2014).
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THE EVOLVING STANDARD OF CARE FOR 
INFORMATION SECURITY  

Every organization is exposed to information 
security threats daily. 

It is essential for your organization to have an information 
security protection program that is properly designed, 
documented, executed, and updated to minimize 
exposure to information loss, disruption of operations, 
and liability to third parties and regulators. 

has committed appropriate financial, technical, and 
human resources to its program, as both various new 
risks and protective strategies develop. Information 
security cannot be addressed as a one-time effort to 
develop and implement a comprehensive program, 
as well as supporting policies, that are then shelved; 
ongoing execution, monitoring, and reassessment are 
required.   Third party auditor reports (e.g., SOC 2® audit 
made under the AICPA Guide:  Reporting on Controls at 
a Service Organization Relevant to Security, Availability, 
Processing Integrity, Confidentiality, or Privacy) can be 
valuable tools in assessing the security level of your 
own organization, as well as that of relevant business 
partners and vendors.

For example, an information security program 
implemented prior to 2011 that did not include a well-
designed and executed vendor security due diligence 
approach may have met the applicable standard of care; 
but, subsequent to the many recent data breach events, 
that same approach may not be found to conform with 
the evolved standard of care resulting from those events.

An overview of key information security 
concepts that every officer and director 
should be familiar with is attached as an 
appendix to this white paper. 

The standard of reasonableness against which your 
information security program will be measured is not static 
— rather it is evolving to keep pace with the latest security 
threats and risks. The legal determination of whether 
your organization has conducted its information security 
program in conformance with the applicable standard 
of care will include an examination of the elements of 
your program to determine whether your organization 

THE EVOLVING STANDARD OF CARE FOR INFORMATION SECURITY

Use of offshore vendors has proliferated. When sensitive data is involved, 
the standard of care requires substantial contractual protections relating to 
confidentiality and security. Specific additional regulatory restrictions now 
apply to health and financial information.

2005 2015

Password/biometric access and encryption of  
data on laptops and smartphones not common.

BYOD (Bring Your Own Device) policies 
essentially did not exist. Businesses required 
only company owned and approved devices.

Processing data using offshore vendors  
was common and relatively unregulated.

Cyber insurance virtually non-existent. 

Vendor security due diligence not common. 

Password/biometric access and encryption of data on laptops and 
smartphones is industry standard and the subject of best practices from 
regulators.

BYOD policies are now common place. Employees are permitted to use 
personal devices to access corporate data. Evolving standard of care to 
segregate and protect corporate data while on personal devices.

Cyber insurance rapidly becoming more prevalent.

Robust vendor security due diligence is industry standard and the 
subject of regulatory guidance for best practices.
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WHY ARE CYBER ATTACKS SO INSIDIOUS?

The risks presented by cyber-attacks are unlike any 
other that businesses typically encounter. 

Anyone with a laptop, an Internet connection, and 
rudimentary hacking skills can reach out from anywhere 
in the world and cause dramatic harm to your business by 
disrupting operations, compromising your most sensitive 
data, or causing you to lose the confidence of your 
customers and business partners. To add insult to the 
injury, any one of the above can subject your business to 
regulatory scrutiny, fines, and sanctions. 

Moreover, the attacker knows it will be almost 
impossible to identify him or her.  Even if the attacker 
could be identified, he or she may reside in one of the 
many jurisdictions in which there are no specific cyber-
crime laws. In any event, it is also highly probable that 
the attacker (unless a foreign government or competitor) 
has no assets to satisfy any judgment, even if one could 
be obtained. The high impact of cyber-attacks and low 
risks to the attacker fuel the growth in attacks we are 
witnessing. The bottom line: If attacked, the likelihood 
that a business will have any real remedy against the 
culprit is very low.

WHY CYBER ATTACKS ARE SO INSIDIOUS

inadequate/ 
non-uniform 
 regulation and laws

frequently leave 
no traces  

easy for attacker 
to hide

no need for physical 
contact with victim

small investment 
can cause massive 
economic damage

it’s easy to learn 
attack techniques and 
acquire hacker tools

many networks   
and countries  
may  be involved
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COMMON SECURITY MYTHS

One of the greatest challenges for organizations 
attempting to address cybersecurity risks is the 
number of fundamental myths that exist about 
security.  Those myths cause organizations to 
incorrectly assess threats, misallocate resources, 
and set inappropriate goals. Dispelling those myths 
is key to developing a sophisticated, appropriate 
approach to information security.

MYTH #1: “IT’S ALL ABOUT THE DATA.”

All too frequently, “security” is thought of as ensuring 
data cannot be accessed or used for unauthorized 
purposes or by unauthorized users. While this is certainly 
a key concern, the systems and networks on which the 
data reside must also be protected against attack. For 
example, a denial of services attack (DOS attack) is 
not aimed at gaining access to a business’ sensitive 
data, but at preventing others, such as customers and 
business partners, from accessing and using that data.

MYTH #2: “IT’S ALL ABOUT PRIVACY.”

Another common misconception is that security 
relates only to the protection of personally identifiable 
information. While the protection of personal information 
is clearly of critical importance, other types of information 
assets must also be protected. Additional information 
assets include trade secrets and other intellectual 
property (such as source code for a company’s software 
products), competitive information (such as customer 
and supplier lists), pricing and marketing data, company 
financial information, and more.

MYTH #3: “IT’S ALL ABOUT CONFIDENTIALITY.”

When talking about security, the tendency is to focus 
on the most obvious element: ensuring data is held in 
confidence (i.e., the data is not used by unauthorized 
individuals or for unauthorized purposes). For data to be 
truly secure, it must be confidential, the integrity of the 
data must be maintained, and it must be available when 
needed. These are the three prongs of the well-known 
information security acronym “CIA.” 

“Confidentiality” means the data is protected from 
unauthorized access and disclosure. “Integrity” means 
the data can be relied upon as accurate, and that it 
has not been subject to unauthorized alteration. Finally, 
“availability” means the data is available for access and 
use when required. It does no good to have data that is 
confidential and the integrity maintained, but the data is 
not actually available when a user requires it. To achieve 
this last requirement, the systems on which the data 
resides must have specific service levels for availability, 
response time, and more. This is particularly important 
when a third-party vendor may be hosting the data for the 
benefit of the business.

MYTH #4: “TO BE A HACKER, YOU MUST BE A 
TECHNOLOGICAL GENIUS.”

It is a common error for businesses to focus their 
security measures on the professional hacker. That is, 
your security measures are designed to protect against 
individuals or entities that are highly skilled in programming 
and technology. Such skills are, however, no longer a 
pre-requisite to hacking activities. Today, someone with 
little or no knowledge of technology can find online, easy-
to-use hacking tools capable of causing substantial harm 
to a business. These individuals are sometimes referred 
to in the hacking community as “script kiddies” because 
they require no real hacking knowledge. There are also 
a wide range of readily available books that can quickly 
educate even technological neophytes regarding hacking. 

Finally, one of the most effective means of hacking in use 
today — social engineering — requires no technological 
skills whatsoever. Rather, to be an effective social 
engineer, all that is required is self-assurance and a 
knowledge of human nature. One prevalent form of social 
engineering is phishing — a hacker sending fake emails 
soliciting sensitive information or including attachments 
that install malware that can infect a company’s network. 
Phishing attacks and other social engineering techniques 
were used recently to conduct a concerted attack on 
banking institutions worldwide, causing losses of $300 
million — or possibly as high as $1 billion. 
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BALANCING SECURITY AND USABILITY

As security protections are increased, 
usability of the secured systems decreases 
and vice-versa.

MYTH #5: “I CAN ACHIEVE 100 PERCENT SECURITY.”

Finally, one of the most common misconceptions about 

security is that complete security can be achieved or that 

complete security is required by law or industry practice. 

Neither is correct. Both laws and industry practices 

require businesses to do what is “reasonable.” Complete 

security is not required or even a realistic goal. Studies 

show that it would require businesses to increase their 

overall security budgets nine-fold to address just 95 

percent of the threats. That increase would, in most 

cases, exceed the overall budget for the entire business. 

In addition, there is a fundamental paradox with regard 

to security efforts: As security protections are increased, 

usability of the secured systems decreases. That is, the 

greater the security, the less useful the thing secured 

will be.  

SECURITY

USABILITY
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KEY ELEMENTS TO A CYBERSECURITY COMPLIANCE 
AND RISK MANAGEMENT PROGRAM 

An effective cybersecurity risk management program 
requires an effective governance structure based 
on the organization’s risk appetite — just like the 
company would create for any other material risk. 

A key success factor to your program will include 
engaging management with security risk, and 
producing information risk management policies and 
procedures. While the components of a cybersecurity 
risk management program may vary from organization to 
organization, certain key elements are generally common 
to all effective programs. The following is a list of the 
10 key elements and a set of checklists of important 
considerations as to each element.

10 KEY ELEMENTS OF  A CYBERSECURITY 
RISK  MANAGEMENT PROGRAM

INCIDENT MANAGEMENT

USER EDUCATION AND AWARENESS

MANAGING USER PRIVILEGES

HOME AND MOBILE WORKING

REMOVABLE MEDIA CONTROLS

MALWARE PROTECTION

MONITORING

SECURE CONFIGURATION

NETWORK SECURITY

CYBERSECURITY INSURANCE

1

1
2
3
4
5
6
7
8
9

10

            INCIDENT MANAGEMENT  
            CHECKLIST
“Incident Management” refers to people, 
processes, and technologies triggered by a 
security breach to resolve the breach and 
mitigate risk.

 □ Does your company have an established multi-
disciplinary incident response team, comprised 
of personnel from information security, 
compliance, legal, corporate communications, 
and relevant managers?
 □ Does your company have an established 
incident response policy describing the actions 
to be taken, by whom, and in what order in the 
event of a breach?  
 □ Does your company have pre-established 
relationships with potentially key outside 
vendors, who may be required to assist in 
investigating and resolving a security incident, 
for example, information security consultants 
and computer forensics experts?
 □ Does your company include language in its 
vendor agreements, requiring the vendor to 
promptly report potential incidents, cooperate 
in investigating the incident, preserve relevant 
evidence, and so forth?
 □ Does your company have backup/disaster 
recovery/business continuity plans in place to 
minimize the impact of an incident causing a 
system outage or data loss?
 □ Does your company periodically (at least once 
a year) test its incident response, backup, and 
disaster recovery policies and procedures? 
 □ Are procedures in place, coordinated with 
general counsel or outside counsel, to ensure 
relevant investigative activities are subject to 
the attorney-client privilege or work-product 
doctrine?
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MANAGING USER PRIVILEGES 
CHECKLIST

“User privileges” refers to the rights users are 
granted in accessing systems and data. The 
well-known security principle of “least privilege” 
requires that users be granted only the level 
of access necessary for them to conduct their 
jobs, but nothing more. For example, a worker 
in the mailroom would not be granted computer 
access to payroll records.  

 □ Do your company security policies and 
procedures include the principle of least 
privilege in granting user access rights?
 □ Are accounts with broad access rights limited 
to individuals that truly require them?
 □ Are audits and reviews performed on a periodic 
basis to re-assess the rights and privileges 
granted users? All too often, a user’s duties 
may change, and they no longer require access 
to data previously granted to them. In those 
cases, the user’s access rights should be 
altered to prevent further access to that data.
 □ Do you require your employees to sign 
confidentiality agreements or otherwise 
acknowledge their confidentiality obligations to 
the company? 
 □ Do your company security policies and 
procedures ensure user access rights are 
limited, suspended, or terminated when a user 
is the subject of investigation for wrongdoing 
or is notified their employment may be 
terminated?
 □ Does your company conduct appropriate 
background screening for employees and 
contractors with access to sensitive information 
and systems?
 □ Do you conduct appropriate data security due 
diligence for vendors that will have access to 
company confidential information or personal 
information? 
 □ Do you have appropriate contractual 
protections in place in agreements with vendors 
that will have access to company confidential 
information or personal information?

USER EDUCATION AND 
AWARENESS CHECKLIST

 □ Are company security policies and procedures 
written in plain English, capable of being 
understood by all relevant employees? Consider 
developing summaries of all policies for easier 
review and understanding by employees.
 □ Are employees trained regarding corporate 
information security policies and practices? 
Training should be conducted on initial hire; 
when an employee’s position or duties change 
so as to alter their access to sensitive systems 
and data; on an ongoing basis to reinforce key 
obligations and address significant changes in 
policies or procedures; and on termination to 
ensure all information assets are returned to 
the company and to emphasize the employee’s 
continuing obligations to hold information 
assets in confidence.
 □ Does your company conduct activities to 
heighten employee awareness of significant 
ongoing threats, such as viruses contained in 
email attachments, and any newly identified 
threats, including new forms of social 
engineering? Previously, phishing was used 
by a large group of hackers stealing a total 
of $300 million to $1 billion from numerous 
banks around the world. 

32
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REMOVABLE MEDIA CONTROLS 
CHECKLIST

“Removable media” refers to USB (thumb) 
drives, memory cards (e.g., secure digital (SD) 
cards), recordable DVDs, CD ROMs, removable 
hard disks, the use of smartphones and 
tablets on to which company information may 
be transferred, and so forth. This media may 
be capable of storing dozens, even hundreds, 
of gigabytes of information, such as hundreds 
of thousands of pages of information. Since 
this type of media is generally small and easily 
transportable, there is a constant risk the media 
may be lost, not properly erased after use, or 
used by a malicious employee to misappropriate 
company proprietary information.

 □ Is your company a regulated entity, such 
as a financial services company, subject to 
regulatory guidance against use of removable 
media?
 □ Does your company have specific policies 
about use of removable media? Common 
areas addressed in these policies include:

 □ Has your company considered disabling 
USB and other connections on desktop 
and laptop computers to prevent use of 
unauthorized removable media?
 □ Does your company address removable 
media controls in vendor contracts in which 
a vendor will have access to highly sensitive 
company data?
 □ Does your company have a policy for 
securely destroying removable media that 
is no longer in service?

54 HOME AND MOBILE WORKING 
CHECKLIST

 □ Has the appropriateness of having a home or 
mobile working program (sometimes called a 
“Bring Your Own Device” or “BYOD” program) 
for your organization been assessed?
 □ Have all stakeholders within the company 
been consulted in creating the policy, including 
human resources, compliance, information 
security, legal, relevant managers?
 □ Have any regulatory obligations been identified 
that would impact implementation of a BYOD 
program, such as regulatory guidance limiting 
use of removable media with personal 
information stored on them?
 □ Has the company developed a clear and 
detailed BYOD policy regarding its expectations 
and the obligations of participating employees?
 □ Have employees been properly trained 
regarding the BYOD policy and their obligations 
to uphold your company’s security standards in 
using home and mobile devices?
 □ Does your company require encryption of 
company data on laptops, smart phones, 
tablets and other mobile devices, as well as 
backups of data stored off-site?
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MALWARE PROTECTION 
CHECKLIST

 □ Does your company have industry standard 
anti-virus/malware software installed on its 
systems? Is that software continuously updated 
to reflect the latest virus databases, signatures, 
and more?  
 □ Has your company trained users to avoid 
high-risk activities that may give rise to virus 
transmission, including clicking on attachments 
or hyperlinks in email from unknown third 
parties, installing software from vendors the 
company has not specifically approved, or 
connecting non-company supplied removable 
media to company systems?
 □ Do company security policies address anti-
virus/malware, including use of appropriate 
protections in BYOD programs?

MONITORING  
CHECKLIST

 □ Does your company have an established policy 
and associated procedures to monitor access 
to and use of its systems and data?
 □ Has your company deployed technologies (e.g., 
intrusion detection systems) to effectuate 
those policies?
 □ Does your company ensure that the log files 
created by monitoring technologies are not 
subject to modification? For example, the log 
files must be protected to prevent a hacker 
from erasing his tracks.
 □ Are the log files and other information generated 
by the monitoring procedures reviewed, either 
by individuals or other technologies, to identify 
potential threats?

8

7

6 SECURE CONFIGURATION 
CHECKLIST

 □ Does your company have a current inventory of 
all key information assets, systems, networks, 
and related technologies? 
 □ Does your company subscribe to and monitor 
notifications to the United States Computer 
Emergency Readiness Team (US-CERT) or 
similar service, vendor notifications, and other 
recognized sources of information for critical 
patches to software? 
 □ Does your company have an encryption policy 
addressing encryption of sensitive data as 
required by law or otherwise dictated by industry 
standards and risk assessments?
 □ Does your company have a process to fix or patch 
identified security problems in an adequate and 
timely manner?  
 □ Do company security policies address secure 
configuration activities, such as changing 
default passwords in software and hardware, 
removal of outdated and insecure technologies, 
and the other areas described in this section?
 □ Does your company dispose of computers, 
laptops, hard drives, removable media and 
other storage media in a secure manner, so 
as to avoid unauthorized access to data on 
hardware no longer used by the company? 
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NETWORK SECURITY 
CHECKLIST 

 □ Do company security policies and procedures 
address protection of its networks from both 
internal and external attack, including use of 
firewalls and malware detection technology?
 □ Does your company promptly install all updates 
and patches to its operating system software 
and all security-related software?
 □ Do you regularly (no less than annually) conduct 
penetration testing to assess the strength 
of your network protection against external 
attacks?
 □ Are corporate wireless networks secured 
using industry best practices, for example, 
changing default router passwords, avoidance 
of insecure encryption protocols like Wired 
Equivalent Privacy (WEP) and Wi-Fi Protected 
Access (WPA), firewalls, and not broadcasting 
its Service Set Identifier (SSID)?
 □ Are network perimeter defenses configured to 
filter or block suspicious access or activities?
 □ Are network servers and other network 
components protected physically through use 
of secure and locked facilities?

109 CYBERSECURITY INSURANCE 
CHECKLIST

 □ Does your company have cybersecurity 
insurance that protects it against security 
incidents, including hacking, viruses, data theft, 
and inadvertent loss of personal information? 
Most general commercial liability policies either 
contain express exclusions or will not cover 
security incidents.
 □ If you have cybersecurity insurance, are you in 
full compliance with the requirements of the 
policy? Some policies require a baseline level of 
data security to be implemented and maintained 
within the organization.
 □ Does your vendor due diligence and contracting 
process ensure vendors that handle your 
information assets have adequate cybersecurity 
insurance?
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YOUR INFORMATION SECURITY POLICY 
LIBRARY 

As noted throughout the checklists above, a critical 
element of your organization’s information security 
program is to have appropriate written policies in 
place. 

The following identifies the most critical policies 
your company should consider as part of its security 
compliance program. 

INFORMATION SECURITY POLICY

Typically, the core policy for the information 
security program is a detailed information security policy, 
addressing a number of different security issues and 
directed primarily to the information security team. These 
issues may be dealt with in a single policy or divided into 
smaller sub-policies; but each of these issues should be 
addressed in a written policy. 

 » Access control

 » Establishing network connection 

 » Password management

 » Encryption

 » Viruses, malicious software, and change control

 » Perimeter firewall management and protection

 » External network connections

 » Software updates and patch management

 » Disposal of data, devices, storage media, and other 
hardware containing information

 » Network security management

 » Log management and monitoring

 » Password management

 » Physical security

 » Remote access to company network

 » Wireless network security

ACCEPTABLE USE OF ASSETS POLICY

This policy addresses employee use of 
information systems, networks, email, Internet access, 
and more. 

BACKUP, DISASTER RECOVERY, AND 
BUSINESS CONTINUITY

This policy provides procedures for backing up company 
data and recovering from an outage, data loss, disaster, 
or other disruption of information technology services or 
infrastructure. 

HOME AND MOBILE COMPUTING

This policy addresses employee use of home 
computers and mobile devices (employee-owned and 
company-owned).

BRING YOUR OWN DEVICE (BYOD) POLICY

This policy addresses employee use of 
employee-owned devices used to perform company 
business. 

EMPLOYEE EDUCATION AND TRAINING

These policies and procedures address the 
education and training materials for employees. 

SECURITY INCIDENT REPORTING AND 
RESPONSE POLICY

These policies address the procedures for preparing 
for, recovering from, and responding to a security 
incident, such as a data security breach, resulting in the 
misappropriation of company information or consumer 
personal information. 

SOCIAL MEDIA ACCEPTABLE USE POLICY

This policy addresses employee use of social 
media for company business purposes and when using 
company systems. 

VENDOR DUE DILIGENCE AND 
CONTRACTING

This policy addresses procedures for conducting due 
diligence on and contracting with vendors that will have 
access to the company’s information assets. 

1

3

4

5

6

7

8

9

2
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CONCLUSION AND KEY TAKEAWAYS

To comply with their fiduciary duties, senior 
officers and directors must take an active role 
in the implementation and management of your 
organization’s information security program. 

The evolving standard of care requires continued diligence 
and attention to data security safeguards and policies 
utilized by your organization. The steps and action items 
described above will assist officers and directors in 
keeping up with this evolving standard of care, including:

 » Senior management educating themselves on the 
fundamentals of information security. 

 » Establishing an information security committee 
subject to board oversight and review. 

 » Senior management keeping informed of the 
information security plans and policies for your 
organization.

 » Prioritizing security efforts by allocating resources 
based on the potential likelihood and magnitude of 
risk of loss, and implementing safeguards for the 
most sensitive systems and information assets.

 » Delegating authority and providing company resources 
for the implementation of the key elements of the 
enterprise’s information security program.

 » Overseeing the development of written policies and 
documentation to support the information security 
program. 

 » Periodically reassess your company’s cybersecurity 
program through regular reviews and meetings with 
decision makers and stakeholders.
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A Guide to IT Contracting: Checklists, 
Tools, and Techniques 

By Michael Overly &  
Matthew A. Karlyn

A Guide to IT Contracting: Checklists, 
Tools, and Techniques distills the 
most critical business and legal 
lessons learned through the authors’ 
decades of experience drafting and 
negotiating IT-related agreements.

Cloud Computing: A Practical 
Framework for Managing Cloud 
Computing Risk 

Prepared by the Technology 
Transactions  
& Outsourcing Practice

By leveraging economies of scale, 
commoditizing services, geographic 
distribution, and open source 

software to lower costs, cloud computing has become a 
staple for business. The question is no longer whether 
a business will move to the cloud, but when it does will 
it have the processes in place to effectively balance the 
risks and rewards of cloud computing.  This has led our 
firm, working with our clients, to develop the framework 
provided in this White Paper for risk management and 
mitigation. In particular, data security and privacy risks 
arising in the context of cloud computing are discussed 
in depth. This White Paper is available on foley.com.

YOU MIGHT ALSO BE INTERESTED IN

Big Data: A Business and Legal Guide 

By James R. Kalyvas &  
Michael Overly

“Big Data” is discussed with 
increasing importance and urgency 
every day in boardrooms and in other 
strategic and operational meetings at 
organizations across the globe. This 
book starts where the many excellent 
books and articles on Big Data end 

– we accept that Big Data will materially change the 
way businesses and organizations make decisions. Our 
purpose is to help executives, managers, and counsel 
to better understand the inter-relationships between Big 
Data and the laws, regulations, and contracting practices 
that may have an impact on the use of Big Data. There 
are multiple chapters addressing issues relevant to 
cybersecurity, such as information security, data privacy, 
and cyber insurance.

CONTACTS AND MORE INFORMATION

SUBSCRIBE TO CYBERSECURITY UPDATES

Chanley T. Howell 
Partner 
Jacksonville, Florida 
904.359.8745 
chowell@foley.com 

Michael R. Overly 
Partner 
Los Angeles, California 
213.972.4533 
moverly@foley.com 

If you would like to receive updates on new information security issues, laws, and related matters, send an email with the 
word “subscribe” in the subject line to foleyinfosec@foley.com.

James R. Kalyvas 
Partner 
Los Angeles, California 
213.972.4542 
jkalyvas@foley.com

CONTACTS
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ENCRYPTION    

Encryption is a critical aspect of any data 
security program. Encryption is the process 

of scrambling data using a computer algorithm so that 
the data cannot be read without having the “key” to 
decipher or unlock the encrypted data. As encryption 
has become more feasible, affordable, and ubiquitous, 
it has become both a legal and industry standard 
for protection of sensitive information. For example, 
regulatory guidance for the Health Insurance Portability 
and Accountability Act (HIPAA), the Gramm-Leach Bliley 
Act (GLBA), Massachusetts state law, and Nevada state 
law all contain encryption requirements for sensitive 
information under certain conditions. The Payment Card 
Industry Data Security Standards (PCI DSS) require 
encryption of credit card information.

The security afforded by encryption is based on “time.” 
That is, how long would it take using readily available 
current technology, working 24 hours a day, to crack 
the encryption. For most strong methods of encryption, 
this “brute force” method of cracking is measured, at 
minimum, in terms of years and, more commonly, in 
terms of decades. The problem is that technology is 
constantly evolving. The power of the most sophisticated 
desktop computer of just a few years ago can now be 
found in a wristwatch. As the power of readily available 
computers increases, encryption methods thought to 
be secure are now unsecure. This is why the type and 
strength of encryption used to protect data must be 
periodically reviewed and updated. 

Even when not legally required, encryption provides 
important liability protections. For example, HIPAA 
exempts health care organizations from data breach 
notification obligations in the event that electronically 
stored health information is encrypted using industry 
standard techniques. Similarly, state laws that require 
notification of security breaches to consumers and 
attorneys general provide an exception if the data is 
encrypted.

APPENDIX — KEY INFORMATION SECURITY 
CONCEPTS

Many people confuse password protection and 
encryption. For example, while it is possible to require a 
password to access a device or open a file, it does not 
necessarily mean the data on the device or in the file is 
encrypted. Data on a laptop that is password-protected 
without encryption can be accessed relatively easily, 
using widely available computer forensics tools. Because 
the data is not encrypted it can still be read. Thus, in 
order to protect data on a laptop or other mobile device, 
it should be encrypted. 

The encryption can be at the “file level” or the “disk 
level.” File level means the data is encrypted on a file-
by-file basis. Some files may be encrypted, while others 
are not. Encryption at the disk level means all data on 
the entire hard drive of the device is encrypted. Disk 
encryption is the industry standard when encrypting data 
on a laptop, smart phone, or other mobile device or 
storage media.

FIREWALLS  

A firewall is a software and/or hardware 
solution that protects a company’s network 

from unauthorized access from outside networks, for 
example, hacking attempts from the Internet. The 
firewall is configured to block access from certain 
sources, such as known bad actors and certain content, 
including known viruses and malware that can be used 
to infiltrate a company’s network. The firewall software is 
continuously updated to block known malicious sources 
and content.  

INTRUSION DETECTION SYSTEMS    

Similar in function to a firewall, an intrusion 
detection system monitors network activity 

within the organization (behind the firewall), while a 
firewall looks outward to prevent intrusions. For example, 
an intrusion detection system can be configured to 
trigger an alarm if certain type of network traffic or activity 
matches a library of known attacks. It can also trigger 
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an alarm if certain critical files are modified or deleted. 
Finally, the intrusion detection system can provide an 
alert if the network activity is not “normal,” such as a 
higher or different type of activity. 

ACCESS CONTROLS

Access controls establish limits and 
restrictions on which employees can access 

what data and systems. Companies should implement 
the concept of “least privilege,” which is the principle 
that employees and other individuals should be granted 
the least amount of privilege — or access rights — 
necessary for the individual to do his or her job. This 
mitigates the risks associated with accidents, mistakes, 
intentional misconduct, and unauthorized use of an 
individual’s access credentials. Although this security 
principle has been around at least since the 1970s, many 
organizations do not properly implement restrictions on 
network access rights. 

PENETRATION TESTING

Penetration testing is the practice of hiring 
an outside consultant to test the strength 

and vulnerabilities of a company’s network with respect 
to attacks from outside of the network. Systems are 
constantly changing, meaning a system that is relatively 
secure one month may not be as secure the next. 
Periodic penetration is required under the Payment Card 
Industry Data Security Standards for companies that 
process credit card information. Penetration testing 
every six months, or at least annually, is an important 
step in keeping a company’s network secure against 
outside hacking attacks. 

PHISHING/SPEAR PHISHING

“Phishing” refers to a social engineering 
technique in which a perpetrator sends out 
communications, typically in the form of email, that 
appear to be from a reputable source (e.g., a well-
known bank, broker-dealer, or department store).  
Unsuspecting recipients are lured into responding to the 
communication by disclosing their personal information, 
account access codes, or other sensitive information. 

In addition, the communications may contain innocuous 
looking hyperlinks that are, in fact, means of downloading 
viruses to the recipient’s computer. Phishing generally 
involves sending the same communication to a large 
number of recipients with the hope that a subset will 
be lured into responding. In contrast, “spear phishing” 
refers to the more sophisticated practice of using 
publicly available information gleaned from social media, 
corporate websites, and other sources to specifically 
tailor communications to target an individual. Spear 
phishing is more time intensive for the perpetrator, 
but more likely to bear fruit. Corporate executives are 
frequent targets of spear phishing. In fact, executives in 
businesses with more than 2,500 employees stand a 1 
in 2.3 chance of receiving a spear phishing attack.5

NETWORK SEGMENTATION 

Risks to highly sensitive data (for example, 
credit card information, social security 

numbers, trade secrets, and intellectual property) can 
be mitigated by separating the data from less secure 
networks and systems that can be accessed through the 
Internet. For example, a server that contains sensitive 
employee information, such as Social Security numbers, 
can be segregated from servers that can be accessed by 
the public from the Internet.

VENDOR DUE DILIGENCE

More and more companies are providing 
outside vendors and business partners with 

access to company networks for purposes of exchanging 
data. The vendor’s network then, in essence, becomes 
an extension of the company’s network. If the vendor has 
weak security, the vendor’s network can be breached 
and then used to enter the company’s network. The 
source of the Target security breach originated through a 
refrigeration, heating, and air conditioning subcontractor 
that had access to Target’s network. Effective vendor 
due diligence and periodic auditing (or audit reporting 
requirements) can mitigate these risks.

5  Internet Security Threat Report 2014 (2013 Trends, Volume 19), Symantec 
Corporation (2014) http://www.symantec.com/content/en/us/enterprise/other_
resources/b-istr_main_report_v19_21291018.en-us.pdf
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I. INTRODUCTION

Recent headlines confirm what has been well known by white collar attorneys for years: U.S.

enforcement of laws controlling international conduct is at an historic high. Although enforcement of

these laws has always been a theoretical possibility, until a few years ago, the largest enforcement actions

and penalties were generally confined to the areas of international antitrust and the Foreign Corrupt

Practices Act (FCPA).

Today, the battleground has grown much larger. While FCPA and antitrust enforcement continue

to be areas of priority, large-scale investigations and penalties now also include anti-money laundering

(AML), economic sanctions administered by the Treasury Department’s Office of Foreign Assets Control

(OFAC), and export controls administered by the State Department and Commerce Departments (the

International Traffic in Arms Controls (ITAR) and the Export Administration Regulations (EAR),

respectively). All five of these areas have seen significant penalties (in excess of $100,000,000) assessed

against individual companies, culminating in the $8.9 billion penalty levied last year against BNP Paribas

for AML, economic sanctions, and related alleged violations. Further, with the widely publicized

investigation into Wal-Mart likely to draw to a close in the next year or two, it is possible that we may see
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the first billion-dollar penalty in the FCPA realm as well, showing that the increase in enforcement

attention to AML, export controls, and economic sanctions has augmented, rather than replaced, attention

to the FCPA.

In many of these high-profile settlements, the U.S. Government insists on the appointment of a

corporate monitor – an independent institution (generally either a law firm or an accounting firm) that can

review the ongoing compliance obligations generally imposed by these settlements. The expectations of

the U.S. Government in these monitor situations are that there will be a thorough and probing review of

the compliance program, internal controls, training, culture, and general knowledge about compliance in

the area that was the subject of the Deferred- or Non-Prosecution Agreement (DPA or NPA). Generally

the monitor issues a series of reports that index the company against the detailed compliance expectations

contained in the DPA or NPA.

Not long ago, Foley & Lardner was selected as a monitor for a medical devices company that had

been found to have engaged in activities alleged to have violated the FCPA. As the leader of the

investigatory team, I did not have the normal advantage of working with a known client with a known

business. Rather, I needed to quickly develop a multi-faceted team that had to quickly get up to speed on

the company’s business model, how it conduct business abroad, its distributor arrangements, its

compliance program, its internal controls, and its training. In short, I had to set up a compliance review

with the kind of probing that one would find in an in-depth financial audit.

Most companies will never find themselves with the need to deal with an independent monitor.

Many companies, however, are worried about the aggressive enforcement of U.S. laws governing

international conduct, and are looking for guideposts to help benchmark their compliance. Seeing how
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these issues are handled in a corporate monitor situation should be helpful for any multinational company

looking to manage its international regulatory risk

For any company that is in this situation, the areas that require close examination and

improvement generally fall into five areas: (1) general compliance; (2) compliance program

improvements; (3) training enhancements; (4) the use of audits and compliance check-ups to ensure that

compliance is actually working as envisioned; and (5) enhanced controls for the perennial problem of

third parties, including agents, distributors, and subdistributors. Appropriate compliance improvements in

each of these areas would be helpful to any company that is at a high risk for confronting potential

violators of such high-risk legal regimes as the FCPA, export controls, anti-money laundering, economic

sanctions, or antitrust laws, including those in industries that have seen frequent enforcement activity,

such as the automotive, defense, energy, financial services, or pharmaceuticals/medical devices industries.

II. LEARNING FROM SETTLEMENT AGREEMENTS

Any company looking to enhance its compliance for these high-risk regimes, would be well

advised to consider the typical requirements of a DPA or NPA. Often, these settlements contain detailed

compliance requirements. As laid out in these settlement documents, the typical requirements are that the

company:

 Establish a clearly articulated corporate policy against violations of the law.

 Establish a system of internal controls, designed to ensure compliance.

 Promulgate compliance standards and procedures designed to reduce the prospect of
violations of the law.

 Assign responsibility to a senior corporate official for the implementation and oversight
of compliance with policies, standards and procedures.
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 Create mechanisms to ensure that policies, standards, and procedures are effectively
communicated to directors, officers, employees, and third parties.

 Establish an effective system for reporting suspected violations of the compliance
policies, standards, and procedures.

 Establish disciplinary procedures to address violations by directors, officers, employees,
agents, and business partners.

 Create appropriate due diligence requirements pertaining to the retention and oversight of
agents and business partners.

 Implement standard provisions in agreements with all agents and business partners
designed to prevent violations of the applicable laws, including compliance
representations, rights to conduct audits, and rights to terminate an agent or business
partner as a result of any violations.

These requirements dovetail with the requirements set forth in both the Federal Sentencing

Guidelines and the Sarbanes-Oxley requirements for financial compliance applicable to publicly traded

companies in the United States. As set forth in the Sentencing Guidelines, an effective compliance

program is one where the organization “exercise[s] due diligence to prevent and detect criminal

conduct,”1 by implementing a compliance program that is “reasonably designed, implemented, and

enforced so that the program is generally effective in preventing and detecting criminal conduct.”2

Sarbanes-Oxley requires that companies establish procedures designed to ensure the report of potential

violations to a company’s senior management,3 with personal responsibility by senior executives that they

maintain adequate procedures so that they can certify the accuracy of the company’s books and records.4

1 Sentencing Guidelines § 8B2.1(a).

2 Id.

3 17 C.F.R. Part 205.

4 Id.
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Maintaining corporate adherence to these goals would take a corporation a long way towards initiating its

regulatory risk.

III. COMPLIANCE LESSONS LEARNED AS A MONITOR

DPAs and NPA are, of course, not the only source of guidance regarding the Government’s

compliance expectations. Other sources include the U.S. Sentencing Guidelines, the Department of

Justice’s and the Securities & Exchange Commission’s “A Resource Guide to the U.S. Foreign Corrupt

Practices Act,” and other, regime-specific guidance provided by regulators. All of these sources are

valuable compliance benchmarks which, if analyzed together, yield generally consistent advice regarding

the importance of a company’s compliance culture, its internal controls, its training, and other

compliance-related signposts. In each case, however, the most useful learning is provided by seeing how

organizations actually implement compliance – in other words, the exact type of learning that comes from

an in-depth, monitor-type evaluation of a company’s compliance structure. The importance compliance

lessons learned from Foley’s experience of a corporate monitor are provided below.

A. General Lessons

As most people who are involved in the compliance area know, establishing the right corporate

culture is paramount. The key requirements include ensuring that the company has a culture of respect

for compliance, that senior management is firmly behind all compliance efforts, and that there is a strong

and well-funded compliance infrastructure that can catch compliance missteps from a variety of angles.

Establishing the appropriate corporate compliance culture requires constant reiteration of the

compliance message. Compliance standards must be public and promulgated throughout the company,

including through regular placement in company newsletters and on corporate intranets. Compliance
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policies should be readily accessible to employees and integrated into all aspects of employment, starting

with discussions of compliance during the hiring process and references to the policy in employment

contracts. Even employee performance reviews can help serve this purpose, by ensuring that employee

adherence to compliance standards are part of the evaluation process.

The involvement of senior management is also essential for the development of a corporate

culture focused on compliance. Placing a member of senior management in charge of compliance acts as

a vital link between the executives and board members responsible for running a company and the

employees on the ground who must deal with potential regulatory violations issues on a regular basis. A

high-level member of management who is intimately involved in the compliance process also lends

legitimacy to the company’s compliance policy and helps firmly establish the tone from the top.

This is not to say that every company needs to have a dedicated chief compliance officer. The

establishment of the compliance infrastructure, like all compliance efforts, needs to be a risk-based

endeavor, which means that the compliance needs of a smaller company that only operates in a handful of

foreign countries may not be the same as those of a large multinational corporation that operates in a

number of high-risk environments. It is common in smaller companies for compliance duties to be

handled by an employee who has multiple responsibilities, such as the head of the human resources or

audit departments. But at all companies, there should be a single person who is responsible for

monitoring potential violations, managing due diligence, developing and providing compliance training,

answering questions and resolving red flags, and testing the compliance program. This type of

compliance ownership, by a person who is free from business pressures to achieve particular outcomes, is

essential to ensure that compliance responsibilities are taken seriously.
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A final issue is the adequacy of funding. Effective compliance requires hiring appropriate

compliance personnel, taking time from busy employees for training, the establishment of internal

controls and processes to monitor the effectiveness of the program and procedures in place, and periodic

revisions to the policies and training materials. Companies should put in place programs that will be

supported by commensurate resources. If, for example, a company states that it will perform due

diligence on every agent it hires, then it should ensure that it has set aside sufficient resources to carry

through on this commitment. Although compliance can be expensive, it pales in comparison to the multi-

million dollar fines and high investigatory costs that now accompany even routine violations of U.S.

regulations.

B. Compliance Program Improvements

A thorough and proper risk assessment forms the core of any good compliance program. No

compliance program has the luxury of drawing on unlimited resources. Therefore, it is necessary to begin

with a sober assessment of the regulatory risks facing the business, including those posed by its corporate

profile, business model, types of products sold, areas of operation, use of third parties, degree of

government interaction, and other business-profile issues that impact the degree of regulatory risk.

The ways in which to conduct a proper risk assessment vary, but certain principles are universal.

Involvement from senior management and employees that understand the company, its business model,

and its specific regulatory risk points is essential. The risk assessment must be conducted free of business

pressures, without clouded judgment regarding where the highest risks arise. The risk assessment also

should take into account all the ways in which outside actors can implicate the company or create

regulatory liability, such as agents, distributors, joint venture partners, and other third parties.
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Companies also need to update their risk assessments on a regular basis. Corporate expansions,

mergers and acquisitions, establishment of new joint ventures, expansions into new countries or product

lines, and new distributor arrangements are all activities that can alter the risk profile of a company. Even

regulatory developments, such as enactment of broad anticorruption laws such as the UK Bribery Act or

the recent ramping up of OFAC sanctions and related enforcement activity, can impact compliance

requirements. Not all of these changes, or their impact on compliance efforts, are obvious, which makes a

regular reassessment of risk an important compliance function.

After conducting a risk assessment, a company must decide how to allocate its compliance

resources. Allocating most resources to identified high-risk areas is important. So, however, is

recognizing that the risk even in low-risk areas seldom is zero, and thus deserve some compliance

attention as well. A well-structured risk assessment can help balance the distribution of compliance

resources.

It also is important to regularly update compliance measures. Compliance standards regularly

change, driven not only by changes in the regulatory framework but also the expectation of the regulators.

As a result, it is important for a company to remain educated about compliance issues, including through

regularly sending compliance personnel to specialized conferences, and following developments that bear

on the ever-evolving standards for an acceptable compliance program.

When changes are made, the changes to the compliance program must be appropriately

promulgated throughout the company. Depending on the change, this could require anything from

company-wide training to a simple email from the company’s chief compliance officer. Regular

communications regarding the company’s compliance message serves the dual purposes of keeping the
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compliance message top-of-mind while also communicating the company’s evolving compliance efforts

and its commitment to compliance.

C. Training Enhancements

Training is an integral part of every compliance program, and serves a function that is much

greater than merely communicating information. Done properly, it is an important part of the

compliance-related dialogue that helps minimize the risk of violations and while helping to discover

violations that already have occurred. It also is a key cog in the central goal of communicating the

importance of compliance to the organization.

Although many companies conduct training electronically, including through the use of

innovative compliance presentations and on-line quizzes, in-person training remains the gold standard.

Company personnel tend to pay more attention to a live presentation, and the presentation can be tailored

to the requirements of the audience. Allowing time for discussion not only allows employees the

opportunity to ask questions about areas that are unclear, but often reveals areas where further inquiry

may be appropriate. Properly presented, in-person training can result in compliance feedback that can be

incorporated to improve the overall compliance program.

No matter how training is provided, it cannot be a one-time event. Although all employees

should receive initial training upon their hiring, reinforcement of the training on a periodic basis is

essential. Annually is a good benchmark that works for most companies.

Finally, companies should make training relevant to the evidence. The training should use as

many real-world examples as possible, such as case studies drawn from actual problems confronted by the
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company in the past, as well as those that are more likely to occur based on the industry and where and

how the company does business.

D. Audits and Compliance Checkups

Compliance as envisioned by the compliance program, and compliance as it actually occurs in the

field, often are two very different things. A company that implements rigorous procedures, but then fails

to live up to them, often enjoys the worst of two worlds, since its failure to meet its compliance goals

would be held against it in any enforcement proceeding. To avoid this possibility, compliance

implementation should be monitored by direct observation, by supervision of the program, and by testing

the controls.

Some of this testing can be done in the company’s normal internal audit process, and it is

important that internal audit employees receive specific compliance training so they understand what to

do and why they are doing it. One increasingly common way of ensuring the testing of the controls is to

conduct compliance audits. These audits are intended to stress-test compliance procedures by picking

high-risk transactions at random to see whether the compliance program is functioning as envisioned.

Beyond this, regime-specific audit items can be created, which generally will focus on whether the

company is adhering to its internal controls in a given area. They can be conducted by properly trained

internal or external auditors.

The tendency at many companies is to conduct audits based upon the ease of conducting them,

rather than their utility. This shows up, for example, when companies target their own foreign operations

for compliance-related audits, but do not exercise their rights to audit agents or joint venture partners. It

also arises when companies do not return to the lessons of their risk assessments to determine the high-
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risk areas that merit follow-up checks. Unlike financial audits, which tend to concentrate on areas with

the highest revenue impact, compliance-based audits often need to focus on areas that may have a small

revenue impact but a large compliance risk footprint. Operations in a developing country, for example,

may be new and have still-small revenue, yet present an outsized compliance risk.

E. Agent and Distributor Controls

No compliance program, no matter how well conceived, can perform its job unless the risks

posed by third parties are adequately addressed. This is because many enforcement settlements are

premised on agency principles, i.e., a determination that parties outside the company were acting on

behalf of the principal, thus creating legal liability for the principal.

Dealing with agents, distributors, and other third parties presents unique and interesting

challenges. Often companies work with these third parties in foreign countries because they do not

understand the business culture or ins-and-outs of doing business in a particular country. Agents help fill

this knowledge gap by bringing knowledge of the business environment that the company cannot fill by

itself.

But the greater the separation from corporate headquarters, the greater the risk. The dangers of

third parties can arise in a host of areas, including for matters handled by customs brokers, distributors,

sales agents, political consultants, lobbyists, and other third parties. The consistent use of third parties,

even when justified from a business perspective, by itself can be considered a compliance red flag. The

oversight of third parties accordingly should be considered in every aspect of the company’s risk

assessment, including with regard to the establishment of the relationship (with appropriate contractual

protections), training, accounting, ongoing certifications, and even audits.
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Due diligence is also a key step when managing third-party risks. Due diligence is a potpourri of

tasks that may include interviews, background checks, reviews of databases and publications, consulting

third parties to provide reliable local information, using forensic accountants to review books and records

to evaluate risk, visiting the office of agents, and other methods of confirming suitability, as the case may

be. Once again, the application of risk-based principles will help determine how much due diligence is

appropriate for various types of third parties.

At too many companies, third-party compliance oversight begins and ends with due diligence. In

other words, the company conducts its third-party due diligence, places the resulting report in its file, and

then moves on to conducting the business relationship without much more in the way of oversight.

Ongoing review of the relationship, however, is the best way to proceed, including through periodic

certifications, ensuring up-to-date training, monitoring any deviations of the relationship from the

anticipated course, and the conduct of third-party audits. Due diligence is important, but it is only a

limited snapshot of the past. As the relationship evolves, the company’s best source of information about

the relationship becomes the data concerning its own relationship with the third party.

IV. CONCLUSIONS

Institutionalizing effective compliance is like getting your oil changed – unexciting, and with

results that cannot be easily seen. An internal investigation, however, is the engine seizure that occurs

after the lack of routine maintenance – exciting, perhaps, but costly in terms of the costs of forensic

investigators, legal fees, and perhaps government fines.

Every company should strive to be in the category of routine maintenance, not in the business of

managing internal investigations. The DPAs and NPAs in high-profile settlements provide a roadmap as

to government expectations for such high-risk legal regimes as the FCPA, export controls, economic
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sanctions, anti-money laundering, and antitrust. Most multinational corporations will find that

benchmarking their compliance efforts against these expectations, and implementation of the “lessons

learned” summarized above, will pay substantial compliance dividends in the increasingly risky task of

conducting international business.
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I. MINIMIZING RISK

A. Identifying the Warning Signs

1. Financial Warning Signs

a. Use of Z-Score which measures five financial ratios which are multiplied by a
factor depending upon whether the company is publicly or privately held:

(i) Working Capital/Total Assets

(ii) Retained Earnings/Total Assets

(iii) EBIT/Total Assets

(iv) Market Value of Equity/Book Value of Total Liabilities

(v) Sales/Total Assets

a) Public Mfg. Co.

i) Score of 3 or > bk not likely

ii) 1.8 or < strong indicator of bk

b) Private Mfg. Co.

i) 2.9 or > bk not likely

ii) 1.23 or < bk likely

c) Private Non-Mfg firm

i) 2.6 or > bk not likely

ii) 1.1 or < bk likely

d) 95% probability of bk within 1st year; 70% within 2 years if fall
within bk risk score

b. Use of factoring agreements to provide liquidity
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(i) Factoring involves purchase of accounts receivable by a lender known as a
factor. Unlike asset-based lending, factoring: (1) only involves financing
of accounts receivable; and (2) the underlying AR is sold to the lender so
that in the event the borrower files for bankruptcy, the factored AR is not
part of the bankruptcy estate.

(ii) Borrowers who use factoring agreements essentially outsource their credit
functions

(iii) Unlike traditional asset-based lending, factoring does not evaluate a
company’s profit ratio or credit record. The only critical item is the
financial strength of the company’s customers.

c. Untimely financial reporting and/or financial restatements and significant charge
offs

d. Continued and significant disparity between actual and budgeted results

e. Renegotiated loan covenants or fully drawn lines of credit

f. Deteriorated working capital ratios such as accounts receivable and payable or
decline in inventory turns

g. Requests for changes to credit terms

h. Delay of dividend payments or bond payments

2. Operational Warning Signs

a. Increasing reliance on affiliates or related corporate entities

b. High staff turnover

c. Significant exposure to depressed market or adversely affected industries

Ex. Subprime Fallout → Homebuilder Market → Impact on Related 
Industries Such as Raw Material Suppliers, Furniture Stores, Etc.

d. Captivity to a limited number of customers

e. Acquisition of new product lines to resuscitate existing business model

f. Use of debt to fund rapid expansion

g. Cutbacks on capital expenditures, research and development, employee training,
or other expenses viewed as non-essential or not time-sensitive

3. Management Warning Signs

a. Change in key managers or officers
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b. Sale of stock by insiders

c. Employment of financial advisors or other turnaround consultants by management

d. Shareholder disputes and class action litigation

e. SEC and criminal investigations

B. Obviating and Minimizing Impact of Avoidance Action Litigation

1. Preference Liability – 11 U.S.C. § 547

Debtor may recover a transfer of (1) an interest in the debtor’s property, (2) to or
for the benefit of a creditor, (3) for or on account of an antecedent debt owed by
the debtor before such transfer was made, (4) made while the debtor was
insolvent, (5) made on or within 90 days before the date of the filing of the
petition (as to insiders), (6) that enables such creditor to receive more than such
creditor would receive in a chapter 7 case if the transfer had not been made

a. Representative transfers that could fall within the purview of preference liability:

(i) Grants of security interests

(ii) Payments of invoices

(iii) Issuances of guarantees

(iv) Tendering of settlement payments

(v) Anything that would constitute a transfer of an interest in debtor’s
property

b. Structuring pre-bankruptcy agreements to minimize preference liability

(i) Insist upon issuance of letter of credit

 The independence principle provides that a letter of credit is an
independent third-party obligation and the proceeds of the letter
are not the debtor’s property even if the letter of credit is secured
by the debtor’s property. See, e.g., In re Wedtech Corp., 187 B.R.
105, 107 (Bankr. S.D.N.Y. 1995)

(ii) Obtain guarantees by corporate affiliates

 Ensure that the guarantor waives any right against the debtor in
connection with the guarantee (including reimbursement,
contribution, or subrogation)

(iii) Obtain representations and warranties that the debtor is not pledging and
the third party is not receiving any property from the debtor
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(iv) Structure settlement to the extent possible as a contemporaneous exchange
of obligations for new value (e.g., debtor will cease wrongdoing, such as
patent infringement, in exchange for the settlement payment)

(v) Obtain representations and warranties that the debtor is solvent and
include specific recitations regarding such solvency within the agreement

(vi) If the agreement involves payment to you followed by a release by you or
a reduction in the claims against the debtor, provide that such releases or
reductions are effective 91 days after receipt of payment

c. Utilizing statutory safe harbors under the Bankruptcy Code and common law
defenses

(i) Ordinary course of business

a) Payments must be: (a) in the ordinary course of business between
the debtor and creditor OR (b) in accordance with ordinary
business terms

b) Practice Pointers:

i) Keep customers on a regular and routine payment cycle, if
possible.

ii) Exercise caution when making demands for payments that
are late. If you must make a demand, try to avoid doing so
in writing.

iii) Be careful if you modify the payment schedule to require
faster payment. If you must do so, make sure that the
payment schedule remains in accordance with industry
standards. Don’t go to a 30-day cycle when the industry
standard is a 60-day cycle.

iv) If negotiating a settlement agreement with the debtor,
ALWAYS ask for an avoidance action waiver (which
includes a preference waiver)

(ii) Contemporaneous exchange of new value

(iii) New value

(iv) Status as conduit versus initial transferee – 11 U.S.C. § 550

a) An initial transferee must have the right to use the funds received

b) Financial intermediaries, conduits, or couriers are not initial
transferees under § 550 against whom liability may be imposed
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(v) Property transferred by the debtor was subject to a statutory or
constructive trust

(vi) Earmarking Doctrine - where a third party provides necessary funds to
retire a specific obligation a debtor owes to an existing creditor, the
payment to the existing creditor is not a transfer involving the debtor’s
property and, therefore, cannot be avoided

2. Fraudulent Transfer Liability

a. Statutory Grounds for Fraudulent Transfer Liability

(i) Federal Bankruptcy Code - 11 U.S.C. §§ 548, 550

 2 year look back period

(ii) State Law

a) Uniform Fraudulent Conveyance Act (“UFCA”) – 6 years

b) Uniform Fraudulent Transfer Act (“UFTA”) – 4 years

b. Types of Fraud

(i) Actual Fraud (Fraud In Fact)

a) A transfer is actually fraudulent if it was made “with actual intent
to hinder, delay, or defraud any entity to which the debtor was or
became . . . indebted.” 11 U.S.C. § 548(a)(1)(A)

b) Because intent to defraud may be difficult to prove, courts rely
upon certain “badges” of fraud to establish such intent:

i) Absconding with the proceeds of the transfer immediately
after their receipt

ii) Absence of consideration when the transferor and
transferee know that outstanding creditors will not be paid

iii) Significant disparity in value between the property
transferred and the consideration received

iv) Fact that the transferee was an officer, or agent or creditor
of an officer of corporate transferor

v) Insolvency of the debtor

vi) Existence of a special relationship between the debtor and
the transferee

(ii) Constructive Fraud (Fraud In Law)
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a) Two key components

i) Lack of reasonably equivalent value and

ii) Existence of one of the following “plus” factors:

(a) Debtor was insolvent or rendered insolvent by the
transfer

(b) The transaction left, or would have left, debtor with
unreasonably small capital

(c) Debtor intended or believed that it would incur
debts that it could not pay when those debts
matured

(d) Debtor made the transfer to or for the benefit of an
insider, or incurred such obligation to or for the
benefit of an insider, under an employment contract
and not in the ordinary course of business

c. Limiting Fraudulent Transfer Liability

(i) Use of revival clauses

a) Ex. A settlement agreement might include a revival or clawback
provision under which the parties agree that the release provided
by a transferee is void and the liability of the transferor is
reinstated in the event that any of the transfers under the settlement
agreement are subsequently determined to be avoidable as
fraudulent transfers.

b) Ex. The revival provision may also provide that any and all other
rights, liens, and security interests will be automatically revived,
reinstated, and restored in such amount(s) as is determined to have
been an avoidable transfer (including all costs, expenses, and
attorneys’ fees) and shall exist as though no avoidable transfer had
been made.

(ii) Document the transaction carefully

a) Include recitals regarding consideration given for the transfer

b) Cite to appraisals and other beneficial financial documentation

c) Require the transferor to include express representations regarding
its solvency

i) Ex. Solvency certificate
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ii) Ex. Supporting projections stating party’s ability to pay
debts as they mature

(iii) Use common sense when documenting the transaction

a) Notes, memos, emails, and correspondence concerning legal and
other issues relating to the structure of the transaction are
discoverable.

b) The debtor may attempt to use these documents to demonstrate the
transferee’s intent, knowledge, belief, and good faith at the time of
the transaction

c) Always write objectively and avoid loosely characterizing issues in
connection with the transaction.

(iv) Establish Good Faith

a) Section 548(c)’s safe harbor provides a defense to transferee that
takes for value and in good faith

b) “[I]f a transferee reasonably should have known of a debtor’s
insolvency or of the fraudulent intent underlying a transfer, the
transferee is not entitled to the defense under § 548(c).” In re Roti,
271 B.R. 281, 296 (Bankr. N.D. Ill. 2002)

II. MAXIMIZING CREDITOR RIGHTS AND REMEDIES

REMEMBER THE ACRONYM S.C.R.A.P.S.

S – Section 503(b)(9) Claim
C – Critical Vendor Status
R – Reclamation
A – Assumption
P – Performance Demands (Including Adequate Assurance)
S – Setoff/Recoupment

A. Section 503(b)(9) Claim

1. 20-Day Administrative Expense Claim: Creditors have an administrative expense claim
(i.e., a priority unsecured claim) for the value of any goods received by the debtor within
20 days before the debtor’s bankruptcy filing as long as the goods were sold to the debtor
in the ordinary course of debtor’s business

2. In a chapter 11 case, all administrative expense claims must be paid in full in order for a
plan to be confirmed

3. Payment of such administrative claims may be deferred until the “Effective Date” of the
plan
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 Trend: Debtors are using promises to pay such claims early in the bankruptcy
case to extract better terms. If debtor can’t obtain favorable pricing or
concessions, debtor will attempt to withhold payment until the last possible
moment.

4. Normally payment of administrative expense done through application

a. PRACTICE POINTER: Depending upon the orders entered in the bankruptcy case,
a § 503(b)(9) claim may need to be asserted by: (a) motion, (b) application, or (c)
proof of claim

(i) If by application or motion, such claims should be filed by administrative
expense claim bar date

(ii) If by proof of claim, file by claims bar date

b. PRACTICE POINTER: Regardless if by motion, application, or proof of claim,
include § 503(b)(9) claim in proof of claim and attach addendum identifying
which portion of the prepetition claim is attributable to goods received by the
debtor within the 20 days preceding bankruptcy

B. Critical Vendor/Essential Suppler Status

1. Supplier can be paid in advance of and at higher percentages (usually in full) than others
on account of its prepetition unsecured claim

2. Treated differently in different jurisdictions

3. Certain creditors (usually trade creditors) can be deemed “essential” or “critical” in
bankruptcy proceeding if they are:

a. Irreplaceable supplier

b. Crucial to continued operation and successful reorganization of debtor

4. Creditor may argue that it is a “critical” vendor if:

a. The creditor has no continuing obligation to continue to do business with the
debtor

b. There is an inability to replace that creditor (e.g., no other creditor can provide
goods in a timely or cost-effective fashion)

c. If the creditor would be forced into bankruptcy as a result of its unpaid claim or
where the creditor does not have an alternative market for the goods it is
producing

5. PRACTICE POINTER: Upon the filing or the threat of filing of a bankruptcy petition,
identify key reasons why you are a “critical” vendor and immediately contact debtor’s
counsel making a request that you be accorded critical vendor status. Motions to
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establish critical vendors are often filed very early on by debtor in debtor’s bankruptcy
case.

C. Reclamation

1. Pre-Bankruptcy

a. UCC § 2-702

b. Where the seller discovers that the buyer has received goods on credit while
insolvent he may reclaim the goods upon demand made within ten days after the
receipt, but if misrepresentation of solvency has been made to the particular seller
in writing within three months before delivery the ten day limitation does not
apply. Except as stated herein, the seller may not base a right to reclaim goods on
the buyer’s fraudulent or innocent misrepresentation of solvency or of intent to
pay.

2. Post-Bankruptcy

a. Section 546(c)(1) of the Bankruptcy Code has been amended by Bankruptcy
Abuse Prevention and Consumer Protection Act (BAPCPA)

(i) SECTION 546(c)(1):

a) The demand must still be in writing AND:

i) The demand must be made within 45 days of receipt of the
goods by the debtor OR

ii) If the 45-day period expires after the filing of the
bankruptcy case, within 20 days after the filing of the
bankruptcy case.

Ex. 1: The debtor files for bankruptcy on September 1, 2015. On this
date, 35 days of the 45-day notice period have passed. Creditor
has until September 20, 2015 to make its reclamation demand.

Ex. 2: The debtor files for bankruptcy on September 1, 2015. On this
date, 5 days of the 45-day notice period have passed. Creditor
still only has until September 20, 2015 to make its reclamation
demand.

3. Caveats

a. Secured lender’s lien may (and often does) affect right of reclamation because
reclamation claims are “subject to the prior rights of a holder of a security interest
in such goods or the proceeds thereof.” This is known as the “prior lien defense.”

b. In re Dana Corp., 367 B.R. 409 (Bankr. S.D.N.Y. 2007) (where the claim of a
prepetition secured lender with a floating lien on inventory is paid out of the
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proceeds of a postpetition credit facility supported by a new floating lien on
inventory, the reclaimed goods securing the prepetition lender’s debt effectively
have been disposed in satisfaction of that debt. Such a sale of goods in
satisfaction of prepetition secured debt renders all reclamation claims for those
goods valueless.)

D. Assumption of Executory Contracts and Unexpired Leases

1. Executory Contract - A contract under which the obligations of both the debtor and the
other party to the contract are so far unperformed that the failure of either to complete
performance constitutes a material breach excusing the performance of the other.

2. Assumption - The debtor assumes by filing a motion stating that it agrees to continue to
be bound by the terms of the contract.

a. Assumption is cum onere, meaning that the debtor is bound by all of the terms
and conditions of the contract. The happenstance of bankruptcy does not allow a
debtor to pick and choose which portions of the contract it will abide by.

b. Note that once a contract expires, there is nothing to assume even if the contract
expires during the bankruptcy.

c. In other words, the debtor cannot extend an agreement beyond its expiration date
without creditor consent.

 PRACTICE POINTER: Note that a creditor should always: (1) determine
the date on which its contract expires or terminates with the debtor; and
(2) push the debtor to assume the contract prior to the
expiration/termination date.

3. Why is assumption important?

a. Debtor must cure - or provide adequate assurance that the debtor will promptly
cure - all defaults under the contract in order to assume the contract

b. This means that all prepetition amounts owed by the debtor to the creditor are
paid, and the creditor obviates the possibility of receiving only cents on the dollar
for its prepetition claim

(i) Exception - The Delphi Bankruptcy: However, in the Delphi case, the
debtor is not required to pay 100% of the prepetition claim. Instead,
Delphi can pay up to 70% of the prepetition amount and the remaining
30% is treated as an unsecured claim. This was allowed since Delphi
agreed to be bound an additional 2 years beyond the underlying contract’s
terms.

(ii) Some customers have declined to request assumption since they believe
that their contracts will expire soon and that they can renew their contracts
with more favorable terms to make up the difference for the prepetition
loss.



11
4834-6222-77521

c. No preference liability on contracts that are assumed

4. PRACTICE POINTER: Creditor may file a motion requesting that the Bankruptcy Court
compel the debtor to decide whether it will assume or reject, arguing that the debtor’s
failure to assume constitutes a hardship to the creditor.

(1) Ex. Where completion of the first contract may trigger certain rights and
obligations under a second contract, creditor may not know the status of either
contract if the debtor is not compelled to assume or reject the first contract.

(2) Ex. Creditor may argue that a debtor must assume a contract where a debtor
seeks to compel performance against the creditor but where the debtor committed
a prepetition breach. In re Lucre Inc., 339 B.R. 648 (Bankr. W.D. Mich. 2006)

5. Possible drawbacks to assumption

a. Debtor can assume a contract and then assign it to a third-party

b. Creditor would be forced to perform for a party that was not an original party to
the contract

c. Assignment typically seen when a debtor’s assets are sold as a going concern

d. Assignee must comply with the terms of the original agreement

e. Assignee must provide adequate assurance of future performance regardless of
whether or not there has been a default under the contract by the debtor

E. Performance Demands – Demand for Adequate Assurance of Future Performance

1. Overview

a. When reasonable grounds for insecurity exist concerning a contracting party’s
willingness or ability to perform a future obligation under a contract for goods,
the other party can issue a demand for adequate assurance of performance under
UCC § 2-609

b. Reasonable grounds for insecurity vary with the circumstances and may include
credit insecurity, late payments and stated illiquidity (Note: documenting late
payments as grounds for insecurity may harm an ordinary course of business
defense to preference liability)

c. Party receiving demand must provide assurances concerning its ability to perform
future obligations

2. Critical Benefits

a. Party issuing demand may suspend or modify performance (e.g., change credit
terms, require deposits, etc.) until appropriate assurances are provided
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b. Can treat contract as repudiated if adequate assurances are not received within a
reasonable time (may permit new contract terms)

c. Mechanism to force issues into negotiation (and perhaps litigation) before the
actual breach occurs

d. Provides opportunity to fortify position with a customer or supplier before a
bankruptcy filing

e. A useful strategy is to use § 2-609 demand to establish COD or cash-in-advance
payment terms

F. SETOFF/RECOUPMENT

1. Setoff

a. Allows parties with mutual claims to offset such claims against one another –
even different transactions and possibly affiliates

b. Setoff permitted in bankruptcy where creditor and debtor hold prepetition claims
against each other and the claim and debt are mutual

c. Benefits of setoff

(i) Creditor that has a valid setoff claim has a secured claim in a bankruptcy,
up to amount of the setoff

(ii) Creditor that exercises setoff in essence recovers 100 cents on the dollar
rather than pennies on the dollar because creditor receives dollar for dollar
reduction of its own liability

(iii) Any amount due over the setoff amount is considered an unsecured claim

(iv) Can ask for adequate protection with respect to right of setoff

d. Triangular Setoff - ability to assert setoff among the debtor’s affiliates

PRACTICE POINTER: Include in agreements and terms and conditions that
you have the ability to assert setoff rights among affiliates

e. Relief from the automatic stay is required before a party may set off except in the
case of administrative holds

PRACTICE POINTER: Creditor may attempt to argue that a temporary
“administrative hold” or “freeze” on a debtor’s asset does not violate the
automatic stay where the creditor is seeking to protect its state law setoff
(Citizens Bank of Maryland v. Strumpf, 516 U.S. 16 (1995)

2. Recoupment

a. Recoupment is an equitable principle that is not codified by the Bankruptcy Code
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b. Automatic stay is not required to be lifted in order for recoupment to be
effectuated

c. Recoupment requires a “same” transaction

(i) Courts vary as to what constitutes a “same” transaction

(ii) Construed narrowly

(iii) Some courts say same transaction = same contract

(iv) Risk exists with respect to assertion of recoupment since no uniform
definition of “same” transaction

d. Right of recoupment does not constitute a secured claim. In re Photo Mech.
Servs., Inc., 179 B.R. 604 (Bankr. D. Minn. 1995)
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Increased Open Source Code Attacks 

Software / Website Development Companies Weaknesses & 

Customer Lists Infiltrated

Criminals Dissecting Security Tools and Posing as Debuggers

Destructive Malware such as Logic Bombs that Wipe Systems 

Increased Insider Threats and Disgruntled Employees 

Ransomware Evolving and Ransoms Increasing 
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Navigant’s Information Security Forensic 

Investigations Practice

Page 11

INFORMATION SECURITY (PROACTIVE 

SOLUTIONS)

 Enterprise-Wide Cyber Risk Assessment

 Penetration Testing / Anti-Phishing 

 Business Interruption Calculation

 Vulnerability Scan Testing

 Tabletop Exercises

 Red Team Events

 Training

POST-INCIDENT (REACTIVE SOLUTIONS)

 Data Privacy Forensic Investigations

 Theft of Trade Secret Investigations & Litigation

 Business Interruption Calculation (IT / 

Damages)

 Malware / Systems Remediation

 Assisting With Regulatory Responses (FTC, 

Attorney Generals, DOJ)

 eDiscovery

CONTACTS:

Darin Bielby Steven Visser Mike Kennelly

Director Managing Director Managing Director

215.832.4485 303.383.7305 312.583.2707

dbielby@navigant.com svisser@navigant.com mike.kennelly@navigant.com

mailto:dbielby@navigant.com
mailto:svisser@navigant.com
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SFREDERICKSEN@FOLEY.COM

202.295.4799
WASHINGTON HARBOUR
3000 K STREET, N.W.
SUITE 600
WASHINGTON, D.C. 20007-5109

Scott L. Fredericksen is a former federal prosecutor
and independent counsel, and is the senior white collar
criminal defense partner in the Washington, D.C. office
of Foley & Lardner LLP. His practice is focused on white
collar criminal defense, including criminal and parallel
litigation, involving Antitrust, FCPA, public corruption,
fraud, ITAR and export control matters, and SEC
enforcement actions. In addition to his active practice,
Mr. Fredericksen is managing partner of the firm’s
Washington, D.C. office and a member of the firm’s
Management Committee.

Representative Experience

Mr. Fredericksen brings more than 30 years of
litigation experience to the firm, including:

» Appointment by the U.S. Department of Justice as an
Independent Corporate Monitor for a public company
that violated the FCPA.

» Special counsel to the U.S. Attorney, where he
advised and counseled on cases, investigations,
special projects, and other sensitive matters.

» Former associate independent counsel in the Office
of Independent Counsel in Washington, D.C., serving
as trial counsel in the criminal investigation of
alleged fraud at the U.S. Department of Housing and
Urban Development under former Secretary Samuel
R. Pierce, Jr.

» United States Attorney’s Office for the District of
Columbia, and later for the Eastern District of Virginia
as chief of a criminal section, with trial experience
spanning the full spectrum of federal criminal
matters, including white collar cases.

Significant Representative Matters

» Appointed by the U.S. Department of Justice as an
Independent Corporate Monitor for a public company
that violated the FCPA.

» Represented officers of a public company in one of
the largest bankruptcies in parallel criminal

Scott L. Fredericksen



Scott L. Fredericksen

investigation; civil litigation; and regulatory
investigations.

» Represented individuals in several high profile
federal public corruption investigations involving
members of Congress.

» Represented a multi-national French company in the
largest-ever DOJ criminal investigation and State
Department investigation involving ITAR and export
controls.

» Conducted numerous internal investigations and due
diligence investigations in FCPA matters.

» Represented a major multinational global energy
company’s CFO in SEC enforcement and DOJ
criminal proceedings.

» Represented the relationship partner of a big four
accounting firm in a SEC and DOJ health care
investigation.

» Represented the Chief of Staff to the Speaker of the
House of the U.S. Congress in a high profile political
corruption investigation.

» Represented a public company in a federal anti-
kickback investigation.

» Represented a company in a federal criminal
environmental investigation.

» Represented one of the largest art galleries in the
United States in an action to repatriate a Matisse
painting transferred during World War II.

» Represented Major League Baseball in the steroids
investigation.

» Represented companies and individuals in various
DOJ national and international criminal antitrust
investigations.

» Represented an individual in a high profile federal
investigation of municipal bond financings.

» Conducted numerous corporate internal
investigations nationally and internationally.

» Represented a U.S. congressman in a federal public
corruption investigation.

Thought Leadership

Media outlets also call on Mr. Fredericksen’s
experience for their discussions on federal criminal
prosecutions. Most notably, he has appeared as an
expert commentator in The New York Times, The
Washington Post, POLITICO, CNN, Court TV (now truTV),
and MSNBC’s Hardball. Mr. Fredericksen is also a
frequent guest on NPR’s The Diane Rehm Show.

Education

Mr. Fredericksen graduated from the University of
North Dakota (B.A., cum laude, 1974). He received his
J.D. from Boston University School of Law (1977).

Admissions and Affiliations

Mr. Fredericksen is licensed to practice in the District
of Columbia, Virginia and Illinois, and is a former
member of the Edward Bennett Williams American Inn
of Court.

Recognition

Mr. Fredericksen has been selected for inclusion in The
Best Lawyers in America© since 2009 for his work in
criminal defense: white-collar, and has been Peer
Review Rated as AV® Preeminent™, the highest
performance rating in Martindale-Hubbell's peer review
rating system. In 2013 - 2015, he was selected for
inclusion in the Washington, D.C. Super Lawyers® lists
for his work in criminal defense: white collar and
general litigation.

Publications

Mr. Fredericksen authored, “Lessons Learned As A
Foreign Corrupt Practices Act Monitor” that was
published in the FCPA Professor (July 23, 2015).



 
 
  
 BIOGRAPHY 
 
 
 STEPHEN P. HARBECK 
  
 President and Chief Executive Officer 
 

SECURITIES INVESTOR PROTECTION CORPORATION 
 
 Mr. Harbeck served as a trial and appellate attorney on SIPC's legal staff beginning 
in 1975.   He served as General Counsel of SIPC from 1995 through 2003, and was elected as 
SIPC’s President and Chief Executive Officer in December, 2003.    
 
 Mr. Harbeck’s tenure as President is marked by the ongoing liquidations of 
Lehman Brothers Inc., the largest bankruptcy of any kind in history, Bernard L. Madoff 
Investment Securities LLC, the largest Ponzi Scheme in history, and MF Global Inc., the 
eighth largest bankruptcy in history. 
 
 During his tenure as President, Mr. Harbeck has presided over SIPC during: 
 

 The transfer of 110,000 customer accounts with assets of $92 billion in the 
liquidation of Lehman Brothers, within days of the collapse of the firm. 

 
 Satisfaction of thousands of claims in the Madoff proceeding, using over $800 

million in SIPC’s funds to replace missing customer assets. 
 

Initiation of the MF Global case within hours of notification that the firm could 
no longer operate. 

 
 During his tenure at SIPC, Mr. Harbeck has also served as Adjunct Professor of 
Bankruptcy Law at American University's Washington College of Law, and has written a 
number of law review articles on bankruptcy.  
 
 Mr. Harbeck received his B.A. in Economics from the College of the Holy Cross, 
and his J.D. from Cornell University Law School.  He is a member of the New York State Bar 
and the District of Columbia Bar. 
 
 Mr. Harbeck served as a Sergeant with the Reconnaissance Platoon, First Battalion, 
Seventh Cavalry, of the First Cavalry Division, Airmobile, in the Republic of South Vietnam, 
from August 1970 through May 1971.  His military occupational specialty was Forward 
Operations and Intelligence, Sniper. 
  



Mike Kennelly
Navigant Consulting, Inc.

Mike.Kennelly@navigant.com
312.583.2707

BIOGRAPHY

Mike Kennelly leads Navigant's Litigation Valuation group and is a senior member of Navigant’s
Tax Controversy Group. He provides expert witness and forensic accounting services for complex
and high-profile tax controversy matters, valuation matters, data breach matters, accounting
investigations, financial advisory and commercial litigation disputes. He has presented his
findings to management committees, regulators, and state and federal courts, including U.S. Tax
Court, U.S. Bankruptcy Court and U.S. District Court. Mike began his professional career with
Arthur Andersen, where he served as Global Managing Partner of Strategic Valuation Services. In
2002, Mike was a founder of Huron Consulting Group, where he served as Regional Managing
Director for the Central Region. In 2010, Mike moved to Navigant Consulting.

Mike focuses his practice in:

 Complex commercial litigation
 Financial and accounting investigations
 Forensic matters, including data breach
 Tax controversy matters
 Valuation issues
 Bankruptcy and restructuring matters
 Financial and transaction advisory matters

Recent notable trials in which Mike has participated or provided testimony include:

 Medtronic, Inc. v. Commissioner
 Compaq Computer v. Commissioner
 Perkin-Elmer v. Commissioner
 Bausch & Lomb v. Commissioner
 Commodore Japan v. NTA

Mike is a Certified Public Accountant (CPA) and also holds ASA, ABV and CDBV (valuation), CIRA
(bankruptcy) and CFF (forensics) certifications. He serves on the Board of the Big Shoulders
Fund. He is the founder and chairman of HFS Chicago Scholars, an educational enrichment and
mentoring program that has assisted thousands of academically motivated, economically
disadvantaged Chicago high school students achieve their educational goals.



PARTNER

JNICHOLSON@FOLEY.COM

312.832.4522
321 NORTH CLARK STREET
SUITE 2800
CHICAGO, IL 60654-5313

90 PARK AVENUE
NEW YORK, NY 10016-1314

Jill Nicholson is a partner and trial lawyer with Foley &
Lardner LLP and chair of the firm's national Bankruptcy
& Business Reorganizations Practice. She concentrates
her practice in commercial bankruptcy and insolvency
matters, creditors’ rights, out-of-court workouts and
restructurings, and complex multidistrict financial
services litigation. She is also a member of the firm’s
Real Estate Practice.

Ms. Nicholson has represented a broad array of clients
in bankruptcy and insolvency proceedings, including
secured lenders, special servicers, creditors’
committees, SIPA trustees, bondholder committees,
foreign representatives, unsecured creditors, Chapter
11 debtors, indenture trustees, commercial landlords,
governmental agencies, and federally chartered
entities. Ms. Nicholson has also served as a court-
appointed receiver for the Securities & Exchange
Commission. Her experience encompasses all facets of
bankruptcy and insolvency, including Chapter 11 plan
restructuring and related litigation, 363 sales,
valuation disputes, single asset real estate, debtor-in-
possession financing, tax credit bond finance deals,
adversary actions, bankruptcy appeals, assignments
for the benefit of creditors, broker-dealer liquidations,
and receiverships.

Ms. Nicholson counsels a number of Fortune 500
companies regarding best practices with respect to
bankruptcy and insolvency issues, including distressed
real estate, commercial lending, special servicing, and
automotive restructuring.

Recognition

In 2015, Ms. Nicholson was recognized by Super
Lawyers® as one of the Top 100 Lawyers in Illinois and
also one of the Top 50 Women Lawyers in Illinois. In
2014 and 2013, Global M&A Network selected Ms.
Nicholson as one of the top 100 restructuring
professionals in the world, which recognizes the 100
most influential and innovative consultants, investment
bankers, lawyers, and providers from the restructuring,
distressed M&A and insolvency communities. In 2014,
Ms. Nicholson was featured by Law360 as a Female

Jill L. Nicholson
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Powerbroker in the legal industry. In 2013, Ms.
Nicholson was named by Turnarounds & Workouts
magazine as one of twelve Outstanding Young
Restructuring Lawyers under the age of 40 in the
United States. Ms. Nicholson was selected for inclusion
in the 2015 and 2014 Illinois Super Lawyers® list and
has been named to the list of Illinois Super Lawyers–
Rising Stars® (2008 – 2013) for her work in the field
of bankruptcy. She was selected as a Leading Lawyer,
Finance – Corporate Restructuring, by Legal 500 US
(2015, 2014, 2013 and 2010) and is Peer Review
Rated as AV® Preeminent™, a mark of excellence in
Martindale-Hubbell's peer review rating system. Ms.
Nicholson is board certified as a business bankruptcy
specialist by the American Board of Certification. She is
a fellow of the Litigation Counsel of America, an
invitation-only trial lawyer honorary society composed
of less than one half of one percent of American
lawyers.*

Education

Ms. Nicholson received her juris doctor degree, with
honors, from the University of Illinois College of Law,
where she served as an editor of the University of
Illinois Elder Law Journal. While in law school, she
received the American Bankruptcy Institute's Medal for
excellence in bankruptcy and the American Bankruptcy
Law Journal Prize and was named the Rickert Scholar
for excellence in trial advocacy, legal writing, and legal
publications. Ms. Nicholson received her
undergraduate degree, with honors, from the University
of Chicago, where she was selected as a Norman
Maclean scholar. She also served as president of the
University of Chicago Debate Team.

Affiliations

Ms. Nicholson serves as an adjunct professor of law at
Washington University in St. Louis where she teaches a
course on advanced commercial bankruptcy and
corporate restructuring (2007-2015). She is a past vice
director of North American Programs for the
International Women's Insolvency and Restructuring
Confederation (IWIRC), is a past chair of the board of

directors of the Chicago Network of IWIRC, and is a
member of the American Bankruptcy Institute, the
National Association of Federal Equity Receivers, the
Turnaround Management Association, the Chicago Bar
Association, the Illinois State Bar Association, the
Executives' Club of Chicago, and the Women’s Board of
the University of Chicago. Ms. Nicholson serves on the
University of Chicago Women’s Board’s Grants
Selection Committee as well as the Board’s Urban
Education Institute Committee, which is dedicated to
enhancing educational opportunities in urban settings.

Admissions

Ms. Nicholson is admitted to practice in Illinois and
New York and before the United States Supreme Court,
the United States Court of Appeals for the District of
Columbia and the First, Second, Third, Fourth, Sixth,
Seventh, Eighth, Ninth, and Eleventh Courts of Appeals
and is a member of the Trial Bar of the United States
District Court for the Northern District of Illinois.

Representative Engagements

» Appointed as Receiver for the Securities & Exchange
Commission in SEC v. Illinois Stock Transfer
Company

» Lead national counsel to Fannie Mae in over fifty
class action cases in 23 states and the District of
Columbia involving real estate transfer taxes

» Lead national counsel to government-sponsored
enterprise in multidistrict litigation involving
Mortgage Electronic Registrations Systems

» Lead national outside bankruptcy counsel to Fortune
150 manufacturing company

» Lead counsel to member of Unsecured Creditors
Committee - In re Chrysler LLC

» Lead counsel to member of Unsecured Creditors
Committee - In re Federal Mogul Corp.

» Lead counsel to member of Unsecured Creditors
Committee - In re Monaco Coach Corp.
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» Lead counsel to member of Unsecured Creditors
Committee - In re Motor Coach Industries, Inc.

» Lead counsel to member of Unsecured Creditors
Committee - In re Sentinel Management Group Inc.

» Lead national counsel to government-sponsored
enterprise in commercial and residential mortgage-
backed securitization litigation

» Lead counsel to largest commercial special servicer
in over $2 billion of defaulted and distressed loans

» Lead counsel to secured lender in connection with
$700 million senior living portfolio

» Lead counsel to secured lender in connection with
$300 million multi-jurisdictional commercial loan
portfolio

» Lead counsel to Securities Investor Protection
Corporation (SIPC) and SIPA Trustee in In re John
Dawson & Associates Inc.

Recent Decisions

» Higgins v. BAC Home Loans Servicing, LP, --- F.3d ---
(6th Cir. 2015)

» Boyd County v. Merscorp, Inc., --- F.3d --- (6th Cir.
2015)

» City of Spokane v. Fannie Mae, et al., --- F.3d --- (9th
Cir. Dec. 2014)

» Town of Johnston v. Fed. Hous. Fin. Agency, 765
F.3d 80 (1st Cir. 2014)

» In re Mortgage Electronic Registration Systems
(MERS) Litigation, 754 F. 3d 772 (9th Cir. 2014)

» Delaware County v. Fed. Hous. Fin. Agency, 747 F.3d
215 (3d Cir. 2014)

» Hennepin County v. Fannie Mae, 742 F.3d 818 (8th
Cir. 2014)

» Montgomery County v. Fannie Mae, 740 F.3d 914
(4th Cir. 2014)

» County of Oakland v. Fed. Hous. Fin. Agency, 716
F.3d 935 (6th Cir. 2013)

» Dekalb County v. Fed. Hous. Fin. Agency, 741 F.3d
795 (7th Cir. 2013)

» Figueroa v. Merscorp, Inc., 2012 U.S. App. Lexis
9574 (11th Cir. 2012)

» Cervantes v. Countrywide Home Loans, Inc., 656 F.
3d 1034 (9th Cir. 2011)

» Griffith v. Fannie Mae, 2014 U.S. Dist. LEXIS 77863
(S.D. W. Va. 2014)

» City of Bridgeport v. Fannie Mae, 2014 U.S. Dist.
LEXIS 55509 (D. Conn. 2014) County of Erie v. Fed.
Hous. Fin. Agency, 2014 U.S. Dist. LEXIS 25492
(W.D.N.Y. 2014)

» Spoonamore v. Fed. Hous. Fin. Agency, 2014 U.S.
Dist. LEXIS 6210 (E.D. Ky. 2014)

» Bd. of County Comm'rs v. Fed. Hous. Fin. Agency,
956 F. Supp. 2d 184 (D.D.C. 2013)

» City of Providence v. Fannie Mae, 955 F. Supp. 2d
83 (D.R.I. 2013)

» McNulty v. Fed. Hous. Fin. Agency, 954 F. Supp. 2d
294 (M.D. Pa. 2013)

» Athens-Clarke County Unified Gov't v. Fed. Hous. Fin.
Agency, 945 F. Supp. 2d 1401(M.D. Ga. 2013)

» Nicolai v. Fed. Hous. Fin. Agency, 928 F. Supp. 2d
1331(M.D. Fla. 2013)

» In re NNN Cypresswood Drive 25, LLC, 2013 U.S.
Dist. LEXIS 177717 (N.D. Ill. 2013)

» Bd. of Comm'rs v. Fed. Hous. Fin. Agency, 2013 U.S.
Dist. LEXIS 152241 (S.D. Ohio 2013)
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» Comm'rs of Bristol County v. Fannie Mae, 2013 U.S.
Dist. LEXIS 113411 (D. Mass. 2013)

» Randolph County v. Fannie Mae, 2013 U.S. Dist.
LEXIS 106927 (M.D. Ala. 2013)

» City of Spokane v. Fannie Mae, 2013 U.S. Dist. LEXIS
92342 (E.D. Wash. 2013)

» Montgomery County v. Fannie Mae, 2013 U.S. Dist.
LEXIS 61822 (D. Md. 2013)

» Collins v. Wickersham, 862 F. Supp. 2d 649 (E.D.
Mich. 2012)

» Dalton v. Citimortgage, Inc., 2011 U.S. Dist. Lexis
6108 (D. Nev. 2011)

» In re Mortgage Electronic Registration Systems
(MERS) Litigation, 744 F. Supp. 2d 1018 (D. Ariz.
2010)

Publications

» “Single Asset Real Estate Tactics,” Real Estate Fund
Manager (2015) (author)

» Member of Law360 Bankruptcy Editorial Advisory
Board (2014, 2015)

» Bloomberg Bankruptcy Treatise, Chapters 544 and
545 of the Bankruptcy Code (contributing author)

» "Lender and Originator Bankruptcy," Mortgage and
Asset Backed Securities Litigation Handbook,
Thomson West Publications 2014 (contributing
author)

» “Inside the Minds: Chapter 11 Bankruptcy and
Restructuring Strategies – Guiding Clients Through
the Chapter 11 Process,” Aspatore (2012)
(contributing author)

» “Knowing When to Pull the Plug Prior to Plan
Confirmation,” American Bankruptcy Institute
Journal, November 2012 (author)

» "Involuntary Bankruptcy," Chapter 8 in Illinois
Institute for Continuing Legal Education’s 2011
edition of Business Bankruptcy Practice (contributing
author)

» "Weighing Chapter 11 For Nonprofits In The 5th
Circuit," Bankruptcy Law360, March 2, 2011
(author)

» "Key Considerations for Commercial Landlords When
Faced With a Tenant's Bankruptcy," The Real Estate
Finance Journal, Fall 2007 (author)

» "The Importance of Full Disclosure in Seeking
Success Fees under § 328(a): How Engaging is Your
Engagement Letter?" American Bankruptcy Institute
Journal, April 2007 (co-author)

» "Seventh Circuit Addresses Chapter 7 Trustee's
Ability to Serve as Class Action Representative,"
American Bankruptcy Institute's Cracking the Code,
August 22, 2003 (author)

» "Fraudulent Transfers Under the Bankruptcy Code,"
the Illinois State Bar Association’s The Challenge,
August 2002 (author)

» "Seventh Circuit Court of Appeals Holds Burden of
Proof Remains with Taxpayers," American
Bankruptcy Institute's Cracking the Code, August 2,
1999 (author)

» "Promises Made, Promises Broken: Securing Defined
Benefit Pension Plan Income in the Wake of
Employer Bankruptcy. Should We Rethink Priority
Status for the Pension Benefit Guaranty
Corporation?" 6 University of Illinois Elder Law
Journal 77 (author)

Speaking Engagements

» "Big Data Analytics," Panelist, Illinois CPA Fraud &
Forensic Symposium (Chicago, IL) (2014)

» "Solvency, Restructuring and Bankruptcy," Panelist,
Pocket MBA: Finance for Lawyers, Practicing Law
Institute (Chicago, IL) (2013)
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» "Collection Techniques for Landlords," Lorman
Education Services (2012)

» "The Care and Feeding of Corporate Employees as
Witnesses," Panelist, Association of Corporate
Counsel Annual Meeting (Denver, CO) (2011)

» "The Nuts and Bolts of Single Asset Real Estate,"
IWIRC Chicago Network (2011)

» "Commercial Tenant Bankruptcies: Understanding
Rights, Remedies, and Strategies," Lorman
Education Services (2010)

» "The ABC's of the FDIC, SIPC & SEC: All You Wanted
to Know About Non-Traditional Insolvency
Proceedings," Moderator, IWIRC International Fall
Conference (Las Vegas, NV) (2009)

» "Branding the Cattle: Executory Contracts – How to
Keep the Ones You Want," American Bankruptcy
Institute Rocky Mountain Bankruptcy Conference
(Denver, CO) (2009)

» "Strategies for Surviving the Depressed Home
Construction Market," Lorman Education Services
(2008)

» "The Fallout from the Subprime Lending Crisis,"
Suffolk University College of Law (Boston, MA)
(2008)

» "Case Studies in Financial Market Insolvency,"
Eleventh Annual Conference on Corporate
Reorganizations (Chicago, IL) (2008)

» "The Subprime Lending Crisis, Impending Recession,
and the New Rules for Environmental Properties in
Bankruptcy," American Bar Association's
Environment, Energy, and Resources Law Summit
(Phoenix, AZ) (2008)

* The Illinois Supreme Court does not recognize
certifications of specialties in the practice of law and
no certificate, award or recognition is a requirement to
practice law in Illinois.



Raytheon Company
870 Winter Street
Waltham, Massachusetts
02451  USA
781.522.3032

Biography

Rebecca B. Ransom
Vice President,
Litigation

June 2015

Rebecca Ransom is Vice President of Litigation for  
Raytheon Company (NYSE: RTN).  With 2014 
sales of $23 billion and 61,000 employees 
worldwide, Raytheon is a technology and 
innovation leader specializing in defense, security 
and civil markets throughout the world.  Raytheon 
is headquartered in Waltham, Mass.

Ransom provides litigation expertise across the 
Company’s four operating businesses and works 
closely with the business teams on internal and 
external investigations.  She is responsible for 
implementing the Company’s litigation strategy and 
for developing best practices and processes for global 
litigation management, including dispute resolution.

Prior to joining Raytheon in January 1993, Ransom was 
a partner at Venable in Washington, D.C., where her 
practice focused on commercial litigation and 
government contracts. 

Ransom is a member of the Massachusetts, Virginia and 
District of Columbia bars. She is admitted to practice 
before the United States Supreme Court and various 
federal and state courts.  Her professional memberships 
include the American Bar Association’s Sections on 
Litigation and Public Contract Law; the American 
Corporate Counsel Association; and the Boston Bar 
Association. Ransom is a past trustee of the Boston Bar 
Foundation and Boston Bar Council.

Ransom received her Juris Doctor from George 
Washington University and her bachelor’s degree from 
the University of Utah, where she was elected to Phi Beta 
Kappa.



Mark Vernazza CVS Health
Senior Legal Counsel, Litigation One CVS Drive
Mark.Vernazza@CVSHealth.com Woonsocket, RI 02895

BIOGRAPHY

Mark Vernazza is Senior Legal Counsel at CVS Health, where he handles government
investigations and False Claims Act litigation within each of the Company’s business
units, including retail pharmacy, specialty pharmacy, and pharmacy benefits
management. In this role, Mark has significant experience responding to investigations
by various government enforcement agencies. He also handles False Claims Act cases,
including actions maintained by private whistleblowers. Prior to joining CVS Health,
Mark was in private practice at a large law firm in Boston.
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