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Housekeeping 

■ Questions can be entered via the Q&A widget open on the left-hand side of your 

screen. We will address questions at the end of the program, time permitting 

 

■ If you experience technical difficulties during the presentation, please visit the 

Webcast Help Guide by clicking on the Help button below the presentation window, 

which is designated with a question mark icon 

 

■ The PowerPoint presentation will be available on our website at Foley.com in the 

next few days or you can get a copy of the slides in the Resource List widget 
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Today’s Presenters 
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Agenda 

■ The Rise (and Fall) of Safe Harbor 

■ Privacy Shield – overview and current status 

■ General Data Protection Regulation (GDPR) 

■ Guidance for Trans-Border Data Flows 

■ Preparing for GDPR 
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The Rise (And Fall) of the U.S.-EU Safe Harbor 
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The Data Protection Directive – Why did we need 

Safe Harbor? 

■ 1995 – EU Passed Data Protection Directive to protect E.U. citizens’ fundamental 

rights and freedoms with respect to their personal data.  

■ 2000 – EU and US Department of Commerce agreed on US-EU Safe Harbor to 

permit the transfer of personal data about EU citizens.  

■ 2016 – European Court of Justice found the US-EU Safe Harbor framework invalid 

because the U.S. surveillance program allowed for the large scale collection of 

personal data of EU citizens without judicial oversight.  

■ Left approximately 4000 U.S. companies without a mechanism to transfer such 

data.  

■ Binding Corporate Rules and Standard Contractual Clauses are under review. 
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Overview and Current Status 

EU-U.S. Privacy Shield 
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EU-U.S. Privacy Shield 

■ February 2 - U.S. and EU announced a tentative new agreement for the trans-border 

data flow.  Feb. 29 – full text released along with draft “adequacy decision.” 

− Published commitment from companies to adopt robust obligations on collection/processing of 

data + how individual rights will be guaranteed to be monitored by U.S. DoC and enforced by U.S. 

FTC. 

− Binding assurances from U.S. that access to personal data for law enforcement/national security 

will be subject to clear limitations, safeguards, oversight.  

− Annual joint reviews by EC and U.S. DoC.  Reviews will allow for limited/proportionate national 

security access with input from U.S. intelligence experts and EU DPAs. 

− A dedicated U.S. Ombudsperson within the U.S. State Department and outside the intelligence 

community to provide independent oversight over U.S. Intelligence community and can 

investigate referrals from the EU DPAs. 
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EU-U.S. Privacy Shield Redress Mechanism 

■ Process to complain to companies, with a 

deadline for responses (45 days). 

■ Alternative Dispute Resolution (ADR) 

escalation procedures at no cost to EU 

citizens. 

■ EU DPAs can refer complaints directly to U.S. 

DoC or FTC. 

■ For complaints regarding access by national 

intelligence, provides for a referral to the 

Ombudsperson as an ADR of last resort.  
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Initial Article 29 Working Party Statement 

■ WP29 conducted an assessment against four essential guarantees: 

− Clear, precise, and accessible rules on surveillance activities. 

− Demonstration of necessity and proportionality with regard to legitimately 

pursued objectives.  

− Existence of an independent, effective, and impartial oversight mechanism 

(independent body or judiciary). 

− Availability of effective remedies. 

■ WP29 Working Party expressed that it still has some concerns that the 

current U.S. legal framework cannot adequately provide these 

guarantees.  
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Article 29 Working Party Rejection 

■ On April 13, 2016 – WP29 issued an opinion rejecting Privacy Shield.  

− Six exceptions for bulk surveillance left too much room for massive, 

indiscriminate surveillance.  

− The documents provided by US officials were “rather complex” and not always 

consistent.  

− The purpose limitation was not clear and may have permitted reuse of personal 

data for a wide amount of purposes and transfers.  

− Not clear what the limits of data retention and the requirements for data 

destruction are.  

− Independence of the Ombudsman? 
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Current Status and Next Steps 

■ WP29 opinion is advisory in nature – doesn’t spell the end.  

■ At any point, the US and EU may get together to suggest changes to address WP29’s 

concerns.  

■ Article 31 Committee will discuss in meetings on April 29 and May 19, and then issue a 

recommendation.  

− Widely expected to decide in favor of Privacy Shield.  

■ Following Article 31 recommendations, goes to the EU Commission.  

■ If the EU Commission adopts without the concerns addressed, may leave too much open for 

a legal challenges on the same grounds as Schrems. 

− WP29 statement suggested that this is “always an option.” 

− May put some pressure on European Commission and US Department of Commerce to address 

the issues in writing before the European Commission’s final decision. 
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Highlights and Changes From the Data Protection Directive 

General Data Protection Regulation 
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Background 

■ On December 15, 2015, the European Parliament, 

Commission, and Council of Ministers reached an 

agreement on the text of the General Data Protection 

Regulation (GDPR). 

■ Formally adopted by European Parliament on April 14, 

2016.  

■ Next steps: 

− Publication in EU Official Journal (expected sometime in 

June) 

− Effective 20 days following publication. 

− 2 year implementation period.  

− Organizations will need to be compliant around June 

2018.  
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Single lead Supervisory Authority 

■ A single “Supervisory Authority” (SA) will supervise and enforce 

a company’s data protection compliance across the EU.  

− Location is based on where the controller/processor has its “main 

establishment” (usually HQ).   

− The location in the EU where decisions are made relating to the 

purposes and means of processing personal data.   

15 



©2016 Foley & Lardner LLP 

Supervisory Authorities 

■ SA is responsible for dealing with issues that arise due to 

processing in a single member state and involving only data 

subjects in that state.  

■ Must consult and cooperate with other concerned SA’s. 

■ Only local SAs may deal with their own national public 

authorities or private bodies acting in public interest.  

■ May this lead to “Supervisory Authority” forum shopping?  
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Procedural Changes – European Data Protection 

Board 

■ Comprised of one representative of each EU member state’s 

SAs+ one representative from the EC.  

■ Can issue binding decisions (subject to review by the ECJ). 
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Jurisdictional Issues 

■ GDPR applies when: 

− Personal data is processed in connection with the goods or services to EU citizens. 

− EU data subjects’ behavior is monitored.  

■ Location of data controller and processor is not relevant. 

■ Non-EU companies will need to appoint a representative in the EU unless it 

meets certain requirements that reduce the risk to EU citizens.  
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Privacy by Design 

■ Emphasis on adopting appropriate 

policies and safeguards to protect 

personal data.  

− Companies must draft, adopt, and 

implement appropriate technical, physical, 

and administrative measures to protect 

personal data prior to, and continually 

monitor during, processing of personal 

data.  

− The draft text of the GDPR uses the term 

transparency a number of times – a 

company must be clear and transparent in 

their dealings with individuals.   
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Privacy by Design 

■ Data Controllers will no longer need to submit routine notifications to a 

DPA.  

− Instead, controllers and processors will need to keep detailed internal records of 

personal data processing. 

− Includes named/contact information for data processors, controllers, and joint 

controllers.  

■ Exemption from documentation requirements: Small and Medium 

Enterprises (SME) with less than 250 employees will not need to comply 

with this unless their activities meet certain requirements deemed to 

be risky to privacy.  
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Privacy Risk Assessments 

■ For high-risk processing, data controller must conduct a Privacy Impact 

Assessment (PIA).   

− When PIA demonstrates high risk to data subjects, controller must notify the lead SA for 

review of the activity and the proposed risk mitigation measures.  

■ SAs must develop and publish a list of processing activities which they 

consider high-risk and will therefore require a PIA prior to implementation.  
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Risk Based Approach 

■ Some compliance regulations in the GDPR will only apply to data 

processing likely to result in a risk to a data subject’s individual rights.   

− Example: Data breach notification.  Only need to notify SAs and individuals when 

there is a risk to the data subject’s personal data.  
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Data Protection Officers 

■ Some categories of businesses will 

need to appoint a Data Protection 

Officer (DPO). 

− Organizations that regularly or 

systematically gathers data as part of 

its core activities. 

− Data Controllers or processors that 

process large amounts of sensitive 

personal data.   

− DPO must be independent in order to 

fulfill its obligations.  
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Responsibilities of the DPO 

■ Informing and advising controllers and processors of obligations 
under GDPR and other data protection laws.  

■ Monitoring compliance (including internal data protection 
activities).  

■ Training internal staff.  

■ Internal Audits.  

■ Provide advice for PIAs 

■ Work with the SA. 

■ Point of Contact for inquiries from data subjects, withdrawal of 
consent, right to be forgotten requests, and other related rights.  
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Pseudonymisation 

■ GDPR encourages pseudonymisation 

− Personal data is partially anonymized. 

− Personal data is split into two databases – one using an anonymous 

“key” and the other database that contains the lookup of the 

identifying information with the key.  

− Databases are held separately. 

− Requirement to use technical and administrative measures to 

prevent re-identification.  
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Consent 

■ Must be given by clear affirmative action in order to 

establish a freely given, specific, informed, and 

unambiguous agreement to the processing.  

− Consent is not freely given if “clear imbalance between 

data subject and controller, particularly when controller is a 

public authority.”   

− Controller cannot make service conditional upon consent 

unless processing is necessary for service.  

− Specific to data collection purpose. New consent for 

additional processing that is incompatible with the original 

purpose.  

− Affirmative, opt-in consent (not opt-out).  Can be shown by 

a statement or conduct with clearly indicates acceptance.  
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Consent 

■ Consent can be withdrawn at any time – controllers must inform data subjects of 

the right to withdraw before consent is given.  

■ Verifiable, parental consent required for collection of personal data of a minor 

− Each state can determine age of consent 13 or above (generally 16). 

■ Explicit consent required for processing of the special categories of personal data.  

− Probably going to be the same as under the DPD – present individuals with a proposal to agree 

or disagree, and they respond actively orally or in writing.  

− And member state can still restrict processing for some categories, even with explicit consent.  
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Outsourcing to Data Processors 

■ Data processors assume some additional responsibility for Data transfers. 

■ Controllers may only use processors with expert knowledge, reliability, and 

resources to provide technical and administrative measures to protect the personal 

data.  

■ Processors must seek the permission of the data controller prior to using sub-

processors or transferring personal data outside of the EU.  
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New Rights for Data Subjects – Right to be 

Forgotten 

■ Explicit right to be forgotten – 

personal data must be erased 

“without undue delay” when: 

− Retention is not required. 

− Data is no longer needed. 

− Consent is withdrawn. 

■ May have a significant impact on how 

controllers and processors do 

business.  
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New Rights for Data Subjects – Data Portability 

■ When data is processed by automated 

means (i.e. a cloud service provider) 

individuals have the right to transmit the 

data to another service provider when it is 

technically feasible.  
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New Rights for Data Subjects – Restrictions on 

Automated Decision Making 

■ Restriction on entirely automated decision-making (including profiling) if the 

decision can produce legal effects or otherwise significantly affect the data 

subject.  

■ Data subject may have the right to object to automated decision making or 

processing.  

− If the processing is based on explicit consent or is necessary to enter into or perform 

under a contract, then no right to object.  

■ When there is no right to object, does have the right for human intervention 

and an appeal.  
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Security Requirements 

■ Both data controllers and processors must 

implement appropriate technical and 

administrative measures to protect the 

personal data. 

■ Appropriateness of the measures based on: 

− State of the art and the costs of implementation.   

− Nature, scope, context, and purpose of processing. 

− Likelihood and severity of risks to the rights and 

freedoms of the data subjects.  
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Security Requirements 

■ Controllers and Processors must consider: 

− Ability to ensure ongoing confidentiality, 

integrity, availability and the resilience of 

systems and services that process personal 

data.  

− Disaster recovery in the event of a physical or 

technical incident.  

− Regular testing of the effectiveness of the 

measures. 

− Encryption of personal data.  
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Data Breach Notifications 

■ A “personal data breach” is 

defined as “a breach of security 

leading to the accidental or 

unlawful destruction, loss, 

alteration, unauthorized 

disclosure of, or access to, 

personal data transmitted, 

stored, or otherwise processed.” 
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Data Breach Notifications 

■ Controllers must notify SAs within 72 hours after becoming 

aware of a data breach. 

− If notification is not made within 72 hours, controller must provide a 

“reasoned justification” for the delay. 

− Notice content requirements 

■ Notice is not required if “the personal data breach is unlikely 

to result in a risk for the rights and freedoms of individuals” 

− Even if no notification is necessary, organizations must retain a 

record of the breach for later investigation or audit by SA.  
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Data Breach Notification 

■ The affected individuals must also be notified “without undue delay” 

(unless there is a reasoned justification for the delay) if breach “is likely 

to result in high risk to the rights and freedoms of individuals.” 

− Not required if data is encrypted or otherwise renders data unintelligible. 

− Exceptions if controller has taken actions to ensure that the risk is unlikely to 

materialize. 

− Alternative communication efforts may be used if the notification would involve 

disproportionate effort (may use alternative communication efforts). 

■ Processors only need to notify the controller. 

− No obligations to notify SA or individuals under GDPR.  

36 



©2016 Foley & Lardner LLP 

Financial Penalties/Damages 

■ SAs may impose monetary fines on data 

controllers and processors for violations.  Two 

different levels: 

− Up to 10M EUR or 2% of organization’s prior 

year’s worldwide turnover. 

− Up to 20M EUR or 4% of organization’s prior 

year’s worldwide turnover. 

■ GDPR maintains the private right of action for 

damages. 

− But now extended to actions against data 

processors for breaches of the applicable 

sections of GDPR. 

■ Burden of proof lies with the data controller 

and/or processor.  
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Transfers of Data under GDPR 

■ Determination of adequacy (the door for Privacy Shield). 

■ BCR’s are explicitly recognized. 

− But GDPR provides minimum requirements which may require 

changes to existing BCR’s. 

■ Standard Contractual Clauses 

− Eliminated requirements for prior notice to DPA. 

− Current clauses remain valid, but GDPR leaves open possibility 

of changes. 

■ Codes of conduct or certifications (provision for data 

protection seals/marks). 

■ Compelling legitimate interests of controller. 
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Model Contracts, Binding Corporate Rules, and Other Methods 

Business Guidance for Trans-border flows 
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Invalid Transfers of Personal Data 

■ Transfers via Invalidated Safe Harbor. 

■ Transfers via Privacy Shield. 

− Not yet approved. 

■ WP29 and various DPAs have asserted that they will bring 

enforcement actions on a case-by-case basis.  
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Valid (for now) Transfers of Personal Data 

■ WP29 has affirmed that currently Standard Contract Clauses 

(“SCCs”) and Binding Corporate Rules (“BCRs”) are valid 

transfer options. 

− But WP29 will be reviewing the adequacy of these mechanisms in 

the upcoming weeks. 
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Binding Corporate Rules and Model Contract 

Clauses Compared 

42 

Binding Corporate Rules Standard Contract Clauses 

• Only within a single organizational structure. 

• Can be tailored for company’s internal policies, 

procedures, and culture. 

• European DPA in each country needs to approve it.  

Typically 18 months to approve.  

• Very, very difficult to draft and get in place.  

• Relatively quick and easy to execute. 

• No need for regulatory approvals (if you don’t change 

them). 

• BUT, only available for EU Controller to EU or non-EU 

processor or for EU processor to EU non-EU processor.  

• No non-EU Controller to EU processor clauses exist – 

can’t use for most US companies using European 

clouds.  

• Require a contract “per export” – results in a lot of 

contracts.  

• Rather onerous T&C. 

Both may become subject to recommendations by WP29 and require revisions in order to provide the additional 

protections provided under Privacy Shield and GDPR 



©2016 Foley & Lardner LLP 

Standard Contract Clauses 

■ Generally only certain modifications can be made without DPA review 

− Appendix 1 and 2 and a few other (non-contradictory) terms via data use agreement.   

■ Beware : We have seen some vendors attempt to modify relevant terms and 

conditions and then claim that no amendments may be made to keep the transfer 

valid.   

− These would require review by the DPAs to be valid. 

■ Have to make sure you use the right agreement. 

− EU Controller to Non-EU controller. 

− EU Controller to Non-EU processor. 

■ There is no Non-EU controller to a EU processor/controller (yet)! 

■ Right now, these still remain the easiest and most viable solution. 
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Recommendations For Trans-Border Flows 

■ A number of organizations have entered into SCCs as they are relatively easy to 

execute because the standard terms are not negotiated.  

■ While a number of organizations have entered into SCCs, some organizations are 

taking a wait and see approach because they are either awaiting better guidance or 

expect SCCs will meet the same fate as Safe Harbor.  

■ There is no clear path: 

− Privacy Shield is likely to undergo some revisions/refinements before it is finally approved by the 

EC. 

− BCRs and SCCs may need to be modified after re-evaluation by WP29 and to comply with GDPR. 

■ Any method of data transfer will likely be subject to greater oversight by U.S. 

Department of Commerce. 
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There is Always Consent…  

■ Consent under Data Protection Directive is similar 

as it is for GDPR. Under the current Data 

Protection Directive: 

− Freely given, specific, and informed signifying 

agreement by the data subject to how personal 

data relating to him/her will be processed.  

− Consent may not be “freely given” in the 

employment context if it is not possible to refuse 

without a real/potential relevant prejudice from 

the refusal to consent.  

− Consent is only valid for one distinct transaction – 

not adequate for long-term repeated data 

transfers.  
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What Your Organization Should be Doing Today 

Preparing for GDPR 
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Why Begin to Prepare Now? 

■ GDPR enforcement will begin around June 2018.  

■ GDPR requires significant changes for organizations 

who monitor or process EU citizen’s personal data.   

− Time is much shorter than it seems to get these 

implemented. 

■ Remember that GDPR shifts the issue of privacy and 

personal data protection even further from an IT 

issue to a Board of Directors/C-suite issue.  

− Companies subject to SEC regulation in the US may need 

to disclose the potential for increased operational costs 

and potential for the high liabilities for violations to 

investors.  
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Preparing Now for GDPR 

■ Start a data inventory now.   

■ Put processes in place for Privacy Impact Assessments (if needed). 

■ Review, revise (or draft) your written information security policies to 

ensure appropriate technical, administrative, and physical measures 

are in place to protect data.  

■ Maintain detailed records of personal data processing.  

■ Adopt a “Privacy by Design” design strategy for your products and 

services.  
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Preparing Now for GDPR 

■ Review and revise your privacy policies to ensure they are written in 

clear and plain language and fully disclose your data collection and 

processing practices.  

■ Review and update your method to obtain consent to ensure you get 

specific, informed, and unambiguous opt-in consent.  

■ Begin the search for qualified DPO’s.  

■ Build relationships with the Supervisory Authority early and before you 

need them. 

■ Review your insurance for scope and limits of coverage.  
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Question & Answer 
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Contact 
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Aaron K. Tantleff 

Partner 

Foley & Lardner LLP 

321 North Clark Street, Suite 2800 

Chicago, Illinois 60654 

(312) 832-4367 

atantleff@foley.com 
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Thank You 

■ A copy of the PowerPoint presentation and a multimedia 

recording will be available on our Web site within 2-3 days: 

 

■ We welcome your feedback. Please take a few moments to 

complete the survey before you leave the Web conference 

today  

 


