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March 2019
Midwest Cyber Security 
Alliance Meeting

Tuesday, 
March 19, 
2019

5:00 p.m. –
7:00 p.m. CT

Visit www.midwestcyber.org/sign-up to join today and

receive communications about other MCSA news and

events, plus access to members-only content online
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Full chart available for download at: www.foley.com/state-data-breach-notification-laws
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Thank You to Our Co-Sponsor
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Compliance with the 
NIST SP 800-171 
Security Framework: 
DoD Contractors and 
Beyond
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Presenters

Jennifer Rathburn

Partner
Foley & Lardner LLP

Jennifer Hennessy

Senior Counsel
Foley & Lardner LLP

MODERATOR:
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Director, Security
and Compliance
Sikich
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Agenda
 Introduction

 CDI Overview

 DFARS 252.204-7012, Safeguarding Covered 
Defense Information and Cyber Incident 
Reporting 

 Oversight/Enforcement

 Resources

 NIST SP 800-171, Protecting CUI in Nonfederal 
Systems and Organizations 
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Introduction
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Main Lesson
1. Attacking data can interfere with the country’s ability to defend 

itself, i.e., degrade our national security and economy

2. DoD data does not become less valuable when held by 
contractors, as opposed to when held by the DoD itself
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Backdrop
 Basically a 100% likelihood 

that an organization has been 
hit or will be hit

– Dr. Ron Ross, NIST Fellow, Information 
Technology Laboratory, NIST

 With that backdrop, it changes 
how data security should be 
approached
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Dr. Ron Ross
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How Are We Going to Protect It?

 NIST SP 800-171, “Protecting Controlled Unclassified Information 
in Nonfederal Information Systems and Organizations” is the 
foundation/fundamentals

 SP 800-171 “weaponized” when added to the Defense Federal 
Acquisition Regulation Supplement (DFARS)

– 66,000 defense contractors, over 1 million contracts require SP 800-171 
compliance now through the DFARS

 FAR will soon require compliance with SP 800-171, meaning 
compliance will be required in all federal contracts
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CDI Overview
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So Many Acronyms
 CDI = CTI and CUI

 CTI = controlled technical information

 CUI = controlled unclassified information
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What is CDI?
 CDI = unclassified CTI or other information, as described in the CUI 

Registry, that requires safeguarding or dissemination controls 
pursuant to and consistent with law, regulations, and government-
wide policies, and is: 

– Marked or otherwise identified in the contract, task order, or delivery order 
and provided to the contractor by or on behalf of DoD in support of the 
performance of the contract; or 

– Collected, developed, received, transmitted, used, or stored by or on behalf 
of the contractor in support of the performance of the contract

15
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What is CTI?
 Technical information with military or space application that is 

subject to controls on the access, use, reproduction, modification, 
performance, display, release, disclosure, or dissemination

 CTI would meet the criteria, if disseminated, for distribution 
statements B through F using the criteria set forth in DoD Instruction 
5230.24, Distribution Statements on Technical Documents

 Does not include information that is lawfully publicly available 
without restrictions
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How Do We Know What Information is CUI?
 Controlled Unclassified Information (CUI) Registry at 

http://www.archives.gov/cui/registry/category-list.html

 Not intended to include contractor’s internal information (e.g., HR or 
financial) that is incidental to contract performance

 DoD’s responsibility to mark CDI as such!

– At time of contract award, it should be clear what information needs to be 
protected

– If it is not clear, ask
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http://www.archives.gov/cui/registry/category-list.html
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CDI Distribution Statements
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DFARS 252.204-7012, 
Safeguarding Covered 
Defense Information 
and Cyber Incident 
Reporting
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Five Main Requirements
1. Provide adequate security to CDI

2. Report cyber incidents

3. Submit malicious software

4. Preserve and submit media to support damage assessment

5. Flow down clause to subcontractors

20

[1] Adequate Security
 The contractor must provide adequate security on all covered 

contractor information systems

 Adequate security = protective measures that are commensurate 
with the consequences and probability of loss, misuse, or 
unauthorized access to, or modification of information

 Really, “adequate security” means compliance with NIST SP 800-
171, at a minimum

– More on SP 800-171 later
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[2] Trigger for Reporting Cyber Incidents
 A cyber incident that affects:

– A covered contractor information system,

– The CDI residing on that system, or 

– The contractor's ability to perform the requirements of the contract that are 
designated as operationally critical support and identified in the contract
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[2] Cyber Incident Defined
 Actions taken through the use 

of computer networks that 
result in a compromise or an 
actual or potentially adverse 
effect on an information 
system and/or the information 
residing therein

 Very broad scope 

23
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[2] Compromise Defined
 Disclosure of information to 

unauthorized persons, or a 
violation of the security policy 
of a system, in which 
unauthorized intentional or 
unintentional disclosure, 
modification, destruction, or 
loss of an object, or the 
copying of information to 
unauthorized media may have 
occurred.

24

[2] Reporting Cyber Incidents: Requirements
 Conduct a review for evidence of compromise of CDI, including, but 

not limited to, identifying compromised computers, servers, specific 
data, and user accounts

– Must analyze covered contractor information system(s) that were part of the 
cyber incident, as well as other information systems on the contractor's 
network(s), that may have been accessed as a result of the incident in order 
to identify compromised CDI, or that affect the contractor's ability to provide 
operationally critical support

 Report cyber incident to DoD within 72 hours of discovery

25
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[3] Submit Malicious Software
 When malicious software is discovered and isolated in connection 

with a reported cyber incident, it must be submitted to DC3 in 
accordance with instructions provided by DC3 or the Contracting 
Officer

– Do not automatically send the malicious software to the Contracting Officer

26

[4] Media Preservation and Protection
 When a contractor discovers a cyber incident has occurred, the 

contractor must preserve and protect:

– Images of all known affected information systems, and 

– All relevant monitoring/packet capture data

 For at least 90 days from the submission of the cyber incident report 
to allow DoD to request the media or decline interest

 If DoD elects to conduct a damage assessment, the Contracting 
Officer will request that the contractor provide this information

27
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[4] DoD Disclosures of Contractor Information
 Clause specifies how the DoD can further disclose the contractor’s 

information:

– Not created by or for DoD: disclosures generally permitted for investigative, 
law enforcement, and national security purposes

– Created by or for DoD: same as above + for any other lawful government 
purpose or activity

 DoD must implement appropriate procedures to minimize the 
contractor attributional/proprietary information that is included in an 
authorized release, seeking to include only that information that 
is necessary for the authorized purpose(s) for which the 
information is being released
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[5] Flow Down Clause
 Clause has to flow down in subcontracts for:

– Which subcontract performance will involve CDI, or

– Operationally critical support 

 Defined as supplies or services designated by the government as critical for airlift, sealift, 
intermodal transportation services, or logistical support that is essential to the mobilization, 
deployment, or sustainment of the Armed Forces in a contingency operation

including subcontracts for commercial items

 Clause must appear without alteration, except to identify the parties

29
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Oversight/ 
Enforcement

30

Penalty for Noncompliance
 By signing the contract, the contractor is attesting the contractor 

meets all the requirements of DFARS 252.204-7012, including 
compliance with NIST SP 800-171

 The penalties for noncompliance would be the same as any other 
breach of the contract

 Potential loss of business

31
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Oversight
 Defense Contract Management Agency (DCMA) has oversight of 

the DFARS clause and can request information to ensure 
compliance

– E.g., SSPs, POA&Ms, review of cyber incident reporting, etc.

 No third parties are certified by the DoD to conduct SSPs
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On the Horizon
 Publication of the FAR

– Once the FAR is published, DFARS will likely be revised to take out 
duplicative requirements

– If the FAR does not cover the 5 topics addressed in DFARS, those will 
remain in the DFARS

 NIST SP 800-171, Revision 2 currently under review by OMB prior 
to public release

– Recommends enhanced security requirements to protect CUI in high value 
assets and critical programs from advanced persistent threats

33
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Resources
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NIST Special Publications/Templates
 NIST SP 800-171, revision 1: 

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-171r1.pdf

 NIST SP 800-171A: 
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-171A.pdf

 SSP and POA&M templates: 
https://csrc.nist.gov/publications/detail/sp/800-171/rev-1/final

 Cybersecurity Self-Assessment Handbook for Assessing NIST SP 
800-171 Security Requirements in Response to DFARS 
Cybersecurity Requirements, November 2017: 
https://nvlpubs.nist.gov/nistpubs/hb/2017/nist.hb.162.pdf
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https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-171r1.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-171A.pdf
https://csrc.nist.gov/publications/detail/sp/800-171/rev-1/final
https://nvlpubs.nist.gov/nistpubs/hb/2017/nist.hb.162.pdf
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DoD-Specific
 DoD materials and large volume of FAQs:

http://dodprocurementtoolbox.gov

 Questions: osd.dibcsia@mail.mil

 DoD DIB Cybersecurity Program: 350 participants (with 
subsidiaries, over 500 companies) in voluntary threat sharing 
program

– Collaborative space to share threat information and better understand what 
the adversary is doing

36

NIST Special 
Publication 800-171, 
Protecting CUI in 
Nonfederal Systems 
and Organizations

37

http://dodprocurementtoolbox.gov/
mailto:osd.dibcsia@mail.mil
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Purpose
 Protect CDI moved from the federal space into the nonfederal space

38

Development of NIST SP 800-171
 Started with the controls from NIST SP 800-53, Security and Privacy 

Controls for Federal Information Systems and Organizations

– Took out all requirements applicable only to government systems or that 
dealt with availability or integrity

 Focus of SP 800-171 is solely confidentiality

– Left with 110 controls

 The key is that SP 800-171 is written with the assumption that the 
implementing organization already has a system in place that was 
not built with the focus of protecting CDI

39
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Fourteen Control Families

Family Family

Access Control Media Protection

Awareness and Training Personnel Security

Audit and Accountability Physical Protection

Configuration Management Risk Assessment

Identification and Authentication Security Assessment

Incident Response Systems and Communications Protection

Maintenance System and Information Integrity

40

Assessing Compliance

 Self-Assessment vs. Third-Party Assessment

 Documented System Security Plan (SSP)

– System boundary

– Operational environment

– How each requirement is implemented

– Connections to other systems

 Plan of Action and Milestones (POAM)

41
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Plan of Action & Milestones

42

SSP and POAM Templates

43
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Assessing Compliance With Requirements
Control Rating What to Document in the SSP What to Document in the POAM

In place  How the information system implements the 

requirement

Not in place  Why the security requirement is not met  How the security requirements will be met

 How any planned improvements will be 

implemented

 When the improvements will occur

Partially in place  Why the security requirement is partially met  How the security requirements will be fully met

 How any planned improvements will be 

implemented

 When the improvements will occur

Does not apply  Why the security requirement does not apply 

to your operational environment

Alternative approach  How the alternative approach is equally 

effective

 How the information system implements the 

alternative approach
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Network Segmentation

 Common strategy for reducing compliance burden

 CUI is placed in a dedicated, hardened network segment

 Identification and access controls are placed at the 
perimeter of the segment

45
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Overview of the Requirements

 Most are universal best practices

 Most are general enough to allow an implementation 
right-sized to the organization’s size, complexity and risk

 Some are specific and prescriptive

 Some are traditionally only found in more high-security 
environments
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Requirements That Are Often Easily Met
 3.1 Access Control

– Control flow of CUI

– Separation of duties

– Least privilege

– Remote and wireless controls

 3.2 Awareness and Training

 3.4 Configuration Management

– Hardened baselines

– Change management

 3.6 Incident Response

– Documented plan

– Tracking and testing

 3.6 Maintenance
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Requirements That Are Often Easily Met
 3.8 Media Protection

– Portable media protections

– Encryption at rest

 3.9 Personnel Security

– Screening hires

– Termination processes

 3.10 Physical Protections

– Physical access controls

– Badge and visitor procedures

 3.11 Risk Assessment

– Hardened baselines

– Change management
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Requirements That Are Often Easily Met
 3.12 Security Assessment

– Documented plan of action

– Ongoing monitoring

 3.13 System and
Communications Protection

– Network segmentation

– Default deny

 3.14 System and Information
Integrity

– Patching

– Anti-virus

– Network intrusion prevention

49
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Common Challenge – External Connections
3.1.20 Verify and control/limit connections to and use of external 
systems.

 Applies to cloud services as well as organization-managed 
systems outside the CUI environment

 One must ensure safeguards on these external systems 
and services meet the safeguards of the CUI environment
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Common Challenge – Audit and Accountability
3.3.1 Create and retain system audit logs and records to the extent 
needed to enable the monitoring, analysis, investigation, and 
reporting of unlawful or unauthorized system activity.

 Uniquely trace individual actions

 Audit reduction

 Alerts on logging process failures

51
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Common Challenge – Multifactor Authentication
3.5.3 Use multifactor authentication for local and network access to 
privileged accounts and for network access to non-privileged 
accounts.

 MFA is required for any admin account use, even at the 
server console

 MFA is required for normal user access to file shares, 
applications and databases with CUI
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Common Challenge – Vulnerability Scanning
3.11.2 Scan for vulnerabilities in organizational systems and 
applications periodically and when new vulnerabilities affecting 
those systems and applications are identified.

3.11.3 Remediate vulnerabilities in accordance with risk 
assessments.

 Many organizations struggle to remediate vulnerability scan 
findings
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Common Challenge – FIPS Validated Cryptography

3.13.11 Employ FIPS-validated cryptography when used to protect 
the confidentiality of CUI.

 Many solutions are FIPS compliant

 FIPS-validated solutions can be costly

 FIPS validation not possible/available in all scenarios
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