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May 2019
Midwest Cyber Security 
Alliance Meeting

Thursday,
May 9, 2019

5:00 p.m. –
7:00 p.m. CT

Visit www.midwestcyber.org/sign-up to join today and

receive communications about other MCSA news and

events, plus access to members-only content online
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Full chart available for download at: www.foley.com/state-data-breach-notification-laws

2

3



5/9/2019

3

4

Foley’s 2019 AI Report
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Features qualitative research and conversations with startup 
founders, business executives, and attorneys at Foley working 
with AI on:

 The Dangers of Hype

 Access to Quality Data

 An Uncertain Regulatory Landscape

 The Intellectual Property Conundrum

 More Data, More Privacy Concerns

 The Double-Edged Sword of Cybersecurity

 The Talent Gap

Download a free copy of the report today at:
www.foley.com/AI-is-Here-to-Stay-Are-You-Prepared
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Thank You to Our Co-Sponsor
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The Internet of Things: 
IoT Security By Design
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Presenters

Andro Dio

Cyber Security Specialist
Cisco Systems

Aaron DeMaster

Cyber Security Manager
Rexnord Corporation

Jennifer Rathburn

Partner
Foley & Lardner LLP
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Agenda

 Technical Approaches to Security By Design

 The Changing Legal Landscape

 Real-World Applications

9



5/9/2019

6

Technical Approaches 
to Security By Design

Andro Dio
Cyber Security Specialist
Cisco Systems

© 2017  Cisco and/or its affiliates. All rights reserved.   Cisco Confidential© 2017  Cisco and/or its affiliates. All rights reserved.   Cisco Confidential

$14-18B

World Wide

Losses

The Most Expensive 
Cyber-Event Ever
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“Things”
e.g. Sensors, Motors, Robots, Heart Rate Monitor, Transformer, Water Meter

Control Layer
e.g. Workstations, Historians, Logic Controllers

Corporate IT
Traditional networking environment where Cisco is a market leader

Internet / Cloud

Industrial Technology Stack Simplified
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© 2017  Cisco and/or its affiliates. All rights reserved.   Cisco Confidential

The Vision:

Product

to the 

Connected
World
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Segmentation

Routing

Router / Switch

NGFW

IE

Switch

IPS

AppID

SGT

IND

ISE

StealthWatch

AnyConnect

CloudLock
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• Segmentation

• Do not rely solely on your firewall

• Keep it simple

• Think End-to-End

• Prioritize Scanning, Patching and Workflow Analysis

• Zero Trust

• Extend MFA beyond just VPN

• Use your investments better

• Cisco Validated Designs

• https://www.cisco.com/c/en/us/solutions/enterprise/design-zone-industry-
solutions/index.html

Design Consideration
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The Changing
Legal Landscape

Jennifer Rathburn
Partner
Foley & Lardner LLP

https://www.cisco.com/c/en/us/solutions/enterprise/design-zone-industry-solutions/index.html
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IoT Under the GDPR
 IoT devices that collect, store, or use 

personal data of EU citizens may be subject 
to the GDPR even if the company is based in 
the U.S.

 Because IoT devices tend to lack user 
interfaces by their nature, challenges arise in 
gaining required user consents. Similarly, 
changes and updates to IoT privacy notices 
can also be challenging.

 The multi-party nature of IoT devices makes 
tracking compliance among all users, 
partners, and service providers difficult. 
Under the GDPR, responsibility for data use 
extends across the whole network.

 Privacy and security patching should be 
implemented into the IoT design process to 
make sure GDPR security requirements are 
being maintained, including updates.
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IoT Under California Law
 Security of Connected Devices Act (SB-327), 

enacted September 2018, made California 
the first state with an IoT cybersecurity law. 

 Require manufacturers of IoT devices to 
equip them with “reasonable” security 
features (depending on their function and the 
information they collect) that protect the 
device as well as “any information it may 
contain from unauthorized access, 
destruction, use, modification, or disclosure.” 

 Similar laws are proposed in other states 
(e.g., Oregon’s House recently passed a law 
that closely tracts California’s).

 The California Consumer Privacy Act (CCPA) 
also places rules around how IoT companies 
can collect, use, and share data.

 Note that the CCPA may be changing as 
numerous amendments are currently 
circulating, including a complete 
replacement. Stay tuned!

19



5/9/2019

11

Other IoT Legal Regimes are on the Horizon
 The Federal IoT Cybersecurity Improvement Act of 2019, was introduced March of this 

year. Paper tiger – doesn’t make specific requirements, but instead requests 
cybersecurity recommendations from the National Institute of Standards and 
Technology (NIST). In parallel, NIST is developing standards for managing IoT security 
and privacy risks.

 The UK has proposed their own IoT “Security by Design” law in October, which 
requires users to implement their own passwords, removes the ability to reset to the 
factory setting, offer a point of contact for security related complaints and 
vulnerabilities, and  manufacturers must explicitly state the minimum length of time for 
which the device will receive security updates through an end of life policy. 

 New York, Amsterdam, and Barcelona created the “Coalition for Digital Rights,” which 
is a quasi-governmental group designed to conduct policy studies specifically designed 
to protect the digital rights of their citizens.
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Tools Available to Help Manage Security Frameworks
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Real-World 
Applications

Aaron DeMaster
Cyber Security Manager
Rexnord Corporation

Rexnord IoT is Part of Digital Rexnord
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Two Separate IoT projects –
One For Each Business Unit

 IoT (edge) devices located at customer locations – provide customers with 
health and maintenance information for selected Rexnord products

 Cloud platforms used for device information gathering and customer portals

 Security involved during design through to program deployment

 System risk assessed using outside 3rd party assessors

24

Edge Device
 3rd party managed for OS & App – vulnerability management

 Communications – MQTT to IBM Cloud

– Supports LAN or LTE (cellular)

 No connection to PLC – air gap

 No keyboard, display, or other connections – physical

 Authentication of the device to cloud – key and serial

 Content of messages – no confidential info

 Restful API connection to Azure for portal – TLS and message encryption

25
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Portals
 Hosted in Azure cloud 

 Portal developed in-house

– Secure coding practices, frameworks, 
versioning, code review, & promotion 
procedures

– Agile development process – all updates 
go through CAB

 Admin access to Azure requires MFA
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ATTORNEY ADVERTISEMENT. The contents of this document, current at the date of 

publication, are for reference purposes only and do not constitute legal advice. Where 

previous cases are included, prior results do not guarantee a similar outcome. Images of 
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