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Lawyer’s Duty

 Misc. Docket No. 19-9016 (Dated: February 26, 2019)

 Comment to Rule 1.01

Because of the vital role of lawyers in the legal process, each lawyer 
should strive to become and remain proficient and competent in the 
practice of law, including the benefits and risks associated with relevant 
technology. To maintain the requisite knowledge and skill of a competent 
practitioner, a lawyer should engage in continuing study and education. If 
a system of peer review has been established, the lawyer should consider 
making use of it in appropriate circumstances. Isolated instances of faulty 
conduct or decision should be identified for purposes of additional study 
or instruction. 
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Cost of a Cyberattack
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Cyber Risk Reality – Oldie But a Goodie!

 “[T]here are only two types of companies: those that have been 
hacked and those that will be. And even they are converging into 
one category: companies that have been hacked and will be 
hacked again.”

– Robert Mueller, Former
Director of FBI, at 2012 RSA
Cyber Security Conference
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Cost Overview

 Average cost of a U.S. breach: $8.19 million

– Has increased 130% in the past 14 years

– Global average is $3.92 million

 Chance an organization will experience a 
breach within the next 2 years: 29.6%
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Source: Ponemon Institute© Research Report (sponsored by IBM Security), 2019 Cost of a Data 

Breach Study: United States (July 2019)

Cost Varies by Industry

7

Average cost = $242/record (U.S. Data)
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The Majority of The Cost of a Data 
Breach Are Indirect Costs

Average Indirect Costs: $154/record

Average Direct Costs: $88/record

Indirect Costs Include:

 Time employees spend on data breach notification 

effort or investigations of the incident

 Loss of brand value and reputation

 Customer churn

Direct Costs Include:

 Forensic experts 

 Legal fees

 Identity/credit monitoring services to victims

Cost of lost business 

averaged $1.42 million, or 

36% of the total cost of a 

data breach.
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Source: Ponemon Institute© Research Report (sponsored by IBM Security), 2019 Cost of a Data 

Breach Study: United States (July 2019)

Cost Factors in a Data Breach
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Source: Ponemon Institute© Research Report (sponsored by IBM Security), 2019 Cost of a Data 

Breach Study: United States (July 2019)
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 Compliance failures
 Third party involvement

 Extensive cloud migration
 Rush to notify

 System complexity
 Lost or stolen devices

 OT infrastructure
 Extensive use of IoT devices

 Extensive use of mobile platforms
 Consultants engaged

 Provision of ID protection
 CPO appointed

 Data classification schema
 CISO appointed

 Board-level involvement
 Extensive use of DLP

 Use of security analytics
 DevSecOps approach

 Participation in threat sharing
 Insurance protection

 Artificial intelligence platform
 Cyber resilience

 Formation of the IR team
 Employee training

 Extensive use of encryption
 Extensive tests of the IR plan
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Sources of Risk

Malicious or criminal attack

System glitch

Human error

53%

22%

25%
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Source: Ponemon Institute© Research Report (sponsored by IBM Security), 2019 Cost of a Data 

Breach Study: United States (July 2019)

Days to Identify and Contain
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Why Cyber Attacks Are So Insidious
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Source of Potential Liability/Costs for 
Inadequate Security Measures
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 FTC and Other Applicable Industry-Specific Agency Enforcement

 State Attorney General/Other Consumer Protection Agencies Enforcement

 Class Action and Other Lawsuits

 Contractual Liability

 Data Breach Remediation and Related Costs

 Reputational Costs

 Loss of Competitive Advantage/Profits

 Ransomware

 International Data Supervisory Authorities
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Common Security Myths

 #1: “It’s all about the data.”

 #2: “It’s all about confidentiality.”

 #3: “To be a hacker, you must be a technology 
genius.”

 #4: “It’s an IT Department issue.”

 #5: “I can achieve (need) 100% security.”

 #6: “I’m safe. I have great security.”

14

Cybersecurity Program Overview
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What is a Cybersecurity Program?
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 Essentially means preparation for a cybersecurity attack 
at the Board level

 Goal:

– To prepare for data breaches, loss of business continuity, harm to 
public, etc.

– From nation-states, hackers, organized criminals, insiders

 Not an IT program – rather, development of risk 
management program based on level of risk with Board 
oversight

Cybersecurity Program Basics
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What is Reasonable Security?

 Unfortunately, there is no uniform standard across industries

 Really, it depends on your industry, information assets, 
services and products, and risk tolerance. For guidance, 
look to:

– Laws, Frameworks, and Regulatory Guidance

– Security Frameworks/Technical Controls

– Risk Assessment Findings

– Case Law and Enforcement Actions
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Also Consider…

 NIST

 ISO 27001

 Center for Internet Security List (formally known as SANS Top 20) 

 COBIT 5 for Information Security

 Australian Signals Directorate

19
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Data Breach Preparation and Response
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Tips on Preparation and Response

 Identify your information assets (e.g., regulated data, 
intellectual property, customer lists, contracts, etc.)

 Know who is on your response team (internal and external 
members) in advance, so team can be assembled ASAP

 Determine if you have cyber insurance and understand your 
policy limitations, notification requirements, and vendor 
selection process

 Document Information Security Incident Response Plan to 
be followed and then actually follow it

21
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Tips on Preparation and Response

 Team members will need to make investigation the top 
priority

 Do not ignore a suspected event AND do not call it an 
incident or breach until forensics AND legal have confirmed 
it is!

 Do not probe potentially compromised systems without 
proper controls/expertise – utilize a pre-vetted forensic firm, 
if possible

22

Data Breach Response Checklist

23
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Dark Web

 Do not ignore communications from individuals 
claiming to have found your organization’s information 
on the dark web

 May request a fee for providing you with the 
information

 Fee can be negotiated

24

Cost of an Identity?

?

?
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Cost of an Identity?
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Attorney-Client Privilege

 Consider having in-house or outside counsel hire and 
coordinate the work of external consultants to enhance the 
attorney-client privilege of findings

 Counsel hires consultants on the company’s behalf to add 
an extra layer of defense in discovery

 Reports from external consultants should go through 
counsel if trying to enhance the attorney-client privilege

27
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Full chart available for download at: www.foley.com/state-data-breach-notification-laws
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Texas Data Breach Law

 Identity Theft Enforcement and Protection Act (Tex. 
Bus. & Com. Code §§ 521.001-521.152) recently 
amended, effective January 1, 2010

 Notification timeframe changed from “as quickly as 
possible” to “not later than the 60th day after the 
date on which the person determines that the 
breach occurred”

 Requires reporting to the Attorney General if 250+
Texas residents are affected

31
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Legislative Updates
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California Consumer Privacy Act (CCPA)

 Applicability includes (but is not 
limited to) for-profit entities that do 
business in CA with annual gross 
revenues of $25,000,000+

 Broad definition of “personal 
information” that includes:

– Name, alias, address

– Email address, IP address, browsing 
history, search history

– Geolocation data

– SSN, drivers license number, passport 
number

Key Points

Passed: 6/28/18

Effective: 1/1/20

Enforced: 7/1/20

Amendments 

pending before the 

governor

California Attorney 

General will issue 

implementing 

regulations

33
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High Level Requirements

Implement appropriate security measures

Contractual requirements with service providers

Privacy notice requirements

Consumer right to access data

Consumer right to deletion

Consumer right to opt-out of sale of personal information

Prohibition on discrimination against consumers 

who exercise their rights

34

Risks of Non-Compliance

Regulatory Fines: Up to $7,500 regulatory fine for each 

intentional violation ($2,500 for unintentional violations)

Private Right of Action: Statutory damages between 

$100 - $750 per consumer per incident or actual damages 

(whichever is greater)

Reputational Harm

Additional Relief by Courts: Courts have authority to 

impose “any other relief the court deems proper”

35



19

9/20/2019

Note on Private Right of Action

 Consumers can bring a private civil action against a 
business that violates its duty to implement 
reasonable security procedures and practices if…

that failure results in an consumer’s personal information 
being subject to unauthorized access and exfiltration, theft, 
or disclosure AND

the consumer provides the business with written notice of 
specific CCPA provisions the consumer alleges have been 
violated and a 30 day cure period (if cure is possible)

36

Texas HB 4518

 Texas Consumer Privacy Act

– Mirrored the California Consumer Privacy Act of 2018

 Died in committee

37



20

9/20/2019

General Data Protection Regulation 
(GDPR)

 Effective date: May 25, 2018

 Applies to the processing of “personal data”

 Applicable to US organizations that:

– Maintain an establishment in the EU

– Engage in processing activities related to the offering of 
goods or services to data subjects in the EU

– Engage in processing activities related to monitoring the 
behavior of data subjects while in the EU

38

GDPR (continued)

 Controller vs. processor

 Data Protection Officers (DPO)

 Data Processing Agreements (DPAs)

 Breach obligations

 Data subjects have additional rights regarding their 
data (e.g., right to access, restrict, be forgotten, 
etc.)

 Penalty for non-compliance: fines of up to 4% of 
global revenue or EUR 20 million, whichever is 
higher

39
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Common Ways We Assist Clients
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Common Ways We Assist Clients

 Develop data privacy and security programs

 Review security, privacy, and other cyber-related 
policies and procedures, including security incident 
response plans

 Prepare for and handle data breaches

 Review and advise on cyber insurance policies

– Do you know if your company has the right to choose its data breach 
panel of experts?

41
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Common Ways We Assist Clients (continued)

 Conduct Board of Director and employee security 
awareness training

 Conduct tabletop exercises

– How would your company perform in a data breach scenario?

 Handle related government investigations and litigation

 Advise on vendor management programs

– What contractual approaches are best for your company to ensure 
appropriate security controls are in place and liability is appropriately 
allocated?
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