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 Opening Session

– Introductions

– Overview

– Rules and questions

 Tabletop Exercise

– Present data injects

 Closing Session

– Observations and action item discussion

– Feedback and next steps

– Closing statements
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Mock Tabletop Agenda 



Background

Mock tabletop exercise to simulate decisions a 
company must make while responding to an 
example cyber security incident.

What is a tabletop exercise?

A tabletop exercise consists of a realistic 
scenario involving a cyber crisis within “ABC 
Company.”

What is the purpose of this tabletop 
exercise?

The intent of this exercise is to better prepare 
attendees when they are faced with responding 
to a cyber security incident and to highlight 
potential legal and investigation considerations 
throughout the process.
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Welcome
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Exercise Goals

Provide insight into key decisions a company may 
face when responding to a cyber security incident

Raise overall awareness of cyber crisis management 
stakeholders

Practice collaboration and communication during a 
cyber crisis

Identify areas for improvement related to people, 
process, and technology
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Ground Rules

Understand the facts, 

assumptions, and constraints 

presented in the scenario and 

act accordingly

An unasked question is a 

missed opportunity, and 

there are no wrong 

answers

We have attempted to make the 

scenario as realistic as possible. If 

necessary, please suspend certain 

beliefs around the facts in the spirit 

of conducting the exercise

Take the exercise seriously but 

also have fun

This exercise is not a test — it is 

designed to provide a no-fault 

environment

Take notes as we go along for 

takeaways back to your 

organization
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Notable Ransomware Headlines
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June 2021 | A multinational 

food company paid an $11M 

ransom to recover from an 

attack by a private ransomware-

as-a-service operation that 

disrupted its global operations 

after the company shut down 

many of its plants in several 

countries while it responded to 

the incident.

March 2021 | A large U.S. 

commercial insurer paid 

a $40M ransom to an 

organization believed to be 

linked to an international 

cybercrime network.

May 2021 | A major U.S. fuel distributor 

was hit by a ransomware attack that shut 

down the company’s operations for five days 

and led to significant fuel shortages among 

consumers. The company paid roughly $5M 

in ransom to the cybercriminal hacking 

group responsible for the attack.

June 2017 | A leading global 

pharmaceutical company suffered $1.3B 

in damages caused by a malware outbreak 

believed to have been released as part of a 

broader attack on a country in Eastern 

Europe. The company sued its insurers after 

they denied coverage for impacts of the 

malware instance, citing a policy exclusion 

for acts of war. The company recently won 

a legal dispute with insurers over coverage 

against the damages from the attack. 
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Questions



It is Friday morning at 9:00 a.m., “ABC Company” 
operations are business as usual.

For purposes of this exercise assume that these activities 
cover roughly a four-day period. The times on the slides are 

indicative only.
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Just Before We Begin…



“ABC Company” Help Desk receives calls from an employee reporting failure to 
access PolicyCenter

 Call transcript: “Hi, I am unable to access any of the Account Data within SYSTEM XYZ, 
I’m also seeing that strange message on my screen and can’t access any of my files, just 
sent you a screenshot of the message, please advise ASAP”

 The message:
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Day 1: Friday Morning – 9:00 a.m.

“Your files are encrypted and currently unavailable. You can check it: all files on your computer 

have extension io62p60d. By the way, everything is possible to recover (restore), but you need to 

follow our instructions. Otherwise, you cant return your data (NEVER). 

$15 million USD in Bitcoin to be paid within a week for the decryption key, after a week the amount 

will increase to $30 million USD in Bitcoin

Questions:

• What process would you follow after seeing this message?

• How would you begin to assess the impact?

• Who would be notified?



“ABC Company” Help Desk receives calls 
from other employees reporting the same 
issue

 At least 35 employees across different 
departments contact “ABC Company’s” 
Help Desk and report the same “encryption” 
messages and inability to access SYSTEM 
XYZ and files on their computers

 The full scope of the potential attack is 
unknown at this time
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Day 1: Friday Afternoon – 12:00 p.m.

Questions:

• What communication will you send to the employees and Help Desk callers?

• What could be the immediate impact on “ABC Company?”

• Who should be part of the Cyber Crisis Response Team (CCRT)?



CCRT performs a preliminary 
assessment to determine impact

 Based on their preliminary 
assessment, CCRT determines 
widespread ransomware deployment 
within “ABC Company” impacting 
critical applications

 Backups appear to be encrypted by 
the ransomware variant “REvil”
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Day 1: Friday Evening – 5:00 p.m.

Questions:

• Who is coordinating the response efforts?

• Will external entities be engaged?

• What possible options are available for a quick recovery to resume business operations?



Threat actor contacts “ABC Company” and demands additional ransom

 The threat actor updates the ransom note, informing “ABC Company” that in addition to 
encrypting “ABC Company’s” data, they’ve also stolen 5 TB of sensitive data that they plan 
to release if the ransom amount is not received for the decryption key to return the data

 The threat actor shares a sample of the stolen data with “ABC Company,” confirming the 
exfiltration and highlighting the presence of employee Personally Identifiable Information 
(PII) and confidential policyholder information

 The updated ransom and extortion conditions include two demands:

– $15 million in Bitcoin within a week, after a week has elapsed the ransom amount will increase to 
$30 million

– Additional $5 million in Bitcoin must be paid within two weeks to prevent publication of sensitive 
information online
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Day 2: Saturday Morning – 8:00 a.m.

Questions:

• Would you engage with the threat actor? How?

• How is a Pay/No Pay decision made? Who authorizes Pay/No Pay?

• How do you verify the threat actor’s identity and claims?



 Parties subject to U.S. jurisdiction are generally prohibited 
from engaging in transactions — including ransomware 
payments — with sanctioned countries or parties

– Any U.S. citizen or Legal Permanent Resident

– Any entity incorporated in the United States

– Any foreign person on U.S. soil

– Any activity involving U.S. territory (including the Cloud)

– Any activity involving the U.S. financial system
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U.S. Economic Sanctions



 Comprehensive & government-
based sanctions

– Cuba, Iran, the Crimea Territory (Ukraine)

– North Korea, Syria, other Rogue States

 List-based sanctions

– Parties appearing on sanctions lists 
administered by the U.S. Treasury 
Department’s Office of Foreign Assets 
Control (OFAC)

– Any party that is at least 50% owned by 
one or more sanctioned parties, even if 
they don’t appear on actual sanctions lists
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Sanctions Risks Can Be Complex



 Civil penalties

– OFAC can hold parties liable for civil penalties if they “knew or should have 
known” that a ransom payment would violate U.S. economic sanctions

– Penalties can be up to approximately $307,000 or twice the value of the 
ransom payment, whichever is higher (per violation)

 Criminal penalties

– DOJ can seek fines up to $1 million per 
violation, plus up to 20 years incarceration 
for natural persons

 Officer & Director liability matters
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Penalties Can Be Severe



 Gather information about the threat actor

– Screening the threat actor’s name, address, location, crypto currency wallet, 
etc., can help identify risks

 Gather information about the attack

– Some attack vectors are associated with particular groups, or can be 
correlated with them

 Cooperate with law enforcement

– This can sometimes provide insight into the threat actor, as well as reduce the 
likelihood of civil or criminal enforcement

 When in doubt, get help
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Survival Strategies



Threat actor publicly releases a sample of 
stolen data to pressure “ABC Company”

 In order to pressure “ABC Company,” the 
threat actor publicly releases a sample of 
the stolen data on their blog

 BleepingComputer writes an article about 
what’s known about the incident

 Due to the release of confidential customer 
information, the incident is shared widely on 
Twitter, becoming a trending topic

 Customers become concerned about the 
impact the incident could have on their 
policy information
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Day 2: Saturday Afternoon – 1:00 p.m.

A leading financial institution is their latest victim. The financial institution’s 
employees’ and account information including Personally Identifiable 
Information (PII) are posted on the darknet after a threat actor claimed 
responsibility for deploying a ransomware variant within the company’s 
environment and demanded ransom… Scroll down for more.

Questions:

• Have public statements regarding the incident been made, and across what channels?

• What capabilities does “ABC Company” have to address social media?

• Would any communication be sent to “ABC Company’s” customers?



 CCRT continues their in-depth investigation into the 
ransomware incident and performs forensic analysis 
of several impacted hosts

 Forensic analysis shows the threat actor has been 
able to exploit a zero-day vulnerability, compromise 
employee accounts, and move laterally across “ABC 
Company’s” network

 The threat actor’s activities have not yet been 
contained and CCRT is weighing its possible 
containment options
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Day 3: Sunday Morning – 10:00 a.m.

Questions:

• Should CCRT be used to perform forensic analysis or should a third party be used? Is there a 

potential for litigation stemming from the incident? What preservation actions would take place prior 

to the forensic analysis?

• What remediation actions will be taken after identifying the root cause?

• What containment actions would be considered (e.g., password resets, disabling accounts, etc.)?



Recovery options and timeline 
determined

 CCRT determines that the 
recovery from backups will take 
one to two days per system, with 
approximately 10 systems 
requiring restoration

 Total recovery timeline is 
estimated at 10 to 15 days
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Day 4: Monday Morning – 11:00 a.m.

Questions:

• With this recovery timeline, would you consider paying the ransom?

• Who will be involved in developing the recovery strategy?

• What systems will be given priority for recovery?

• Who/what committees within the organization will determine whether to pay the ransom?



Ransom pay/no pay decision made

 “ABC Company’s” leadership came to a 
decision not to pay the ransom and to rebuild 
servers or recover from backups where 
applicable

 Most systems must be rebuilt, as their backups 
were encrypted during the incident, adding 
additional time to the remediation timeline

 CCRT begins the eradication and recovery 
process and the remediation of the 
compromised accounts
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Day 4: Monday Afternoon – 2:00 p.m.

Questions:

• How will “ABC Company” monitor to see if the eradication and recovery activities are effective?

• How will “ABC Company” ensure the integrity of restored systems before introduction to the 

environment?

• How often will “ABC Company” leadership be updated?



Ransom pay/no pay decision made

 The Board of Directors has requested 
a status update on the incident and 
impacted customers

– Update on the cyber investigation

– Update on remediation plan

– Update on business restoration plan

– Update on key customer impacts and 
communications
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Day 4: Monday Evening – 5:00 p.m.

Questions:

• Who will be coordinating the lessons-learned meeting?

• Who will keep track of the lessons learned and findings’ implementation?

• Who will provide the updates to the Board of Directors?
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Impact of 25 Factors on the Per Capita 
Cost of a Data Breach

Source: Ponemon Institute© Research Report (sponsored by IBM Security),

2020 Cost of a Data Breach: United States (October 2020)
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Foley State Data Breach Notification Laws Chart

Full chart available for download at: www.foley.com/state-data-breach-notification-laws
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Lessons Learned

1

2

What are your top observations?

What are the key opportunities for improvement you will take back to each 

of your departments? 
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Thank You

FOR MORE INFORMATION, PLEASE CONTACT:


