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Overview
 U.S. Enforcement Trends

– Changing Global Environment

 Priority Enforcement Areas

– Economic Sanctions (OFAC)

– Export Controls (ITAR and EAR)

– Anti-Money Laundering / USA PATRIOT Act (AML)

– Customs & Supply Chain Security (CBP and C-TPAT)

 Managing Third Party Risks

– Vicarious Liability

– Identifying Red Flags



U.S. Enforcement Trends



Enforcement Trends
 Restrictive trade measures are an instrument of U.S. foreign policy

– Requirements constantly evolve and expand in response to changing global events (e.g., the Syrian 
civil war, Russia’s invasion of Ukraine, nuclear negotiations with Iran, etc.) 

 Agencies view these issues through a national security lens

– Stronger inter-agency cooperation means that law enforcement agencies now benefit from closer 
coordination with the U.S. intelligence community

 Civil and criminal penalties exceed those imposed under the FCPA

– The $8.9 billion DPA with BNP Paribas is more than ten times greater than the largest DPA under 
the FCPA.  Penalties between $1 million and $100 million are now commonplace. 

 Greater emphasis on corporate officers and directors

– The DOJ’s “Yates Memorandum” encourages federal prosecutors to place greater emphasis on 
individual wrongdoing in corporate enforcement actions

– Much like the FCPA, U.S. Government enforcement agencies are building cases against officers 
and directors who are “willfully blind” to illegal conduct, even if they do not participate in it



Enforcement Trends
 Overlapping violations are increasingly commonplace

– Economic sanctions and export control violations frequently coincide with bribery, corruption, fraud, 
and money laundering.

 Enforcement agencies have concurrent jurisdiction

– Failure to address related risks on a comprehensive basis can result in several agencies pursuing 
enforcement actions at the same time

 Foreign affiliates can cause domestic headaches

– Many of these laws are construed broadly to capture activities undertaken by foreign-incorporated 
subsidiaries and joint ventures.

 Identification and prioritization is the best strategy

– Companies can reduce costs and mitigate risk by taking a comprehensive, risks-based approach to 
international trade compliance.



Economic Sanctions



Economic Sanctions
 Most economic sanctions programs prohibit:

– Engaging in commercial or financial transactions with designated countries, governments, entities, 
or persons

– Marking payments, entering into contracts, or holding any property in which is sanctioned country or 
party has an interest

– Dealing with any company or entity that is at least 50 percent owned or controlled by one or more 
sanctioned parties (or 33 percent for sanctioned Russian entities)

 Other sanctions programs target specific issues or areas

– Transactions involving certain financial institutions or debt instruments (Iran and Russia) 

– Transactions involving certain sectors and industries (Iran and Russia)

– Conducting business in certain disputed regions (Crimea)

– Travel bans, asset freezes, and more



Economic Sanctions
 Comprehensive Sanctions

– Prohibit most transactions with a particular country or territory, including persons residing there

– Examples include Cuba, Iran, Sudan, and the occupied Ukrainian region of Crimea

 Regime-Based Sanctions

– Prohibit transactions with designated governments, officials, and the various entities they control

– Examples include Belarus, North Korea, Syria, Venezuela, and Zimbabwe.

 List-Based Sanctions

– Target Terrorist Groups, Weapons Proliferators, Narcotics Syndicates, and other Specially 
Designated Nationals (SDNs)

– The U.S. Treasury Department designated over 10,000 corporations, organizations, individuals, and 
vessels under these programs

– Bottom Line:  effecting sanctions screening must be entity-based, not just country-based



Economic Sanctions
 OFAC’s jurisdiction can reach entities and individuals overseas  whenever 

there is a connection with the United States

– U.S. Citizens and Legal Permanent Residents

– Entities incorporated under U.S. Law

– Transactions that implicate U.S. Territory

– Exporting U.S. goods, services, or technology

– Using the U.S. financial system, whether directly or indirectly

 This jurisdiction captures many foreign affiliates

– Any connection with the United States or U.S. persons can be sufficient

– Backroom support and shared services provided in the United States may constitute “facilitation”

– Cloud-based computing and U.S. dollar transactions can also create U.S. jurisdiction

– Foreign nationality and/or incorporation is not a protection if U.S. jurisdiction exists

– Structuring transactions to avoid U.S. jurisdiction can lead to conspiracy and evasion charges



Economic Sanctions
 Red Light (Stop)

– Crimea, Cuba, Iran, North Korea, Sudan, Syria 

– SDNs or other entities appearing on U.S., EU, UK, UN, 
and other denied party lists

– Evidence of potential export diversion

– Other “red flags”

 Yellow Light (Caution)

– Belarus, Burkina Faso, Central African Republic, 
Colombia, Congo, Iraq, Ivory Coast, Lebanon, Liberia, 
Libya, Russia, Somalia, Ukraine, Yemen, Zimbabwe

– Other countries known for crime, narcotics, terrorism, 
or weapons proliferation

 Green Light (Go carefully)

– Most other countries (after screening against the U.S. EU, 
UK, and UN denied party lists)

– Most domestic U.S. transactions

– Pre-screened customers
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Export Controls



Export Controls
 The United Kingdom Bribery Act (“UKBA”) is broader than the FCPA

– Prohibits all forms of Official Bribery, including improper payments to foreign government officials 
and British Government officials

– Also prohibits all forms of Commercial Bribery, including proper payments and inducements made to 
private sector parties

 Healthcare companies can become subject to the UKBA whenever they 
have a link to the United Kingdom

– Includes any subsidiaries, joint ventures, employees, or agents located in the United Kingdom, as 
well as any transactions, payments, or other activities that implicate the United Kingdom

– The Downside:  Bribes and other corrupt conduct that implicates British parties could violate both 
the FCPA and the UKBA, leading to greater liability exposure

– The Upside:  Although the UKBA is broader, the British Government tends to be less aggressive 
than its counterparts at the DOJ and SEC



Export Controls
 International Traffic in Arms Regulations (ITAR)

– Controls defense articles on the U.S. Munitions List (USML) and items “specially designed” for 
military use and related “technical data

– Covers defense services, including designing, developing, repairing, servicing, or using defense 
articles. 

– Products, services, and data governed by the ITAR are controlled for all foreign countries.  ITAR-
controlled items cannot be exported or shared without U.S. State Department authorization

 Export Administration Regulations (EAR)

– Controls “dual-use” commercial items that can be modified for military use or other harmful purposes

– Covers most commercial products, software, technology, and technical data exported outside the 
United States. These controls depend on four factors:

 What is the item? 

 Where is it going? 

 Who will use it? 

 How will it be used? 
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Export Controls

Restrictions Iran Cuba Russia Burma

Territorial Sanctions Yes Yes Some No

Regime-Based Sanctions Yes Yes Some No

Sector-Based Sanctions Yes No Yes No

List-Based Sanctions Yes Yes Yes Yes

Extraterritorial Sanctions Suspended Yes No No

Restrictions on U.S. Dollar Transactions Yes No No No

ITAR Restrictions & Arms Embargos Yes Yes Yes Yes

EAR Dual-Use Controls Yes Yes Yes Yes

Restrictions on U.S. Export Licensing Yes Yes Yes Some

Import Bans Yes Some No Some

Travel Bans Yes No Yes No
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Anti-Money Laundering



Anti-Money Laundering
 Bank Secrecy Act (BSA)

– Mandates Know Your Customer (KYC) due diligence for banks and other financial institutions

– Requires financial institutions (including insurance companies) to report certain transactions to the 
Financial Crimes Information Network (FinCEN)

 All transactions over $10,000

 Suspicious Activity Reports (“SARs”) for known or suspected laundering

– Strictly prohibits “structuring” financial transactions to avoid reporting 

 USA PATRIOT Act

– Covers Money Services Businesses (MSBs) and parities operating “informal value transfer systems”

– Expanded record-keeping and reporting requirements, especially on foreign bank accounts

– Enhanced diligence on the “beneficial owners” of accounts and policies

– Growing use of Geographical Targeting Orders (GTOs) to gather information from banks and other 
companies



Anti-Money Laundering
 Extraterritorial enforcement

– Foreign money laundering can be prosecuted if the same activity would be illegal on U.S. soil 

– Longer statute of limitations and powerful criminal forfeiture provisions

– Strong incentives for U.S. prosecutors to pair AML violations with other crimes:  

 OFAC Violations & Export Control Violations

 FCPA Violations

 Fraud

 Some financial institutions now try to “flow down” AML requirements to 
non-bank customers

– Although some requests are tied to KYC due diligence, their demands try to shift risk from 
banks with statutory obligations to parties that currently do not: 

 Manufacturers & Exporters

 Mortgage Brokers & Real Estate Developers 

 Insurance Companies

– Watch for AML provisions in loan documents and other financial instruments



Customs & Supply Chain Security
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Customs & Supply Chain Security



Customs & Supply Chain Security
 All importers must report the following information to U.S. Customs & 

Border Protection (CBP)

– Classification:  The Harmonized Tariff System of the United States (HTSUS) has unique codes for all 
imported products 

– Valuation:  Importers must use fair market value and consider the value of any intra-company 
“assists”

– Origination:  Helps determine the tariff rates for products, as well as eligibility for NAFTA and other 
Free Trade Agreements (FTAs)

 Other key CBP requirements:

– Anti-Slavery:  Importing products made using child labor, prison labor, or slave labor is prohibited

– Product Marking:  All imported products and their packages must be clearly marked with the Country 
of Origin  This requirement Informs the ultimate purchaser of the products’ origin.  

– Regulatory Approval:  CBP enforces laws for other agencies at the U.S. border

 Coordination with multiple agencies may be necessary to ensure that foreign products can enter 
the United States



Customs & Supply Chain

 CBP encourages importers to manage global supply chain security

– Participating in Customs-Trade Partnership Against Terrorism (C-TPAT) can help expedite imports.  
The C-TPAT’s Minimum Security Criteria include:

 Maintaining an office in the United States or Canada

 Having valid Tax ID Numbers and Continuous Import Bonds

 Appointing an manager to oversee supply chain security

 Committing to the C-TPAT Importer Agreement terms

 Developing a supply chain security plan approved by CBP

 Freight forwarders and customs brokers perform most CBP and C-TPAT 
functions

– Classification, valuation, origination, import bonds, duty payments, and CBP filings

– Liability for errors is often limited to the costs of processing paperwork

– Periodically reviewing import classifications and compliance can catch issues before CBP does 

25



Customs & Supply Chain Security



Vicarious Liability
 Companies can become liable for export, re-export, and other transactions 

made by third-party customers and partners

– Many economic sanctions, export controls, and other trade-related enforcement actions implicate 
these third party risks

– U.S. enforcement agencies do not need to prove that third parties were acting on a company’s 
behalf.  All that matters is that the company “knew or should have known” about the transaction.

– Companies deemed to be “willfully blind” to third party conduct can be held liable even if they did not 
have actual knowledge of the illegal acts

 Third Party best practices:

– Conduct risk-based due diligence on foreign agents, consultants, and other intermediaries, 
especially in the Middle East, former Soviet Union and other high-risk countries

– Memorialize third-party relationships in contacts with clear terms and conditions prohibiting illegal 
exports, re-exports, or other prohibited transactions

– Ensure that third-party dealers and distributors operating in foreign countries comply with U.S. 
requirements, even if local law imposes less rigorous standards

– Obtain and exercise audit rights to ensure that third parties are not making improper payments



Identifying Red Flags
 Third Party Risks:

– Business Partners, end-users, or other parties to the transaction have dealings with Sanctioned 
Countries (e.g., Crimea, Cuba, Iran, North Korea, Sudan, and Syria).  

– Business Partners have names and/or addresses that are similar to those associated with 
Sanctioned Persons or other entities on Restricted Party Lists.

– Business Partners conduct business with the Iranian or Russian defense, energy, or financial 
industries, or operate in other countries with Sanctioned Industries.

– Business Partners attempt to act as agents for undisclosed parties and refuse to provide information 
regarding those parties.

– Business Partners are evasive or unclear about whether the products they are purchasing are for 
domestic use, export, or re-export.



Identifying Red Flags
 Foreign Transaction Risks:

– Business Partners are reluctant to provide accurate or complete information about the name, nature, 
or location of their business(es).

– Business Partners request that an item be shipped to them in an unusual fashion, or request other 
unusual terms of sale.

– Business Partners order products and services that are inconsistent with their business purpose, 
facilities, or level of technical sophistication.

– The ultimate consignee listed on the airway bill or bill of lading is a freight forwarding firm, a trading 
company, a shipping company, or a bank.

– Business Partners attempt to route payments through a third party that is not related to their 
business, or through a third country that is not involved in the transaction.



ATTORNEY ADVERTISEMENT. The contents of this document, current at the date of 
publication, are for reference purposes only and do not constitute legal advice. Where 
previous cases are included, prior results do not guarantee a similar outcome. Images of 
people may not be Foley personnel.
© 2017 Foley & Lardner LLP 

Questions?

Christopher Swift & Rohan Virginkar

Foley & Lardner, LLP

Washington Harbour

3000 K St., NW Suite 600

Washington, DC 20007-5109

cswift@foley.com | rvirginkar@foley.com
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