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Top Ten Takeaways 
 

Audit Committee Hot Topics 
 

 
1. New leadership at the SEC has changed the agency’s enforcement priorities. 

 
The new SEC Chairman, Jay Clayton, was sworn in on May 4, 2017. Under his leadership, the Commission has focused its 
enforcement efforts on activity that affects “main-street investors” and involves clear-cut cases of fraud. The SEC has brought 
fewer highly complex accounting- and auditing-enforcement actions. The focus has turned to fraud affecting retail investors, 
including microcap “pump-and-dump” schemes, Ponzi schemes, sales of unsuitable complex products, inadequate 
investment-fund fee disclosures, insider trading, and dual-class ownership structures.  

2. SEC enforcement actions and penalties appear to be in a long-term downtrend, despite the recent blip in activity 
noted in the agency’s FY2018 annual report. 
 
After the NDI conference, the SEC released enforcement numbers for FY2018 that appear to show a slight increase in 
enforcement activity compared to FY2017. Penalties rose by 4% over 2017, and the number of enforcement actions increased 
by about 10% from last year. The FY2018 numbers may, however, be an anomaly in an otherwise-downward enforcement 
trend:  The increase in the number of enforcement actions appears to be driven by a number of smaller actions brought by the 
agency – and the increase in total penalties was affected by a few mega-settlements (e.g., Petrobras) started under the prior 
regime. 
 

3. Cyber-related misconduct continues to be a focus of SEC enforcement after the agency announced the creation of a 
new “Cyber Unit” last year. 
 
Last year, the SEC created a new “Cyber Unit” as part of the shifting of its priorities under the new regime. This year, the 
agency staffed the new unit with 30 members in offices across the country. The unit has been focused on cyber-related 
misconduct, including market manipulation using social media, hacking to obtain material nonpublic information, intrusion into 
retail brokerage accounts, and other cyber-related threats to trading platforms.  
 

4. The SEC looks ready to launch enforcement actions involving companies that fail to enact accounting controls 
sufficient to deal with cyberattacks and cyber-scammers. 

 
On October 16, 2018, the SEC revealed findings that nine publicly traded companies have been defrauded of nearly $100 
million when employees were duped into wiring money to scammers posing as vendors or executives. The agency has not 
announced the penalties against these companies, but the findings reflect the agency’s belief that a company’s failure to 
adopt reasonable internal controls to safeguard its own assets—to the detriment of its shareholders—warrants the attention of 
the agency’s enforcement division.  
 

5. The SEC continues to use more sophisticated tools and technology to uncover financial fraud. 
 
The SEC has started to use artificial intelligence to assist its enforcement efforts. For example, the agency now has the 
“Corporate Issuer Risk Assessment Tool,” which allows the Staff to spot financial anomalies by analyzing an issuer’s period-
over-period disclosures and to compare the issuer to its peers. The agency is better able to make side-by-side comparisons of 
financial statements and footnotes and more to identify unusual disclosures, atypical results, or other red flags. 
 



6. All five Board members of the PCAOB recently met with a small group of NACD members and audit-committee 
chairs. The Board continues to refine its mission, but lacks the same technological tools utilized by the audit firms it 
oversees. 
 
One of our panelists attended a recent meeting with all five Board members of the PCAOB Board. The Board now includes 
two members with an audit background. The Board discussed Critical Audit Matters (CAMs) and explained that it expects 
these to be highly specific to each issuer and not boilerplate. The Board also noted that its artificial-intelligence capabilities lag 
behind those of the auditors. The Board lacks many of the technological tools used by the auditors it oversees (see no. 10 
below). 

 
7. Cybersecurity disclosures remain an important issue, and public filers should look closely at their disclosures and 

revise them, if they have not already done so. 
 
Boilerplate disclosures about cybersecurity risk are not sufficient and can provide fodder for shareholder class actions and 
SEC enforcement after a cybersecurity breach. Each Audit Committee should review cybersecurity disclosures in its issuer’s 
SEC filings to ensure that they address specific risks unique to the issuer and to the issuer’s industry. 
 

8. Audit Committees are frequently the focus at the board level for setting policies and procedures to prevent FCPA 
violations, fraud, and other similar matters. 
 
Audit Committee members (or the entire Board, if not the Audit Committee) should pay particular attention to the risks posed 
by FCPA violations within their company. Audit Committee members should ask detailed questions around annual FCPA 
trainings and on-the-ground compliance-monitoring efforts for foreign personnel and operations. 
 

9. Executive sessions of the Audit Committee are not required, but they are a useful tool for the committee to gain 
insight into issues facing management and the external auditors. 

 
Although not required, an Audit Committee should conduct an executive session at every meeting to speak candidly with 
members of the audit team or with management. Key questions include: 
 

 Do you have sufficient resources to deliver a quality audit? 
 If you had more resources, what would you have done differently during this audit? 
 What sort of accounting judgments did you make during the period, and did you have any discussions/disagreements 

with management about those judgments? 
 Are there operational risks likely to appear in the next reporting period? 
 When making budget decisions, did any item fall out of scope, or where should we spend more time due to risk? 
 What findings, if any, does internal or external audit have regarding tone at the top? 

 
10. Technology and data analytics continue to change the fundamental nature of an audit.  

 
The ability to process and to store larger amounts of data is changing the audit. Auditors have begun to move from sample-
based testing to a review of the entire population. Currently whole-population review has been done at the general-ledger 
level, but review of entire sub-ledgers will be the next step. This has a number of benefits for the issuer and auditor, but it also 
creates issues, not the least of which involve data security.  

 
For more information on Audit Committee Hot Topics, please contact the moderators directly:  
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Foley & Lardner LLP 
bboland@foley.com  
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