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5 Minute Turn and Talk

Pick 1 and discuss
1. Who is responsible for Cybersecurity in your

organization?
2. How does your organization govern

Cybersecurity activities?
3. What types of testing of your security systems

has your organization performed?
4. What are some steps you have taken to improve

security?
5. Do you have an incident response team? How is

it structured?
6. What is Cybersecurity insurance and do you

have it?
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Corporate Governor

Audit committee spotlight: 
The audit committee’s role 
in cybersecurity

Providing vision and advice for management, boards of directors and audit committees Summer 2015

That said, cybersecurity is a daunting arena, so 
audit committees should educate themselves about 
cyberrisks in the same fashion that they educated 
themselves about addressing risks as required by the 
Sarbanes-Oxley Act, drastic changes to a given market 
or product, or any major category of risk facing the 
enterprise. Specifically, audit committees should 
become aware of their obligations and ask probing 
questions about the control environment that may 
jeopardize those obligations. 

Johnny Lee, Managing Director, Forensic and Valuation Services

The data breach targeting the personal and sensitive 
data related to several million current, former and 
prospective government employees is just the most 
recent reminder that organizations need to make a 
priority of addressing cybersecurity risks. For those 
companies with audit committees, that subset of the 
board has seen its role expand as it works to identify 
key areas of risk. After all, cybersecurity risks are 
no different from any other kind of enterprise risk, 
and the audit committee’s charter is to understand a 
business and its objectives, then identify suitable ways 
to address risks that threaten the business or its goals.
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Audit committees spotlight: The audit committee’s role in cybersecurity

The audit committee is uniquely positioned to assess 
risks that threaten the enterprise. Indeed, a proper 
contemplation of cybersecurity risk necessitates that it 
be treated like another category of enterprise risk. Put 
differently, audit committees should leverage existing 
protocols (such as enterprise risk assessments, risk 
analyses, training protocols, monitoring and reporting 
mechanisms, and the like) to ensure that these risks are 
adequately addressed. To illustrate just one of these 
points, the audit committee already interacts with the 
CFO regularly for other risk management discussions; 
it should continue to do so for cybersecurity risk. This 
is especially true, given that the CFO is (statistically 
speaking) the officer most commonly associated with 
leading cybersecurity efforts. (Grant Thornton LLP 
recently collaborated with the Financial Executives 
Research Foundation on a study focused on the CFO’s 
role in cybersecurity, which revealed that 38% of all 
cybersecurity initiatives are actually run by the CFO.)1  

Prevention and incident response
While the primary cybersecurity consideration for 
any organization remains prevention, more and more 
companies recognize that a security compromise is 
eminently more likely than it used to be. Accordingly, 
being prepared to respond to a security compromise 
or breach is quickly becoming of equal importance. 
An audit committee can and should play a strong role 
in both prevention and incident response, but to do 
so requires a certain level of baseline understanding 
combined with the ability to ask detailed questions of 
management about the processes and controls in place.

Basic fact-finding questions might include the following:

• Where is our sensitive data stored?

•  Are we including payment information, health 
information, intellectual property, R&D, and 
customer and vendor information in our definition 
of sensitive data?

•  What data leaves the company, how does the data 
leave, and to whom is it transmitted?

•  Have we performed a vulnerability assessment to 
identify our information security exposures?

•  Have we evaluated our third-party vendors and 
partners for exposure to sensitive data?

•  Who is authorized to log into our network and 
from which platforms?

•  What measure of insurance has the company 
secured, and which department(s) completed and 
reviewed those applications for coverage?

•  What are our policies and procedures related 
to employees’ use of personal devices to access 
company systems and sensitive data?

•  How does the organization educate its employees 
on their obligations related to the handling of 
sensitive information?

In terms of how well an organization is positioned to 
respond to a security incident, such as the protocols 
to follow if sensitive data is compromised, the audit 
committee should ask three basic questions of 
management to assess risks:

1. Does the company have an incidence response 
plan or program? 

2.  If the answer is yes, has the company ever tested 
the plan (before it’s needed in a live-fire situation)?

3.  If that answer is yes, what is the company doing to 
ensure that its plan remains current and adequate to 
the risk it faces as an industry and a regulated entity?

Within each of those questions are several nuances. 
Moreover, the answers to these questions allow for 
a proper series of follow-up questions related to 
insurance (i.e., insurable versus uninsurable), the 
treatment of third parties that handle sensitive data, 
the applicability of the attorney-client privilege, 
technology investments and ongoing management, 
policy and procedure considerations, training and 
awareness issues, and other key considerations. All 
these elements need to be aligned to enable a company 
to cope properly with cybersecurity risk. 

1  Morgan, Kevin; Westfall, Alan; and Lee, Johnny. The CFO’s Role in Cybersecurity, June 15, 2015.  
See www.grantthornton.com/cfocybersecuritysurvey for more details. 

http://www.grantthornton.com/issues/library/survey-reports/advisory/2015/FEI-CFO-Study/org-structure-around-cybersecurity.aspx
www.grantthornton.com/cfocybersecuritysurvey
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Cybersecurity and the SEC
An audit committee needs to be conversant with 
any matters that might require disclosure in SEC 
filings, especially in light of the recent news that 
cybersecurity has been listed by the SEC as a top 
examination priority for 2015. Indeed, the SEC 
staff has stated that investors cannot make informed 
investment decisions without knowing about 
material actual or potential cyberthreats facing a 
given registrant.2 Audit committees would do well 
to increase their scrutiny of cybersecurity in the 
following areas related to financial statement filings:

• Forms 10-K and 10-Q and other SEC filings 
regarding risk factors: If risks are deemed 
significant enough to make investment in a 
registrant speculative, they must become part of 
the disclosure regimen. Cybersecurity risks should 
be considered as a category within this regimen, 
and the SEC appears from recent decisions to be 
less accepting of generic risk statements in this 
area. Some care should be taken to delve into the 
probability of cyberincidents, the impact of such 
incidents if they were to occur and the level of 
preventive measures undertaken by the registrant 
to deal with same.

•  Management’s discussion and analysis portion: 
Registrants that do not outline what they are 
doing in this arena risk facing tough questions 
from regulators and potential litigants, especially 
if they are experiencing and defending against 
material cyberattacks and/or incurring material 
costs to prevent such attacks.

•  The legal proceedings section of the Form 10-K: 
This area would have to include any material 
litigation or regulatory incidents related to 
cybersecurity incidents.

• Various other financial statement disclosures: 
Additional areas for consideration include but 
are not limited to remediation costs, reputational 
damage, liability for stolen information, 
increased preventive costs (insurance, technology 
investments and the like) and so on.

Newer issues: Insurance and the law
Issues regarding the topic of cybersecurity, like 
methods of cybersecurity, are ever-changing. The 
case law related to cyberinsurance, for example, is 
still developing, yet a pattern is emerging that merits 
attention by organizations obtaining cyberinsurance 
policies. Simply put, great care should be paid to the 
policy application itself, including any warranties 
presented to the underwriter that are related to internal 
controls in place to address information security. A 
recent court decision (Columbia Casualty Company 
v. Cottage Health System) highlights this issue clearly. 
There, an underwriter cited an exclusion that precludes 
coverage because of the policyholder’s “failure to 
follow minimum required practices.” According to 
the underwriter’s complaint, the defendant “permitted 
anonymous user access, thereby allowing electronic 
personal information to become available to the public 
via Google’s Internet search engine,” thereby voiding 
the coverage provided by the insurer.3  

The case reflects the care that companies must 
undertake to ensure that policy applications 
be scrutinized carefully for inaccuracies and 
misstatements. Any daylight between the warranties 
provided and facts that later reveal a deficient practice 
might result in a claim that falls outside of coverage.

2  SEC Division of Corporation Finance. CF Disclosure Guidance Topic No. 2, Cybersecurity, Oct. 13, 2011. See https://www.sec.gov/divisions/corpfin/guidance/
cfguidance-topic2.htm for the full text of this guidance.

3  Review the full text of the complaint linked from Security Ledger’s website.

https://www.sec.gov/divisions/corpfin/guidance/cfguidance-topic2.htm
https://www.sec.gov/divisions/corpfin/guidance/cfguidance-topic2.htm
http://www.securityledger.com/
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In summation
With the SEC heightening its scrutiny of 
organizations’ cybersecurity processes and new 
technologies also creating new channels for 
cyberattacks, the need is greater than ever for audit 
committees to be a more integral part of cybersecurity 
management efforts. Involving the audit committee 
after a data breach severely limits its ability to add 
value to the process and puts the organization at a 
tremendous disadvantage. Cybersecurity risk has 
evolved to the level where it should be addressed 
every bit as seriously as any other substantial 
enterprise risk, such as a change to the regulatory 
environment or a sweeping industry mandate.



The CFO’s role in cybersecurity
CFOs play a critical role in establishing an effective cybersecurity program
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Executive summary

Organizations must comply with myriad industry standards 
while managing the security of both their proprietary and 
customer data, as well as brace for the possibility of unknown 
breaches and leaks. A data breach can be exceedingly costly 
and can jeopardize a business of any size. To help senior-level 
financial executives improve their cybersecurity and protect their 
organizations, Grant Thornton LLP and Financial Executives 
Research Foundation (FERF) identify critical elements of the 
CFO’s role in protecting his/her organization from cyberattacks, 
as well as practical recommendations for establishing an effective 
cybersecurity program.

These findings are based on a survey of 98 members of Financial 
Executives International (FEI) and Grant Thornton clients, 
conducted between July and December 2014. The survey was 
followed by in-depth interviews of FEI members to get perspectives 
on a number of organizations’ experiences managing cyberthreats. 

Key findings include:

1. Respondents’ top cybersecurity concerns include protection of 
data — including customer data and intellectual property (IP) 
— from data breaches and compliance with data security laws. 

2.  Either the CFO or the chief information officer (CIO) is 
usually responsible for the company’s cybersecurity program. 
However, interviews revealed that collaboration between 
different groups is more reasonable. 

3.  Although the CFO is often responsible for cybersecurity, 
the organization’s IT department typically manages the day-
to-day aspects of cybersecurity. General counsel are usually 
involved as well, advising senior management and board 
members on legal responsibilities.

4.  The CFO is often expected to assess cybersecurity risks, align 
cybersecurity strategy with business strategy and get buy-in 
from the board on necessary cybersecurity investments.

5.  The most common impediment to developing an enterprise-
wide cybersecurity strategy is a lack of understanding of 
cyberrisks and potential impacts of a breach. 
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Significant data breaches — security incidents in which sensitive, 
protected or confidential data is copied, transmitted, viewed, stolen 
or used by an unauthorized individual — at flagship companies are 
becoming nearly an everyday occurrence. At the same time, the costs 
related to these breaches continue to skyrocket. The Ponemon Institute’s 
2014 Cost of Data Breach Study: United States puts the average cost 
for each lost or stolen record at $201, and the total average 2014 cost 
paid by organizations at $5.9 million for each data breach, up from 
$5.4 million in 2013. The surging costs are attributable to the “loss 
of customers following the data breach due to the additional expense 
required to preserve the organization’s brand and reputation.1” In short, 
data breaches are costly, damaging to prized brands and reputations, and 
happening at a staggering pace.

The question is: What can companies — especially their CFOs — do 
about it? All data, including IP, is vulnerable to a data breach. And 
cybercriminals have become ever more sophisticated and continue to 
hone their methods at getting the data they want, whether it is trade 
secrets, medical records, financial data, Social Security numbers or 
more. Today’s organizations must comply with numerous industry 
standards while managing the security of their data, as well as brace for 
the possibility of unknown breaches and leaks. While cybersecurity 
traditionally has been handled by the CIO and the IT function, the 
escalating risks have driven cybersecurity up the corporate ladder to the 
desk of the CFO.

Financial Executives Research Foundation (FERF), in collaboration with 
Grant Thornton LLP, surveyed CFOs to identify their critical role in 
cybersecurity, and offer insights and recommendations for establishing an 
effective cybersecurity program. 

Introduction

1  “2014 Cost of Data Breach Study: United States,” May 2014. See http://www.ponemon.org/blog/ponemon-institute-releases-2014-cost-of-data-breach-global-analysis for more information.

Data breaches are costly, damaging to prized brands and 
reputations, and happening at a staggering pace.

http://www.ponemon.org/blog/ponemon-institute-releases-2014-cost-of-data-breach-global-analysis


Top cybersecurity concerns: What is 
on the minds of CFOs and CIOs?
A majority of survey respondents indicate that their organizations’ 
top cybersecurity and data privacy concerns are the protection of 
customer and client data (64%), followed closely by the potential 
for undetected breaches (63%). (See Figure 1.) 

Skip Westfall, managing director of Forensic and Valuation 
Services with Grant Thornton LLP and co-leader of its 
Cybersecurity practice explains: “Protecting customer data and 
safeguarding against data breaches are important and necessary 
concerns for CFOs. However, many CFOs are insufficiently 
concerned and possibly even unaware of items they should 
be protecting, such as data that leaves the four walls of their 
organization when it is shared with a third party or vendor.”  

Concerns vary by business type
While protecting client and customer data are top of mind for 
most CFOs and CIOs, cybersecurity concerns vary considerably 
depending on the particular business. For instance, a technology 
CFO tends to focus on cyberthreats to IP; a marketing firm 
that handles third-party data worries about a breach of clients’ 
records; and a food company CFO sweats issues such as mobile 
device security and phishing schemes. 

Phil Roush, vice president of finance and head of internal audit at 
SanDisk Corp., a multinational corporation that designs, develops 
and manufactures flash memory storage solutions and software, 
says that his three primary cybersecurity concerns are protecting 
IP, employee data and customer data. “Our business model is 
based on flash memory technology, so the programs, software, 
design and schematics — all of that IP is critical to our company 
and drives our brand value,” says Roush, adding that SanDisk’s 
customer and employee data is also critical. 

Paul Karras, senior vice president and CIO at Wilton Brands 
LLC, the leading supplier in the U.S. crafts industry, shares a 
litany of concerns, including phishing, social engineering malware 
and mobile devices: “Phishing and email attacks are extremely 
worrisome.” An additional concern is social engineering, when 
rogue individuals manipulate people into divulging confidential 
data. “There are a lot of folks out there who pretend to be 
somebody that they're not, and try to win your trust so that you 
will disclose information to them, or release funds to them.” 
Malware and bots are also on Karras’ mind. “Any time you receive 
an email from somebody you don't know, and there's an offer for 
you to click through, you could be opening a malware site that 
can unleash corruption within your organization. Unless people 
within your organization are informed, it's very difficult to stop.”
 

Participants were able to select all responses that applied.

64%

63%

52%

49%

Figure 1: What are your organization’s top cybersecurity 
and data privacy concerns?

Customer/client data privacy

Potential for undetected breaches

Compliance with data security laws

Unknown risks

Impact of a breach on bottom line

Other

48%

7%
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Karras adds, “We have company-issued devices, as well as people 
who bring their own device to work. Unless there is an effective 
mobile device management strategy in place, and the tooling 
behind it, it's very difficult to manage that.” Finally, Wilton 
Brands is concerned about hacked accounts. “If you don't have a 
strong password level control within an environment,” explains 
Karras, “it's easy for somebody to have a robot on the other 
end that can hit your login ID, and within a second have 15,000 
attempts to enter into your company.”

Companies that handle large amounts of data on behalf of their 
clients are for obvious reasons worried about data breaches that 
could affect clients. Gary Long, executive vice president and CFO 
at Ivie & Associates, a full-service global marketing company, 
worries about this issue. “We're a marketing agency and we work 
with a lot of retailers. Our concern is a data breach would impact 
those retailers in a negative way. We've all seen what's happened 
with some prominent retailers recently,” notes Long.

Doug Miller, CFO at law firm Sutter O’Connell Company, 
explains, “Because we deal with injuries, we have medical records, 
and we don't want those to be exposed to the outside. Medical 
information theft is much more lucrative than straight-up 
identity theft and is, therefore, alluring to cybercriminals.” He 
continues, “With a name, Social Security number and insurance 
identification number, a criminal can set up a fake doctor's office 
and start pumping in claims.”

Threats keep evolving, so CFOs can’t rest easy, says Miller. 
“Before it was Social Security numbers, bank account numbers 
and credit card information; now it's medical information. What's 
the next piece of information that somebody's going to want?”  

Compliance is another major concern, particularly as laws 
governing information security continue to change. For 
universities, a key risk is privacy related to student records. 

Judy Roy, executive vice president of finance and administration 
at Indiana Tech, a private university with 8,000 students, says 
that compliance with data security laws and student data privacy 
are her top concerns. “We've got a whole realm of personal data 
on our students that we need to keep secure — not only Social 
Security numbers, but names and addresses, as well as grades and 
payment information.” 

 



Organizational structure 
around cybersecurity
Who is responsible for cybersecurity?
The CFO was most often identified as the position within the 
organization responsible for cybersecurity (38%), followed by 
the CIO at 36%. (See Figure 2.) 

These responses show that CFOs are getting more involved as 
the advocate for strategic initiation and implementation of their 
organizations’ cybersecurity measures — this migration is due 
to their unique position of internal and external visibility with 
their organizations. Also, they are in the best position to address 
the imminent scrutiny that companies may receive from the 
SEC and other regulators. Cybersecurity has been listed as a top 
examination priority for 2015 by the SEC’s Office of Compliance 
Inspections and Examinations.  

While 74% of respondents’ cybersecurity function is led by either 
the CFO or CIO, interviews reveal that, in fact, responsibility is 
often shared among more than one member of the organization, 
such as the chief information security officer (CISO), internal 
audit, CIO or general counsel, rather than one designated 
position. Given that the role of the CIO is to strike a balance 
between the budget and running a smarter business through 
technology implementation, a natural conflict of interest may 
arise between a CISO’s duty of protecting the company’s assets 
regardless of budget and the CIO’s role of protecting the budget. 
This may, of course, differ based on the size of the organization. 

Some organizations appoint a CISO to oversee cybersecurity and 
report to the internal audit leader or CFO. The creation of such 
a position can decrease the cost per record of information, in the 
event of a breach, by $6.59.2

38+36+19+7+D 
CFO 38%

CIO 36%

Other 19%

CISO 7%

Figure 2: Who is responsible for cybersecurity?

2  Ibid.
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A multidisciplinary approach
Given that organizations are faced with constant cybersecurity 
threats, incidents and breaches, Kevin Morgan, principal of 
Business Advisory Services with Grant Thornton and co-leader 
of the firm’s Cybersecurity practice, agrees that a shared approach 
is often best. “We recommend that the IT, general counsel 
and finance departments work closely together at the outset 
of projects to protect attorney-client privilege.” Indeed, agrees 
Johnny Lee, a managing director in Grant Thornton’s Forensic, 
Investigative and Dispute Services group, a former attorney, 
and a member of the cybersecurity leadership team. “Careful 
consideration should be paid to the question of privilege at the 
outset of these projects — even if they are assessment-oriented.  
These protections can be powerful if properly administered, 
but counsel should direct this work, and it must follow specific 
protocols throughout the life cycle of the project.” 

Morgan clarifies that information security incidents can constitute 
a variety of events, such as an unencrypted stolen laptop or 
smartphone, or sensitive documents in an unlocked file cabinet. 
While some incidents are considered breaches, incidents do not 
necessarily constitute a breach. “They do, however, herald a 
wake-up call to the organization that cybersecurity warrants 
immediate attention,” says Morgan.

Morgan also cautions that sometimes organizational barriers, such 
as siloed functions, create additional challenges for companies 
trying to protect themselves from cyberattacks. “We recommend 
that organizations align the people, processes and technology that 
encompass its cybersecurity response structure. Then create an 
incident response plan that outlines roles and responsibilities.”

SanDisk’s Roush explains that the global information security 
officer in the IT organization is responsible for cybersecurity. 
“We [internal audit] work very closely with IT, but we design a 
series of audit projects within our internal audit plans that cover 
different aspects of security.  In that way, we can provide an 
independent view of the security environment.”

Mike Fishoff, CFO of Wilton Brands, notes, “IT leads 
cybersecurity at our organization, but legal is a close No. 2 
because if we have any breaches or issues, those two functions 
work side by side.”

Reporting to the board
The CFO and CIO (40% and 37%, respectively) are responsible 
for reporting to the board on cybersecurity issues (see Figure 3). 
Not only should the CFO (or CIO) be reporting to the board on 
the organization’s cybersecurity initiatives, but he/she should also 
be getting buy-in from the board on necessary cyberinvestments 
and advocating for cybersecurity resources.  

While clearly boards are having discussions about cybersecurity, 
these statistics don’t clarify how effective and engaged the board 
actually is. As the potential loss for each attack could range 
in the millions, it is imperative that boards focus closely on 
cybersecurity oversight, and the CFOs introduce the discussion. 

45%

40%

35%

30%

25%

20%

15%

10%

5%

0%
40%

CFO CIO CEO

37% 7%

Figure 3: Who is responsible for reporting to the board 
about cybersecurity?

General 
counsel

CISO Other

6% 3% 7%



At the barest minimum, boards should expect senior management 
— in this case, the CFO or CIO — to demonstrate that the 
organization has a robust cybersecurity plan in place. (The 
National Institute of Standards and Technology’s Framework 
for Improving Critical Infrastructure Cybersecurity provides a 
framework that can be used to establish this plan.)  

In a roundtable conducted by the National Association of 
Corporate Directors (NACD) in 2013, directors agreed that it 
is a challenge to effectively oversee management’s cybersecurity 
activities because of the lack of adequate knowledge. Therefore, it 
is essential that the board receive training on cybersecurity trends 
and threats, and/or nominate a cybersecurity subject matter 
expert to advise the board. 

Given the high stakes, even though corporate directors are 
concerned about cybersecurity, they frequently are insufficiently 
knowledgeable about the subject — an opportunity for CFOs to 
help them understand the risks. 

Roush sees education and training as one of the CFO’s key 
cybersecurity roles. He urges CFOs to make sure board members 
understand the risks and educate them on what is considered 
sensitive information. 

Interviewees report a range of perspectives about how effective 
their boards are when it comes to overseeing cybersecurity. In some 
cases, respondents say the board lacks the foundational knowledge 
and understanding to provide appropriate oversight. Other 
respondents say their board is engaged with cybersecurity threats, 
and receives continual updates from management on these issues.  

Fishoff says that Wilton’s board is engaged and that the CFO and 
vice president of information services jointly report to the board 
and the general counsel at least once a year. “Cybersecurity is 
a standing yearly agenda item. Obviously, if anything happens 
during the year — and we hope it doesn't — then we report on 
any incidents,” explains Fishoff. 

Who is involved with cybersecurity initiatives?
In the vast majority of organizations, the IT department is 
involved with cybersecurity (95%), followed by finance (63%) 
and legal (34%). (See Figure 4.) 

More than three-quarters (76%) of respondents indicate that 
more than one department is involved. Three-quarters selected 
“other” and cite involvement of disparate roles, including HR, 
operations, the CEO, the chief risk officer and others.

Only 34% of respondents say the legal department is involved in 
cybersecurity efforts, which leaves ample room for improvement. 
Legal’s involvement is essential because it plays a key role in 
confirming that policies are properly derived and in establishing 
the mechanisms that make sure organizations follow all applicable 
requirements. Additionally, as mentioned above, careful 
consideration should be paid at the outset of these projects to 
ensure that any privilege protections desired by the company are 
managed by counsel familiar with these legal nuances. The attorney-
client privilege (and its related work-product doctrine) can offer 
protections from discovery to certain communications and analysis, 
but only if the work is performed at the direction of counsel in 
anticipation of litigation. These issues involve specific legal advice 
and should be discussed with counsel for the company — whether 
that be in-house counsel or special counsel appointed for the project.

100%

90%

80%

70%

60%

50%

40%

30%

20%

10%

0%
95%

IT Finance Legal

63% 75%

Figure 4: Which departments are involved with  
cybersecurity efforts?

Internal 
audit

Other

34% 27%

Participants were able to select all responses that applied.
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An enterprise-wide approach
While cybersecurity was once relegated to a technical or 
operational issue handled by IT, a cross-departmental, enterprise-
wide approach to cybersecurity is necessary, according to the 
Cyber-Risk Oversight, Directors Handbook Series, produced by 
the NACD. The publication suggests that cybersecurity should 
be evaluated and managed in the same manner as the organization 
considers physical security of human and physical assets.3 

Consistent with survey findings, interviewees report that their 
efforts involve multiple departments. At SanDisk, the global 
information security officer leads cybersecurity efforts, says 
Roush. “But, there isn't one 'designated body' who is responsible 
for cybersecurity. We want to make sure we have common 
policies and practices, particularly within the labs. It's driven by 
our IT team and the global information security officer, with legal 
and HR departments collaborating as partners to design policies 
and drive actions.”

3  Cyber-Risk Oversight, Director’s Handbook Series 2014 by the National Association of Corporate Directors.

At Wilton Brands, cybersecurity is a collaborative effort as well. 
Karras explains the role of each group within the organization: 

• “IT owns the tools, such as the firewalls, antivirus software, 
password controls and mobile device management. 

•  Legal is our partner in terms of consultation, and they 
approve the data protection policies that we have in place. 
They also push out the data protection policies and report on 
compliance for any legal or regulatory obligations. 

•  HR is our change management partner, communicating to the 
organization in partnership with IT. And they also approve, 
and are consulted in terms of data protection policies, because 
they own a significant portion of employee information. 

•  Finance not only provides the funding and the resources 
around data protection, but they also are consulted with and 
approve the data protection policies.”

Because Wilton Brands distributes to the retail trade and not directly 
to consumers, the company doesn’t have a point of sale front. “So 
when we get into discussions about credit card security and privacy, 
we have outsourced that responsibility,” CFO Fishoff says. 

But Westfall cautions that even when companies outsource certain 
business functions, they can’t truly outsource data security. “It’s 
critical to conduct a vendor assessment and account for data held 
by business partners, vendors and other third parties — not just 
the data stored within your organization. You need to understand 
exactly how these organizations will protect your data,” he says. 



Cybersecurity task forces
While establishing a cybersecurity task force is considered a best 
practice by many, the majority of respondents (84%) surprisingly 
do not have a task force in place yet (see Figure 5). 

For those organizations that do not yet have a cybersecurity task 
force, Grant Thornton’s Morgan recommends, “CFOs should 
establish a formal task force to help implement the strategic 
objectives of the organization’s cybersecurity mission by reaching 
out and identifying the vulnerabilities in the data supply chain 
within their organization.” Noting that the task force, at a minimum, 
should include IT, legal and finance, Morgan adds, “Who is involved 
depends on the size and vulnerability of the organization.” 

Those that have a task force indicate that it is made up of 
primarily the IT department, with support from legal, finance or 
other areas within the organization (see Figure 6).

Two interviewees say that their IT and legal departments are 
equal in their involvement in the task force. On Wilton Brands’ 
task force, IT and legal take the lead for cybersecurity, but finance 
and HR are also involved.

The cybersecurity task force at Ivie, likewise, involves IT and 
legal functions, among others. “Our general counsel has recently 
taken a very large interest in cybersecurity,” CFO Long says, “so 
we now have a task force that includes the general counsel and 
our vice president of IT.”

“Companies that have task forces, as well as those that have 
experienced breaches, have a much greater awareness of 
cybersecurity risks, and tend to have a more robust role for their 
legal function,” says Melissa J. Krasnow, corporate and privacy 
partner at Dorsey & Whitney LLP.  

“Preparing for cybersecurity involves being aware of the risks. 
Companies need to prepare and implement cybersecurity policies 
and procedures, which may be required by law, as well as incident 
response plans, which are a best practice in any event. They 
can be required as part of entering into a technology or other 
commercial transaction, including mergers and acquisitions,” 
Krasnow explains. 

84+16+D 
No 84%

Yes 16%

Figure 5: Does your organization have a cybersecurity    
task force?
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Strategy and practical considerations

Most survey respondents (74%) have not experienced a 
cybersecurity breach within their organizations (see Figure 7). 
However, these findings are not reflective of larger data trends 
that show cyberattacks are on the rise. 

Even if an organization has not been subject to an attack, it does 
not mean that efforts to secure information systems should be 
tabled — quite the contrary, since cyberthreats continue to be 
very real. Any company with data systems connected to the 
Internet is at risk of a breach.

Roy of Indiana Tech thinks that many organizations have a false 
sense of security, particularly those that have never experienced a 
data breach: “Many think that installing virus protection on your 
PC indicates that you are secure, and it is not. Cybersecurity is 
more than just installing software. You have to be proactive and 
find out if people are actively trying to intrude into your system.” 

Of those that indicated a breach had occurred, 57% say their 
breach cost the organization less than $500,000. This amount 
seems nominal compared to data provided in the Ponemon 
report, which put average costs for a data breach at $5.9 million 
for 2014. The most expensive types of cyberattacks for companies 
to deal with, according to the Ponemon report, are malicious 
insiders, malicious code and web-based incidents.

While survey respondents do not report high costs, this runs 
contrary to the recent and highly publicized experiences of 
many high-profile companies, including Sony Corp. and Target. 
The cyberattack on Sony resulted in an estimated loss of $1.25 
billion. Home Depot suffered a data breach of 56 million credit 
card numbers, costing the company $33 million in 2014, after 
insurance payouts. Staples reported a data breach of 1.16 million 
customer payment cards in 2014, costing an as-yet-untallied sum. 
In Target’s annual report, as of Jan. 31, 2015, the retailer cited 
net cumulative expenses of $162 million after insurance payouts 
related to its data breach.4  

74+14+12+D 
No 74%

Yes 14%

Not sure 11%

Figure 7: Has your organization experienced a  
cybersecurity breach?

4  See annual report: http://www.sec.gov/Archives/edgar/data/27419/000002741915000012/tgt-20150131x10k.htm. 

http://www.sec.gov/Archives/edgar/data/27419/000002741915000012/tgt-20150131x10k.htm


What are companies doing to respond to cybersecurity risks?
Companies are doing a number of things to respond to 
cybersecurity risks. Atop the list, respondents are performing 
vulnerability assessments as a first step (21%), followed by 
monitoring cybersecurity internal controls (20%). (See Figure 8.) 
Even so, the relatively small percentages indicate that 
these organizations may not be doing enough to safeguard 
against cyberthreats.

Other practices include establishing password diligence 
programs, ensuring appropriate insurance coverage, encrypting 
laptops and mobile devices, hiring outside consultants, 
performing outside assessments, reviewing detection tools and 
joining industry consortia.

Building cybersecurity into the corporate culture is an approach 
embraced by Wilton Brands. Fishoff, Wilton’s CFO, shares two 
practical examples: “When people travel to high-risk locations, 
they are given a separate laptop to take, so if it was compromised, 
it wouldn't corrupt our entire network. It enables them to be 
connected and do their work without creating the potential 
for violating our internal security. We also have a very robust 
password-changing process, which isn't very popular because 
people get lazy, but you have to enforce the rules.”

Miller of Sutter O’Connell explains that his firm has 
encrypted all its laptops and is now encrypting mobile devices, 
since employees sometimes receive emails with medical 
records attached. “We are moving steadily toward multiple 
authentication and encryption on all our devices.”

Roush’s cybersecurity approach at SanDisk begins with 
education and training to build awareness. “We continue to look 
at the current detection tools. And we share information about 
a breach. It used to be that nobody would even acknowledge if 
they got hacked because they were afraid of how it would look. 
But now, companies are sharing more and more information, 
which is important, because the hackers may be targeting 
multiple firms in your industry or locations with similar security 
features. As we start to share information, it improves our ability 
to detect and respond to these situations.”

Participants were able to select all responses that applied.

21%

20%

16%

16%

Figure 8: What steps is your organization taking to  
respond to cybersecurity risks? 

Performing vulnerability assessments
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Impediments to cybersecurity
The most common impediment to developing an enterprise-wide 
cybersecurity strategy is a lack of understanding of the risks 
and potential impacts of a breach (46%). (See Figure 9) This is 
a common issue among organizations, and unfortunately leaves 
valuable information exposed. 

“The goal of most organizations is to get to the finish line with 
their product as soon as possible, and therefore see security as 
a hurdle or nuisance,” cautions Westfall. “But it should not be 
ignored as the threat is very real, and only growing more so.” 

Interviewees share other impediments, such as decentralized 
environments or geographic dispersion. For example, Roush 
notes that SanDisk has both a decentralized environment, 
which can hinder developing an enterprise-wide cybersecurity 
strategy, as well as engineering labs in countries around the 
world. “When you cut across geographical borders, language 
barriers and historical practices, it is difficult to make sure that 
everyone is following the same process and procedures around 
cybersecurity,” Roush says.

Acquisitions can be another challenge, especially startups. “Some 
startups pay scant attention to potential security risks,” Roush 
notes. “They're often focused on a single product, a particular 
customer or a very small customer set, while lacking formal 
processes and governance. Companies need to be very careful as 
they look to connect or interface with acquired IT systems.”

The changing nature of cyberthreats is another challenge, Long 
notes. “You can do everything known to mankind today to 
prevent a problem, but there's something different coming at 
you tomorrow. We invest heavily to prevent data breaches, but 
it's such a dynamic environment that it’s nearly impossible to 
predict what’s next.”

Participants were able to select all responses that applied.

46%

29%

11%

9%

Figure 9: What are the impediments to developing        
an enterprise-wide cybersecurity strategy?

Lack of understanding of risks and impacts
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What should companies be doing?  
CFOs should undertake a number of actions to help safeguard 
their organization against a data breach or other cyberthreat:

Map and classify data
Before the CFO can come up with an appropriate plan to protect 
the company’s data, it’s critical to know what to protect. “The CFO 
needs to understand how the data supply chain functions, identify 
where information flows through their extended ecosystems, and 
examine data privacy across the enterprise,” says Morgan.  

Determining the location of sensitive and private data is critical 
— the “crown jewels” for data. “My clients usually ask, ‘Where 
is the sensitive data and how can I protect it?’ Normally, the 
exercise begins at a business-unit level, and works up to the 
enterprise-wide level,” Westfall advises.

That’s where data mapping — making a digital inventory of 
where all the data resides — comes in. Data mapping can help you 
answer important questions like: What are the crown jewels of 
our business? Is IP important? Are we an information-gathering 
or data-hosting firm? It’s important to know what the data assets 
are — as well as their value — in order to protect them.

Conduct a vulnerability assessment
Grant Thornton’s Westfall urges companies not to overlook the 
common-sense approach and value to be gained from conducting 
a vulnerability assessment. “Vulnerability assessments help 
organizations understand what their internal risks are. What are 
the programs and operating systems in my infrastructure? Are 
these programs patched correctly?”

Westfall suggests that the vulnerability assessment be conducted 
simultaneously with a penetration test, which examines how an 
intruder could get into the walls of the organization. “Keep in 
mind that the vulnerability assessment looks only at one point 
in time, and therefore, you must remain vigilant in continuing 
assessment and staying on top of security. The timing of the 
assessment should be defined in monitoring cyber internal 
controls,” Westfall says.

Develop an incident response plan
Shockingly, only 4% of respondents report developing an 
incident response plan. “It is critical to have an incident response 
plan, in contrast to a breach response plan,” Westfall says. “You 
can have an incident that you will need to respond to quickly 
and efficiently, too, in order to avoid a breach. Developing a 
‘playbook’ to avoid a breach is critical.” 

“A clear-cut incident response plan is a must, so that everyone 
within your organization can understand their roles and 
responsibilities,” Grant Thornton’s Morgan adds. An incident 
response plan defines what constitutes a cybersecurity incident, and 
provides a step-by-step process to follow when an incident occurs.

The incident response team should include representatives from 
all data custodians, such as HR, marketing, accounting and R&D, 
as well as the security officer and IT director. In some cases, it is 
appropriate to include any vendors or partners that have access 
to key data, members of the public relations team, specialized 
consultants and others.5 

An effective incident response plan should: 

• Identify specific risk owners and contacts within the organization

•  Have clear decision-making guidelines and associated actions

•  Be usable, and not overly complex

•  Be tested regularly (at least once per quarter)

•  Include all data loss incident types (i.e., not only intrusions)

•  Outline how to help customers (including guidance, 
resources, etc.)

But it’s not enough simply to create a response plan, notes 
Morgan. “Practice and testing are important too,” he says. 

5  Westfall, Skip. Unprepared organizations pay more for cyberattacks, CorporateGovernor 2015 Winter issue. See https://www.grantthornton.com/issues/library/newsletters/advisory/2015/
Incident-response-plan-reduces-cybersecurity-breach-costs.aspx for more information. 

https://www.grantthornton.com/issues/library/newsletters/advisory/2015/Incident-response-plan-reduces-cybersecurity-breach-costs.aspx
https://www.grantthornton.com/issues/library/newsletters/advisory/2015/Incident-response-plan-reduces-cybersecurity-breach-costs.aspx
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Conduct a vendor assessment
Cybersecurity demands a close look at vendor management 
and third-party risk, which are at the top of regulators’ agendas. 
Companies need to account for data held by business partners, 
vendors and other third parties — not just the data stored within 
their organization. Are vendors protecting data with the same 
fervor as the company? To find out, it’s critical to conduct an 
assessment of vendors’ cybersecurity measures and assess their 
vendors’ management processes. 

“You’ll need to determine how these organizations will protect 
your data, either through contractual agreements, assessments or 
audits. Depending on the size of your organization, your vendor 
management group may be able to handle this, or it might require 
a combined effort, with your accounting group and IT security 
staff working together to look at vendors,” explains Morgan.

Evaluate insurance coverage
Westfall notes that participants are focusing on evaluating 
insurance coverage because the more costly these breaches 
become, the more exclusions insurance companies will include in 
a policy. Reviewing the coverage in detail is very important. 

Create a risk profile
Many companies rely on outside consultants to test the security 
of their network and make recommendations. “Ivie is among 
them,” Long notes.  

“There’s no way to know exactly how vulnerable systems are 
without having an outsider try to hack them,” Westfall says. 
“It’s useful to hire an outside firm to conduct a vulnerability 
assessment and penetration test (i.e., ethical hacking).”

Outside assessments are a useful tool, Roush says. “I have 
somebody do either an attack and penetration test or look at 
our network diagrams and architecture to make sure they are 
appropriate, and then they conduct an audit.”

Based on the outside assessment report, the CFO should create 
a risk profile and identify the most glaring vulnerabilities. This 
information will help determine where to allocate resources and 
which areas to prioritize.

Stay on top of compliance obligations
Fast-changing compliance requirements can be daunting. Roy 
of Indiana Tech says: “Trying to stay compliant with all these 
regulations such as the Family Education Rights and Privacy 
Act — the HIPAA for educational institutions — with just seven 
people in our IT department is really difficult for us.” 

To keep up with the changing expectations, Roy and Indiana 
Tech’s director of IT, Jeff Leichty, talk and meet regularly with 
peer groups from other private universities. “Jeff has an IT CIO 
group, and I've got a CFO group,” explains Roy. “We talk about 
compliance issues and share best practices.” The university also has 
cybersecurity insurance that covers costs associated with a breach.



Set cybersecurity risk management strategy
The survey data suggests that the leading way CFOs optimize 
cybersecurity risk management is by assessing risk and 
investments related to cybersecurity (40%). (See Figure 10.) 
In other words, what has the organization invested in most 
heavily (resources and/or money)? And, is the level of protection 
appropriate to that area’s strategic importance? In most cases, 
this is the organization’s intellectual property, since loss of this 
information would be severely detrimental to the organization. 

Roush offers three suggestions for how CFOs can optimize 
cybersecurity risk management: First, get directly involved 
in resourcing. Understand what cybersecurity resources are 
being applied across the company, and what risks are being 
addressed with these investments. Second, make sure the 
goals are clearly defined. What do you expect of the people 
running cybersecurity? Finally, drive awareness of risks 
through education and training. For example, make sure people 
understand what a phishing attack could look like, and educate 
them on what is considered to be sensitive information.
 

40%

36%

20%

4%

Figure 10: In what ways can CFOs optimize                  
cybersecurity risk management strategy?

Assess risks and investments relative to cybersecurity

Align cybersecurity strategy to business strategy

Get buy-in from management and board to invest in strategy

All of the above
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Conclusion

With cyberattacks and data breaches becoming increasingly 
common, costly and regulated, cybersecurity has risen in its 
strategic importance, and has landed squarely on the desk of the 
CFO. As the frequent keeper of cybersecurity strategy, the CFO 
is expected to assess cybersecurity risks and align cyberstrategy 
with business strategy. This is no small task.

The key actions CFOs are expected to undertake in this 
role include:

• Understand the organization's full risk universe

•  Advocate for a budget to support cybersecurity preparedness

•  Develop a close relationship with the CISO or CIO, if the 
organization does not have a CISO

•  Know the relevant cybersecurity regulations and SEC 
expectations, which are more important than ever now     
that cybersecurity has become both an examination and 
reporting priority 

•  Evaluate the organization’s cybersecurity insurance

•  Report to the board on the organization’s cybersecurity initiatives  
and get buy-in from the board on necessary cyberinvestments

The threats to data privacy and data security are fierce and 
continuously evolving.

Effective information security depends not on a single technology 
or strategy, but on a layered approach that needs to be monitored 
continually as threat patterns change, according to Vernon 
Habersetzer, an information security engineer with Wells Fargo.6   
“You have to assume adversaries are inside, and watch your 
network to see what’s going on,” Habersetzer said. “The average 
time of detection is four to six months, which is scary because 
there can be a lot of damage to a company in four months.”

Given the seriousness of the threats faced and the obvious 
prominence of the CFO in these cybersecurity discussions, it’s 
critical for CFOs to be better educated about the risks and to 
participate in a thoughtful dialogue with key stakeholders to 
ensure that the enterprise is adequately shielded from cyberthreats.

6  2014 FEI Leadership Summit session, “Real World Cyber Threats.”



Interviewees 

The seven in-depth follow-up interviews provided a much better 
feel for how companies are reacting to cybersecurity. The following 
individuals participated in these interviews: 

• Mike Fishoff, CFO of Wilton Brands LLC 

•  Paul Karras, senior vice president and CIO at Wilton Brands LLC 

•  Melissa J. Krasnow, corporate and privacy partner, Dorsey                     
& Whitney LLP 

•  Gary Long,  executive vice president and CFO, Ivie & Associates Inc. 

•  Doug Miller, CFO at Sutter O’Connell Company

•  Phil Roush, vice president of finance at SanDisk Corp. 

•  Judy Roy, executive vice president of finance and administration at 
Indiana Tech 
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INTRODUCTION

Sony, Target, Westinghouse, Home Depot, U.S. 
Steel, Neiman Marcus, and the National Security 
Agency (NSA). The security breaches suffered by 
these and many other organizations, including most 
recently the consolidated attacks on banks around 
the world, combined with an 80 percent increase in 
attacks in just the last 12 months, have catapulted 
cybersecurity to the top of the list of priorities and 
responsibilities for senior executives and board 
members. 

The devastating effects that a security breach can have 
on an enterprise, coupled with the bright global spotlight 
on the issue, have forever removed responsibility for data 
security from the sole province of the IT department and 
CIO. While most in leadership positions today recognize 
the elevated importance of data security risks in their 

organization, few understand what action should be 
taken to address these risks. This white paper explains 
and demystifies cybersecurity for senior management 
and directors by identifying the steps enterprises must 
take to address, mitigate, and respond to the risks 
associated with data security.

OFFICERS AND DIRECTORS ARE UNDER A 
LEGAL OBLIGATION TO INVOLVE THEMSELVES IN 
INFORMATION SECURITY 

The corporate laws of every state impose fiduciary 
obligations on all officers and directors. Courts will not 
second-guess decisions by officers and directors made in 
good faith with reasonable care and inquiry. To fulfill that 
obligation, officers and directors must assume an active 
role in establishing correct governance, management, 
and culture for addressing security in their organizations.

CYBERSECURITY ACTION STEPS FOR OFFICERS AND DIRECTORS

 » EDUCATE YOURSELF ON INFORMATION SECURITY. 
Officers and directors need to educate themselves on 
information security. This education should not be limited 
to a single meeting, but rather should be a recurring 
agenda item in meetings. 

 » FORM AN INFORMATION SECURITY COMMITTEE. 
Form an information security committee that is charged 
with the design, implementation, and day-to-day oversight 
of cybersecurity compliance efforts.  The board should 
periodically review the composition, purposes, and 
activities of the committee.

 » REGULARLY EVALUATE SECURITY STATUS. Require 
that the information security committee issue regular 
reports detailing information security threats and 
mitigation strategies. 

 » REVIEW PLANS AND POLICIES. Apprise yourself 
of the information security plans and policies for the 
organization.

 » PRIORITIZE SECURITY EFFORTS. Prioritize security 
efforts with a view to allocating those efforts to the 
protection of the most sensitive systems and information 
assets.

 » KNOW WHAT HAPPENS IF A BREACH OCCURS. 
Inquire about business continuity, disaster recovery, 
incident response, and insurance as each relates to 
information security.

 » BE VIGILANT OF SUPPLIERS. Ensure critical suppliers 
and vendors have management processes and 
agreements in place to address information security, 
including the availability of alternate suppliers.

 » EMBED INFORMATION SECURITY IN NEW 
RELATIONSHIP DECISIONS. Require information 
security risks be included in any due diligence of a 
proposed target corporation, key new customers, and 
business partners.

 » WORK WITH YOUR GENERAL COUNSEL. Work with 
your general counsel to establish processes to extend 
the attorney-client privilege and work product doctrine to 
relevant information security issues, particularly audits 
and forensics investigations following a potential breach.
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CYBERSECURITY BY THE NUMBERS 

DATA BREACHES GROWING EXPONENTIALLY1

IMPACT OF THEFT OF  
INTELLECTUAL PROPERTY2

number of records compromised

      estimated annual cost

$200-250
                          billion

and 200,000  
                        jobs

estimated annual cost
  up to

    $538
                             billion

                 GLOBALLY

average cost

 $100,000

total cost to the global economy

 $400 billion
(approximately 15-20% of the revenue due to       
                                              the Internet lost)

average cost of a breach 
                            in the U.S.

   $5.85 million

cost for each
    record compromised

$201

an increase of 81% from 2013

2012 93  
million

552 
million

one 
billion

2013

2014

in the

  U.S.

DISTRIBUTED DENIAL OF SERVICES ATTACKS3

AGGREGATE DATA BREACH COSTS4

every
  hour

average decrease
     in net earnings in
4 quarters
      following breach

average reduction in
     analysts’ earnings
forecasts in 90 day
      period after breach
            compared to 90 day        
              period prior to breach

22%

13%

1 Steve Ragan, Nearly a Billion Records Were Compromised in 2014, CSO (Nov. 17, 
2014) http://www.csoonline.com/article/2847269/business-continuity/nearly-a-
billion-records-were-compromised-in-2014.html.

 Internet Security Threat Report 2014 (2013 Trends, Volume 19) Symantec 
Corporation (2014) https://www.symantec.com/content/en/us/enterprise/other_
resources/b-istr_main_report_v19_21291018.en-us.pdf.

 
2  Net Losses: Estimating the Global Cost of CyberCrime, McAfee Center for Strategic 

and International Studies (2014) http://www.mcafee.com/us/resources/reports/
rp-economic-impact-cybercrime2.pdf.

 
3  Whitepaper, DDoS Imposes $1M Hit on Website and e-Commerce Performance, 

Neustar Market Pulse (2014) http://resources.idgenterprise.com/original/AST-
0105410_NeustarMarketpulse.pdf.

 

4  Research Report, 2014 Cost of Data Breach Study: Global Analysis, Ponemon 
Institute (2014).
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THE EVOLVING STANDARD OF CARE FOR 
INFORMATION SECURITY  

Every organization is exposed to information 
security threats daily. 

It is essential for your organization to have an information 
security protection program that is properly designed, 
documented, executed, and updated to minimize 
exposure to information loss, disruption of operations, 
and liability to third parties and regulators. 

has committed appropriate financial, technical, and 
human resources to its program, as both various new 
risks and protective strategies develop. Information 
security cannot be addressed as a one-time effort to 
develop and implement a comprehensive program, 
as well as supporting policies, that are then shelved; 
ongoing execution, monitoring, and reassessment are 
required.   Third party auditor reports (e.g., SOC 2® audit 
made under the AICPA Guide:  Reporting on Controls at 
a Service Organization Relevant to Security, Availability, 
Processing Integrity, Confidentiality, or Privacy) can be 
valuable tools in assessing the security level of your 
own organization, as well as that of relevant business 
partners and vendors.

For example, an information security program 
implemented prior to 2011 that did not include a well-
designed and executed vendor security due diligence 
approach may have met the applicable standard of care; 
but, subsequent to the many recent data breach events, 
that same approach may not be found to conform with 
the evolved standard of care resulting from those events.

An overview of key information security 
concepts that every officer and director 
should be familiar with is attached as an 
appendix to this white paper. 

The standard of reasonableness against which your 
information security program will be measured is not static 
— rather it is evolving to keep pace with the latest security 
threats and risks. The legal determination of whether 
your organization has conducted its information security 
program in conformance with the applicable standard 
of care will include an examination of the elements of 
your program to determine whether your organization 

THE EVOLVING STANDARD OF CARE FOR INFORMATION SECURITY

Use of offshore vendors has proliferated. When sensitive data is involved, 
the standard of care requires substantial contractual protections relating to 
confidentiality and security. Specific additional regulatory restrictions now 
apply to health and financial information.

2005 2015

Password/biometric access and encryption of  
data on laptops and smartphones not common.

BYOD (Bring Your Own Device) policies 
essentially did not exist. Businesses required 
only company owned and approved devices.

Processing data using offshore vendors  
was common and relatively unregulated.

Cyber insurance virtually non-existent. 

Vendor security due diligence not common. 

Password/biometric access and encryption of data on laptops and 
smartphones is industry standard and the subject of best practices from 
regulators.

BYOD policies are now common place. Employees are permitted to use 
personal devices to access corporate data. Evolving standard of care to 
segregate and protect corporate data while on personal devices.

Cyber insurance rapidly becoming more prevalent.

Robust vendor security due diligence is industry standard and the 
subject of regulatory guidance for best practices.
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WHY ARE CYBER ATTACKS SO INSIDIOUS?

The risks presented by cyber-attacks are unlike any 
other that businesses typically encounter. 

Anyone with a laptop, an Internet connection, and 
rudimentary hacking skills can reach out from anywhere 
in the world and cause dramatic harm to your business by 
disrupting operations, compromising your most sensitive 
data, or causing you to lose the confidence of your 
customers and business partners. To add insult to the 
injury, any one of the above can subject your business to 
regulatory scrutiny, fines, and sanctions. 

Moreover, the attacker knows it will be almost 
impossible to identify him or her.  Even if the attacker 
could be identified, he or she may reside in one of the 
many jurisdictions in which there are no specific cyber-
crime laws. In any event, it is also highly probable that 
the attacker (unless a foreign government or competitor) 
has no assets to satisfy any judgment, even if one could 
be obtained. The high impact of cyber-attacks and low 
risks to the attacker fuel the growth in attacks we are 
witnessing. The bottom line: If attacked, the likelihood 
that a business will have any real remedy against the 
culprit is very low.

WHY CYBER ATTACKS ARE SO INSIDIOUS

inadequate/ 
non-uniform 
 regulation and laws

frequently leave 
no traces  

easy for attacker 
to hide

no need for physical 
contact with victim

small investment 
can cause massive 
economic damage

it’s easy to learn 
attack techniques and 
acquire hacker tools

many networks   
and countries  
may  be involved
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COMMON SECURITY MYTHS

One of the greatest challenges for organizations 
attempting to address cybersecurity risks is the 
number of fundamental myths that exist about 
security.  Those myths cause organizations to 
incorrectly assess threats, misallocate resources, 
and set inappropriate goals. Dispelling those myths 
is key to developing a sophisticated, appropriate 
approach to information security.

MYTH #1: “IT’S ALL ABOUT THE DATA.”

All too frequently, “security” is thought of as ensuring 
data cannot be accessed or used for unauthorized 
purposes or by unauthorized users. While this is certainly 
a key concern, the systems and networks on which the 
data reside must also be protected against attack. For 
example, a denial of services attack (DOS attack) is 
not aimed at gaining access to a business’ sensitive 
data, but at preventing others, such as customers and 
business partners, from accessing and using that data.

MYTH #2: “IT’S ALL ABOUT PRIVACY.”

Another common misconception is that security 
relates only to the protection of personally identifiable 
information. While the protection of personal information 
is clearly of critical importance, other types of information 
assets must also be protected. Additional information 
assets include trade secrets and other intellectual 
property (such as source code for a company’s software 
products), competitive information (such as customer 
and supplier lists), pricing and marketing data, company 
financial information, and more.

MYTH #3: “IT’S ALL ABOUT CONFIDENTIALITY.”

When talking about security, the tendency is to focus 
on the most obvious element: ensuring data is held in 
confidence (i.e., the data is not used by unauthorized 
individuals or for unauthorized purposes). For data to be 
truly secure, it must be confidential, the integrity of the 
data must be maintained, and it must be available when 
needed. These are the three prongs of the well-known 
information security acronym “CIA.” 

“Confidentiality” means the data is protected from 
unauthorized access and disclosure. “Integrity” means 
the data can be relied upon as accurate, and that it 
has not been subject to unauthorized alteration. Finally, 
“availability” means the data is available for access and 
use when required. It does no good to have data that is 
confidential and the integrity maintained, but the data is 
not actually available when a user requires it. To achieve 
this last requirement, the systems on which the data 
resides must have specific service levels for availability, 
response time, and more. This is particularly important 
when a third-party vendor may be hosting the data for the 
benefit of the business.

MYTH #4: “TO BE A HACKER, YOU MUST BE A 
TECHNOLOGICAL GENIUS.”

It is a common error for businesses to focus their 
security measures on the professional hacker. That is, 
your security measures are designed to protect against 
individuals or entities that are highly skilled in programming 
and technology. Such skills are, however, no longer a 
pre-requisite to hacking activities. Today, someone with 
little or no knowledge of technology can find online, easy-
to-use hacking tools capable of causing substantial harm 
to a business. These individuals are sometimes referred 
to in the hacking community as “script kiddies” because 
they require no real hacking knowledge. There are also 
a wide range of readily available books that can quickly 
educate even technological neophytes regarding hacking. 

Finally, one of the most effective means of hacking in use 
today — social engineering — requires no technological 
skills whatsoever. Rather, to be an effective social 
engineer, all that is required is self-assurance and a 
knowledge of human nature. One prevalent form of social 
engineering is phishing — a hacker sending fake emails 
soliciting sensitive information or including attachments 
that install malware that can infect a company’s network. 
Phishing attacks and other social engineering techniques 
were used recently to conduct a concerted attack on 
banking institutions worldwide, causing losses of $300 
million — or possibly as high as $1 billion. 
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BALANCING SECURITY AND USABILITY

As security protections are increased, 
usability of the secured systems decreases 
and vice-versa.

MYTH #5: “I CAN ACHIEVE 100 PERCENT SECURITY.”

Finally, one of the most common misconceptions about 

security is that complete security can be achieved or that 

complete security is required by law or industry practice. 

Neither is correct. Both laws and industry practices 

require businesses to do what is “reasonable.” Complete 

security is not required or even a realistic goal. Studies 

show that it would require businesses to increase their 

overall security budgets nine-fold to address just 95 

percent of the threats. That increase would, in most 

cases, exceed the overall budget for the entire business. 

In addition, there is a fundamental paradox with regard 

to security efforts: As security protections are increased, 

usability of the secured systems decreases. That is, the 

greater the security, the less useful the thing secured 

will be.  

SECURITY

USABILITY
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KEY ELEMENTS TO A CYBERSECURITY COMPLIANCE 
AND RISK MANAGEMENT PROGRAM 

An effective cybersecurity risk management program 
requires an effective governance structure based 
on the organization’s risk appetite — just like the 
company would create for any other material risk. 

A key success factor to your program will include 
engaging management with security risk, and 
producing information risk management policies and 
procedures. While the components of a cybersecurity 
risk management program may vary from organization to 
organization, certain key elements are generally common 
to all effective programs. The following is a list of the 
10 key elements and a set of checklists of important 
considerations as to each element.

10 KEY ELEMENTS OF  A CYBERSECURITY 
RISK  MANAGEMENT PROGRAM

INCIDENT MANAGEMENT

USER EDUCATION AND AWARENESS

MANAGING USER PRIVILEGES

HOME AND MOBILE WORKING

REMOVABLE MEDIA CONTROLS

MALWARE PROTECTION

MONITORING

SECURE CONFIGURATION

NETWORK SECURITY

CYBERSECURITY INSURANCE

1

1
2
3
4
5
6
7
8
9

10

            INCIDENT MANAGEMENT  
            CHECKLIST
“Incident Management” refers to people, 
processes, and technologies triggered by a 
security breach to resolve the breach and 
mitigate risk.

 □ Does your company have an established multi-
disciplinary incident response team, comprised 
of personnel from information security, 
compliance, legal, corporate communications, 
and relevant managers?
 □ Does your company have an established 
incident response policy describing the actions 
to be taken, by whom, and in what order in the 
event of a breach?  
 □ Does your company have pre-established 
relationships with potentially key outside 
vendors, who may be required to assist in 
investigating and resolving a security incident, 
for example, information security consultants 
and computer forensics experts?
 □ Does your company include language in its 
vendor agreements, requiring the vendor to 
promptly report potential incidents, cooperate 
in investigating the incident, preserve relevant 
evidence, and so forth?
 □ Does your company have backup/disaster 
recovery/business continuity plans in place to 
minimize the impact of an incident causing a 
system outage or data loss?
 □ Does your company periodically (at least once 
a year) test its incident response, backup, and 
disaster recovery policies and procedures? 
 □ Are procedures in place, coordinated with 
general counsel or outside counsel, to ensure 
relevant investigative activities are subject to 
the attorney-client privilege or work-product 
doctrine?
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MANAGING USER PRIVILEGES 
CHECKLIST

“User privileges” refers to the rights users are 
granted in accessing systems and data. The 
well-known security principle of “least privilege” 
requires that users be granted only the level 
of access necessary for them to conduct their 
jobs, but nothing more. For example, a worker 
in the mailroom would not be granted computer 
access to payroll records.  

 □ Do your company security policies and 
procedures include the principle of least 
privilege in granting user access rights?
 □ Are accounts with broad access rights limited 
to individuals that truly require them?
 □ Are audits and reviews performed on a periodic 
basis to re-assess the rights and privileges 
granted users? All too often, a user’s duties 
may change, and they no longer require access 
to data previously granted to them. In those 
cases, the user’s access rights should be 
altered to prevent further access to that data.
 □ Do you require your employees to sign 
confidentiality agreements or otherwise 
acknowledge their confidentiality obligations to 
the company? 
 □ Do your company security policies and 
procedures ensure user access rights are 
limited, suspended, or terminated when a user 
is the subject of investigation for wrongdoing 
or is notified their employment may be 
terminated?
 □ Does your company conduct appropriate 
background screening for employees and 
contractors with access to sensitive information 
and systems?
 □ Do you conduct appropriate data security due 
diligence for vendors that will have access to 
company confidential information or personal 
information? 
 □ Do you have appropriate contractual 
protections in place in agreements with vendors 
that will have access to company confidential 
information or personal information?

USER EDUCATION AND 
AWARENESS CHECKLIST

 □ Are company security policies and procedures 
written in plain English, capable of being 
understood by all relevant employees? Consider 
developing summaries of all policies for easier 
review and understanding by employees.
 □ Are employees trained regarding corporate 
information security policies and practices? 
Training should be conducted on initial hire; 
when an employee’s position or duties change 
so as to alter their access to sensitive systems 
and data; on an ongoing basis to reinforce key 
obligations and address significant changes in 
policies or procedures; and on termination to 
ensure all information assets are returned to 
the company and to emphasize the employee’s 
continuing obligations to hold information 
assets in confidence.
 □ Does your company conduct activities to 
heighten employee awareness of significant 
ongoing threats, such as viruses contained in 
email attachments, and any newly identified 
threats, including new forms of social 
engineering? Previously, phishing was used 
by a large group of hackers stealing a total 
of $300 million to $1 billion from numerous 
banks around the world. 

32
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REMOVABLE MEDIA CONTROLS 
CHECKLIST

“Removable media” refers to USB (thumb) 
drives, memory cards (e.g., secure digital (SD) 
cards), recordable DVDs, CD ROMs, removable 
hard disks, the use of smartphones and 
tablets on to which company information may 
be transferred, and so forth. This media may 
be capable of storing dozens, even hundreds, 
of gigabytes of information, such as hundreds 
of thousands of pages of information. Since 
this type of media is generally small and easily 
transportable, there is a constant risk the media 
may be lost, not properly erased after use, or 
used by a malicious employee to misappropriate 
company proprietary information.

 □ Is your company a regulated entity, such 
as a financial services company, subject to 
regulatory guidance against use of removable 
media?
 □ Does your company have specific policies 
about use of removable media? Common 
areas addressed in these policies include:

 □ Has your company considered disabling 
USB and other connections on desktop 
and laptop computers to prevent use of 
unauthorized removable media?
 □ Does your company address removable 
media controls in vendor contracts in which 
a vendor will have access to highly sensitive 
company data?
 □ Does your company have a policy for 
securely destroying removable media that 
is no longer in service?

54 HOME AND MOBILE WORKING 
CHECKLIST

 □ Has the appropriateness of having a home or 
mobile working program (sometimes called a 
“Bring Your Own Device” or “BYOD” program) 
for your organization been assessed?
 □ Have all stakeholders within the company 
been consulted in creating the policy, including 
human resources, compliance, information 
security, legal, relevant managers?
 □ Have any regulatory obligations been identified 
that would impact implementation of a BYOD 
program, such as regulatory guidance limiting 
use of removable media with personal 
information stored on them?
 □ Has the company developed a clear and 
detailed BYOD policy regarding its expectations 
and the obligations of participating employees?
 □ Have employees been properly trained 
regarding the BYOD policy and their obligations 
to uphold your company’s security standards in 
using home and mobile devices?
 □ Does your company require encryption of 
company data on laptops, smart phones, 
tablets and other mobile devices, as well as 
backups of data stored off-site?
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MALWARE PROTECTION 
CHECKLIST

 □ Does your company have industry standard 
anti-virus/malware software installed on its 
systems? Is that software continuously updated 
to reflect the latest virus databases, signatures, 
and more?  
 □ Has your company trained users to avoid 
high-risk activities that may give rise to virus 
transmission, including clicking on attachments 
or hyperlinks in email from unknown third 
parties, installing software from vendors the 
company has not specifically approved, or 
connecting non-company supplied removable 
media to company systems?
 □ Do company security policies address anti-
virus/malware, including use of appropriate 
protections in BYOD programs?

MONITORING  
CHECKLIST

 □ Does your company have an established policy 
and associated procedures to monitor access 
to and use of its systems and data?
 □ Has your company deployed technologies (e.g., 
intrusion detection systems) to effectuate 
those policies?
 □ Does your company ensure that the log files 
created by monitoring technologies are not 
subject to modification? For example, the log 
files must be protected to prevent a hacker 
from erasing his tracks.
 □ Are the log files and other information generated 
by the monitoring procedures reviewed, either 
by individuals or other technologies, to identify 
potential threats?

8

7

6 SECURE CONFIGURATION 
CHECKLIST

 □ Does your company have a current inventory of 
all key information assets, systems, networks, 
and related technologies? 
 □ Does your company subscribe to and monitor 
notifications to the United States Computer 
Emergency Readiness Team (US-CERT) or 
similar service, vendor notifications, and other 
recognized sources of information for critical 
patches to software? 
 □ Does your company have an encryption policy 
addressing encryption of sensitive data as 
required by law or otherwise dictated by industry 
standards and risk assessments?
 □ Does your company have a process to fix or patch 
identified security problems in an adequate and 
timely manner?  
 □ Do company security policies address secure 
configuration activities, such as changing 
default passwords in software and hardware, 
removal of outdated and insecure technologies, 
and the other areas described in this section?
 □ Does your company dispose of computers, 
laptops, hard drives, removable media and 
other storage media in a secure manner, so 
as to avoid unauthorized access to data on 
hardware no longer used by the company? 
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NETWORK SECURITY 
CHECKLIST 

 □ Do company security policies and procedures 
address protection of its networks from both 
internal and external attack, including use of 
firewalls and malware detection technology?
 □ Does your company promptly install all updates 
and patches to its operating system software 
and all security-related software?
 □ Do you regularly (no less than annually) conduct 
penetration testing to assess the strength 
of your network protection against external 
attacks?
 □ Are corporate wireless networks secured 
using industry best practices, for example, 
changing default router passwords, avoidance 
of insecure encryption protocols like Wired 
Equivalent Privacy (WEP) and Wi-Fi Protected 
Access (WPA), firewalls, and not broadcasting 
its Service Set Identifier (SSID)?
 □ Are network perimeter defenses configured to 
filter or block suspicious access or activities?
 □ Are network servers and other network 
components protected physically through use 
of secure and locked facilities?

109 CYBERSECURITY INSURANCE 
CHECKLIST

 □ Does your company have cybersecurity 
insurance that protects it against security 
incidents, including hacking, viruses, data theft, 
and inadvertent loss of personal information? 
Most general commercial liability policies either 
contain express exclusions or will not cover 
security incidents.
 □ If you have cybersecurity insurance, are you in 
full compliance with the requirements of the 
policy? Some policies require a baseline level of 
data security to be implemented and maintained 
within the organization.
 □ Does your vendor due diligence and contracting 
process ensure vendors that handle your 
information assets have adequate cybersecurity 
insurance?
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YOUR INFORMATION SECURITY POLICY 
LIBRARY 

As noted throughout the checklists above, a critical 
element of your organization’s information security 
program is to have appropriate written policies in 
place. 

The following identifies the most critical policies 
your company should consider as part of its security 
compliance program. 

INFORMATION SECURITY POLICY

Typically, the core policy for the information 
security program is a detailed information security policy, 
addressing a number of different security issues and 
directed primarily to the information security team. These 
issues may be dealt with in a single policy or divided into 
smaller sub-policies; but each of these issues should be 
addressed in a written policy. 

 » Access control

 » Establishing network connection 

 » Password management

 » Encryption

 » Viruses, malicious software, and change control

 » Perimeter firewall management and protection

 » External network connections

 » Software updates and patch management

 » Disposal of data, devices, storage media, and other 
hardware containing information

 » Network security management

 » Log management and monitoring

 » Password management

 » Physical security

 » Remote access to company network

 » Wireless network security

ACCEPTABLE USE OF ASSETS POLICY

This policy addresses employee use of 
information systems, networks, email, Internet access, 
and more. 

BACKUP, DISASTER RECOVERY, AND 
BUSINESS CONTINUITY

This policy provides procedures for backing up company 
data and recovering from an outage, data loss, disaster, 
or other disruption of information technology services or 
infrastructure. 

HOME AND MOBILE COMPUTING

This policy addresses employee use of home 
computers and mobile devices (employee-owned and 
company-owned).

BRING YOUR OWN DEVICE (BYOD) POLICY

This policy addresses employee use of 
employee-owned devices used to perform company 
business. 

EMPLOYEE EDUCATION AND TRAINING

These policies and procedures address the 
education and training materials for employees. 

SECURITY INCIDENT REPORTING AND 
RESPONSE POLICY

These policies address the procedures for preparing 
for, recovering from, and responding to a security 
incident, such as a data security breach, resulting in the 
misappropriation of company information or consumer 
personal information. 

SOCIAL MEDIA ACCEPTABLE USE POLICY

This policy addresses employee use of social 
media for company business purposes and when using 
company systems. 

VENDOR DUE DILIGENCE AND 
CONTRACTING

This policy addresses procedures for conducting due 
diligence on and contracting with vendors that will have 
access to the company’s information assets. 

1

3

4

5

6

7

8

9

2
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CONCLUSION AND KEY TAKEAWAYS

To comply with their fiduciary duties, senior 
officers and directors must take an active role 
in the implementation and management of your 
organization’s information security program. 

The evolving standard of care requires continued diligence 
and attention to data security safeguards and policies 
utilized by your organization. The steps and action items 
described above will assist officers and directors in 
keeping up with this evolving standard of care, including:

 » Senior management educating themselves on the 
fundamentals of information security. 

 » Establishing an information security committee 
subject to board oversight and review. 

 » Senior management keeping informed of the 
information security plans and policies for your 
organization.

 » Prioritizing security efforts by allocating resources 
based on the potential likelihood and magnitude of 
risk of loss, and implementing safeguards for the 
most sensitive systems and information assets.

 » Delegating authority and providing company resources 
for the implementation of the key elements of the 
enterprise’s information security program.

 » Overseeing the development of written policies and 
documentation to support the information security 
program. 

 » Periodically reassess your company’s cybersecurity 
program through regular reviews and meetings with 
decision makers and stakeholders.
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A Guide to IT Contracting: Checklists, 
Tools, and Techniques 

By Michael Overly &  
Matthew A. Karlyn

A Guide to IT Contracting: Checklists, 
Tools, and Techniques distills the 
most critical business and legal 
lessons learned through the authors’ 
decades of experience drafting and 
negotiating IT-related agreements.

Cloud Computing: A Practical 
Framework for Managing Cloud 
Computing Risk 

Prepared by the Technology 
Transactions  
& Outsourcing Practice

By leveraging economies of scale, 
commoditizing services, geographic 
distribution, and open source 

software to lower costs, cloud computing has become a 
staple for business. The question is no longer whether 
a business will move to the cloud, but when it does will 
it have the processes in place to effectively balance the 
risks and rewards of cloud computing.  This has led our 
firm, working with our clients, to develop the framework 
provided in this White Paper for risk management and 
mitigation. In particular, data security and privacy risks 
arising in the context of cloud computing are discussed 
in depth. This White Paper is available on foley.com.

YOU MIGHT ALSO BE INTERESTED IN

Big Data: A Business and Legal Guide 

By James R. Kalyvas &  
Michael Overly

“Big Data” is discussed with 
increasing importance and urgency 
every day in boardrooms and in other 
strategic and operational meetings at 
organizations across the globe. This 
book starts where the many excellent 
books and articles on Big Data end 

– we accept that Big Data will materially change the 
way businesses and organizations make decisions. Our 
purpose is to help executives, managers, and counsel 
to better understand the inter-relationships between Big 
Data and the laws, regulations, and contracting practices 
that may have an impact on the use of Big Data. There 
are multiple chapters addressing issues relevant to 
cybersecurity, such as information security, data privacy, 
and cyber insurance.

CONTACTS AND MORE INFORMATION

SUBSCRIBE TO CYBERSECURITY UPDATES

Chanley T. Howell 
Partner 
Jacksonville, Florida 
904.359.8745 
chowell@foley.com 

Michael R. Overly 
Partner 
Los Angeles, California 
213.972.4533 
moverly@foley.com 

If you would like to receive updates on new information security issues, laws, and related matters, send an email with the 
word “subscribe” in the subject line to foleyinfosec@foley.com.

James R. Kalyvas 
Partner 
Los Angeles, California 
213.972.4542 
jkalyvas@foley.com

CONTACTS
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ENCRYPTION    

Encryption is a critical aspect of any data 
security program. Encryption is the process 

of scrambling data using a computer algorithm so that 
the data cannot be read without having the “key” to 
decipher or unlock the encrypted data. As encryption 
has become more feasible, affordable, and ubiquitous, 
it has become both a legal and industry standard 
for protection of sensitive information. For example, 
regulatory guidance for the Health Insurance Portability 
and Accountability Act (HIPAA), the Gramm-Leach Bliley 
Act (GLBA), Massachusetts state law, and Nevada state 
law all contain encryption requirements for sensitive 
information under certain conditions. The Payment Card 
Industry Data Security Standards (PCI DSS) require 
encryption of credit card information.

The security afforded by encryption is based on “time.” 
That is, how long would it take using readily available 
current technology, working 24 hours a day, to crack 
the encryption. For most strong methods of encryption, 
this “brute force” method of cracking is measured, at 
minimum, in terms of years and, more commonly, in 
terms of decades. The problem is that technology is 
constantly evolving. The power of the most sophisticated 
desktop computer of just a few years ago can now be 
found in a wristwatch. As the power of readily available 
computers increases, encryption methods thought to 
be secure are now unsecure. This is why the type and 
strength of encryption used to protect data must be 
periodically reviewed and updated. 

Even when not legally required, encryption provides 
important liability protections. For example, HIPAA 
exempts health care organizations from data breach 
notification obligations in the event that electronically 
stored health information is encrypted using industry 
standard techniques. Similarly, state laws that require 
notification of security breaches to consumers and 
attorneys general provide an exception if the data is 
encrypted.

APPENDIX — KEY INFORMATION SECURITY 
CONCEPTS

Many people confuse password protection and 
encryption. For example, while it is possible to require a 
password to access a device or open a file, it does not 
necessarily mean the data on the device or in the file is 
encrypted. Data on a laptop that is password-protected 
without encryption can be accessed relatively easily, 
using widely available computer forensics tools. Because 
the data is not encrypted it can still be read. Thus, in 
order to protect data on a laptop or other mobile device, 
it should be encrypted. 

The encryption can be at the “file level” or the “disk 
level.” File level means the data is encrypted on a file-
by-file basis. Some files may be encrypted, while others 
are not. Encryption at the disk level means all data on 
the entire hard drive of the device is encrypted. Disk 
encryption is the industry standard when encrypting data 
on a laptop, smart phone, or other mobile device or 
storage media.

FIREWALLS  

A firewall is a software and/or hardware 
solution that protects a company’s network 

from unauthorized access from outside networks, for 
example, hacking attempts from the Internet. The 
firewall is configured to block access from certain 
sources, such as known bad actors and certain content, 
including known viruses and malware that can be used 
to infiltrate a company’s network. The firewall software is 
continuously updated to block known malicious sources 
and content.  

INTRUSION DETECTION SYSTEMS    

Similar in function to a firewall, an intrusion 
detection system monitors network activity 

within the organization (behind the firewall), while a 
firewall looks outward to prevent intrusions. For example, 
an intrusion detection system can be configured to 
trigger an alarm if certain type of network traffic or activity 
matches a library of known attacks. It can also trigger 
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an alarm if certain critical files are modified or deleted. 
Finally, the intrusion detection system can provide an 
alert if the network activity is not “normal,” such as a 
higher or different type of activity. 

ACCESS CONTROLS

Access controls establish limits and 
restrictions on which employees can access 

what data and systems. Companies should implement 
the concept of “least privilege,” which is the principle 
that employees and other individuals should be granted 
the least amount of privilege — or access rights — 
necessary for the individual to do his or her job. This 
mitigates the risks associated with accidents, mistakes, 
intentional misconduct, and unauthorized use of an 
individual’s access credentials. Although this security 
principle has been around at least since the 1970s, many 
organizations do not properly implement restrictions on 
network access rights. 

PENETRATION TESTING

Penetration testing is the practice of hiring 
an outside consultant to test the strength 

and vulnerabilities of a company’s network with respect 
to attacks from outside of the network. Systems are 
constantly changing, meaning a system that is relatively 
secure one month may not be as secure the next. 
Periodic penetration is required under the Payment Card 
Industry Data Security Standards for companies that 
process credit card information. Penetration testing 
every six months, or at least annually, is an important 
step in keeping a company’s network secure against 
outside hacking attacks. 

PHISHING/SPEAR PHISHING

“Phishing” refers to a social engineering 
technique in which a perpetrator sends out 
communications, typically in the form of email, that 
appear to be from a reputable source (e.g., a well-
known bank, broker-dealer, or department store).  
Unsuspecting recipients are lured into responding to the 
communication by disclosing their personal information, 
account access codes, or other sensitive information. 

In addition, the communications may contain innocuous 
looking hyperlinks that are, in fact, means of downloading 
viruses to the recipient’s computer. Phishing generally 
involves sending the same communication to a large 
number of recipients with the hope that a subset will 
be lured into responding. In contrast, “spear phishing” 
refers to the more sophisticated practice of using 
publicly available information gleaned from social media, 
corporate websites, and other sources to specifically 
tailor communications to target an individual. Spear 
phishing is more time intensive for the perpetrator, 
but more likely to bear fruit. Corporate executives are 
frequent targets of spear phishing. In fact, executives in 
businesses with more than 2,500 employees stand a 1 
in 2.3 chance of receiving a spear phishing attack.5

NETWORK SEGMENTATION 

Risks to highly sensitive data (for example, 
credit card information, social security 

numbers, trade secrets, and intellectual property) can 
be mitigated by separating the data from less secure 
networks and systems that can be accessed through the 
Internet. For example, a server that contains sensitive 
employee information, such as Social Security numbers, 
can be segregated from servers that can be accessed by 
the public from the Internet.

VENDOR DUE DILIGENCE

More and more companies are providing 
outside vendors and business partners with 

access to company networks for purposes of exchanging 
data. The vendor’s network then, in essence, becomes 
an extension of the company’s network. If the vendor has 
weak security, the vendor’s network can be breached 
and then used to enter the company’s network. The 
source of the Target security breach originated through a 
refrigeration, heating, and air conditioning subcontractor 
that had access to Target’s network. Effective vendor 
due diligence and periodic auditing (or audit reporting 
requirements) can mitigate these risks.

5  Internet Security Threat Report 2014 (2013 Trends, Volume 19), Symantec 
Corporation (2014) http://www.symantec.com/content/en/us/enterprise/other_
resources/b-istr_main_report_v19_21291018.en-us.pdf
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