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Leader, Forensic Technology Services, Grant Thornton LLP | Thomas F. Kissinger, Senior 
Executive Vice President, General Counsel & Secretary, The Marcus Corporation | DeVona 
Wright Cottrell, Director & Associate General Counsel, Robert W. Baird & Co. Incorporated 

Introduction: Jim to introduce presentation and panelists: 5 mins.

Overview: Discussion of how several companies have integrated cybersecurity into their day-to-
day operations, with a focus on the role of the Board of Directors based on NACD 
recommendations. [Jen to introduce overview of panel discussion and to provide audience 
NACD worksheet: 3 mins]

1. Cybersecurity is an enterprise risk management issue: The Board should understand 
and approach cybersecurity as an enterprise risk management issue, not just an IT issue. 
[10 minutes]

a. The Board should be trained on their duties related to overseeing cybersecurity 
risk.  

b. Foley will tee up this area about fiduciary duties and then ask Tom and DeVona
to discuss (i) who does the Board training for Baird and Marcus; (ii) how the 
training is organized; and (iii) how the organization reports up to the Board.

c. Audience question: 
i. How do you ensure your Directors are trained? [give options for audience 

to raise hands to vote: (a) CISO or his/her designee provides training; (b) 
third party consultants come in to train the Board; or (c) the Board does 
not receive any formal cybersecurity training].

2. Legal implications of cyber risks: The Board should understand the legal implications 
of cyber risks as they relate to the company’s specific circumstances. [15 minutes]

a. Which laws or standards regulate the company? HIPAA? GLB? GDPR? FTC? 
State data breach laws? Other state laws, like New York’s new cybersecurity law? 
PCI? Various cybersecurity frameworks/controls? These should also impact the 
preparation and response for a data event. 

b. Foley and Julian will start off this topic, discussing the 
laws/standards/frameworks noted above, with Julian adding international flavor. 
Foley to reference its handouts.

i. Foley will ask DeVona to discuss Baird’s international approach and the 
impact of Baird being a highly regulated business. 

ii. Foley to will ask Tom to discuss Marcus’ PCI compliance efforts, with 
the nuance of PCI being a standard, not a law.

c. Audience question: What laws/regulatory issues keep you up at night? [take 2-3 
audience members’ answers]. 
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3. Expertise / 4. Adequate Resources: The Board should have adequate access to 
cybersecurity expertise and give cyber risk management regular and adequate time on 
Board meeting agendas. The Board should set the expectation that management will 
establish an enterprise-wide risk management framework with adequate staffing and 
budget. [15 minutes]

a. Resources/Expertise: CISO, external IT consultants, legal counsel (whether in-
house or outside counsel). Internal and external IT consultants should work 
together. If external IT consultants are hired, consider having outside counsel 
directly hire those consultants on behalf of the client to enhance the attorney-
client privilege. The reports prepared by these consultants may become 
discoverable by third-party plaintiffs in the event the company experiences a data 
breach. The company should have a security incident response plan that meets 
applicable law and best practices to help the company prepare for and respond to 
a data breach. [5 minutes]

i. Foley to start it off – discuss that internal and external teams need to be in 
place and the company needs to develop an incident response plan.

ii. Johnny to discuss GT’s role. 
iii. Foley and Tom to discuss hiring vendors under attorney-client privilege.

b. Adequate time on Board meeting agendas.  [5 minutes]
i. DeVona and Tom will discuss their Boards’ practices regarding 

discussing cybersecurity. 
ii. Audience question: How often does your Board address cybersecurity 

risk? [present options and audience votes by hands: (a) every Board 
meeting; (b) once or twice a year; or (c) never].

iii. Audience question: How does your Board receive information on 
cybersecurity risks? [give options for audience to raise hands to vote: (i) 
benchmarking metrics; (ii) CISO report; (iii) other (take two-three 
audience responses for “other”].

c. Discuss cybersecurity enterprise-wide risk frameworks that the policies and 
procedures are measured against. Security, privacy and other cyber-related 
policies and procedures should be compared against best practice models and 
legal and regulatory requirements and be updated based on the results of the most 
recent risk assessment. [5 minutes]

i. Foley to discuss how the Board should go about choosing which 
cybersecurity framework to adopt and the impact on the policies and 
procedures developed to comply with the framework. 

5. Managing risks: Management discussions should include identification of which risks to 
avoid, which to accept, and which to mitigate or transfer through insurance. [25 minutes]

a. Identify risks and vulnerabilities through a security risk assessment. Assess risk 
management plans to ensure measures have been taken to reduce the risks and 
vulnerabilities identified in the security risk assessments. The company should 
seek appropriate expertise to ensure the risk management plan contains best 
practice approaches used across the industry. [5 minutes]
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i. Foley to summarize security risk assessments and risk management plans, 
and the importance of both.  

ii. Johnny to discuss how GT assists companies with security risk 
assessments and risk management plans. 

iii. Foley and Julian to discuss how Foley and Linklaters help companies 
with the above areas.

b. Conduct table top exercises to see how the company performs in a mock data 
breach scenario. [5 minutes]

i. Tom to discuss Marcus’ table top exercises and other real-life exercises 
Marcus takes to practice for data event. 

ii. DeVona to discuss Baird’s approach.
c. Conduct employee security awareness training to reduce the risk of phishing and 

other employee related cyber-attacks. [5 minutes]
i. Johnny to discuss GT doing Board training/phishing attack training.

ii. DeVona will discuss the practice exercises Baird has undergone.
d. Vendor management program should include review of cloud and other vendor 

contracts to ensure appropriate security controls are in place and liability and risk 
are appropriately allocated between the parties. The security posture of these 
vendors should be assessed, such as through vendor questionnaires or third-party 
audits. [5 minutes]

i. Johnny to discuss vendor management and how GT audits vendors, 
focusing on how the Directors need to understand that risk comes from 
vendors and not all vendors are equivalent.

ii. Julian to discuss GDPR requirements for vendor management.
iii. DeVona to discuss internal practices. 

e. Determine whether to obtain cyber insurance policies, and then understand the 
coverage and limits of such coverage. Company should ensure it has control to 
choose its data breach panel of experts, including preferred legal counsel. [5 
minutes]

i. Foley to discuss that, practically speaking, some organizations choose to 
purchase cyber insurance and others do not. Board needs to have an 
understanding of this. 

ii. Audience question: How many people in the room have cyber insurance? 
(audience votes by raising hands) How many know what that cyber 
insurance covers? (audience votes by raising hands)
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Understand and Approach Cybersecurity as an  

Enterprise-wide Risk Management Issue, Not Just an IT Issue 

Understand the Legal Implications of Cyber Risks as They Relate to the 

Company's Specific Circumstances 

Have Adequate Access to Cybersecurity Expertise and Give Cyber Risk 

Management Regular and Adequate Time on Board Meeting Agendas 

Set the Expectation that Management will Establish an Enterprise-wide Risk 

Management Framework with Adequate Staffing and Budget 

Management Discussions Should Include Identification of Which Risks to Avoid, 

Which to Accept, and Which to Mitigate or Transfer Through Insurance 



Recent cybersecurity 
incidents a wake-up call:

Cybersecurity still isn’t getting the respect it deserves.  
Despite an increasing number of data breaches, 
including the recent Equifax breach which exposed 
sensitive information such as names, birth date, 
social security numbers, driving license information 
and credit card numbers of millions of consumers, 
many organizations have yet to embrace privacy and 
security as core values.  Now is not the time to point 
fingers but rather consider it a wake-up call to take 
proactive action. 

Even though the Equifax incident is the largest known 
hack this year, there have been over 1,000 reported 
data breaches in 2017 thus far, according to an 
Identity Theft Resource Center report—a jump of 23% 
over 2016 levels and an increase of 29% in just the 
first half of the year. The 12 million records exposed in 
the 791 breaches that took place during the first half 
of the year are just the tip of the iceberg.

Take action with these proactive steps

Over 1,000 reported data breaches in 2017 thus 
far, according to an Identity Theft Resource Center 
report—a jump of 23% over 2016 levels and an increase 
of 29% in just the first half of the year.

With the average cost of a data breach at a record 
high of $7.35M and an average of 55 days to contain 
a breach, according to the 2017 Cost of a Data 
Breach Report, it’s never been more important for 
organizations to prioritize security over convenience 
and implement a proactive program to protect their 
data, especially the sensitive personal data of their 
customers and clients. 

An average of 55 days 
to contain a breach, 
according to the 2017 Cost 
of a Data Breach Report.
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What caused the incident? 
Information about the event itself is still in the process 
of being investigated, however; Equifax has disclosed 
that the incident was caused by an application security 
vulnerability that had been previously disclosed in 
Apache Struts2. Leveraging this vulnerability, attackers 
were able to get a trove of personal data from 143 million 
U.S. consumers. The amount of personal information 
leaked has put virtually every organization and 
concerned individuals on notice to be on a heightened 
level of alert and awareness to fraudulent activity.   
This event continues to shine a light on the importance 
of focusing on the protection of assets most critical to 
the organization.  By taking an “asset-centric” approach 
to cyberrisk management, organizations will be better 
positioned to protect their most critical information and 
assets from nefarious exposure.  

Building a resilient  
cyberrisk program
Organizations continually have to make decisions as 
to how to allocate resources and focus to protect their 
assets, and this holds true for managing and mitigating 
cyberrisk as well. Recent studies have found that 60% of 
all breaches involved web applications , such as Apache 
Struts, while organizations take an average of over 12 
weeks to apply security patches. The timeliness and 
completeness involved with conducting
basic cyber hygiene functions such as patch 
management can vary greatly between organizations, 
however issues such as governance between patch and 
vulnerability management functions, lack of business 
involvement around vulnerability risk acceptance, and 
legacy technology environments with cumbersome 
patching processes can be drivers for this risk exposure. 
An “asset-centric” cyberrisk management approach 
can provide clarity and focus in the area of basic cyber 
hygiene to limit the probability of similar occurrences 
within their organizations.

In the case of Equifax, a large part of the credit 
reporting bureau’s business is to maintain consumer 
records that businesses use to make credit decisions 
based on their credit and spending history. This presents 
a huge opportunity for financially-motivated criminal 
organizations to cause some serious damage, including:

• Selling consumer data

• Tampering with consumer credit reports

• Opening new accounts

• Conducting unauthorized financial transactions  

In addition, state-sponsored threat actors can use  
this data to continue to build target profiles for 
espionage activities. 

While only one in a series of high-profile cybersecurity 
breaches, this latest incident serves as a reminder of 
the importance of integrating cyberrisk considerations 
properly into an overall enterprise risk management 
approach. Organizations are continually concerned 
about their overall cyber posture as indicated in  
Grant Thornton’s 2017 CFO survey in which 72% of 
financial institutions ranked cyber as a key area of  
risk for their organizations, as well as an urgent area  
of investment.

Grant Thornton’s 2017 
CFO Survey revealed 72% 
of financial institutions 
ranked cyber as a key 
area of risk for their 
organizations, as well 
as an urgent area of 
investment.
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For organizations to take a more “asset-centric approach” to cyberrisk management,  
we recommend the following:

Understand your most critical data that needs to be protected  
Map business processes, stakeholders and data systems. Organizations focused on cyberrisk need to adopt a  
full-stack view of assets, consisting of full mapping of business processes, the potential users and related technologies. 
You need to weigh your cyberrisk by conducting risk assessment against the assets that are important to your 
operations, customers, and workforce members. Only then is it possible to identify potential risks, consider those risks 
against risk appetite, and implement controls accordingly. Where risk is elevated, controls need to be higher.

Establish an agile vulnerability management program  
Vulnerability management programs enable organizations to identify potential security vulnerabilities and determine 
proper remediation strategies based on asset criticality and potential business exposure. Vulnerability assessments 
should occur on a more agile basis based on changing threat landscape and take remediation actions promptly. 
Maintaining consistent secure configuration baselines and an accurate asset inventory will help. Vulnerability 
management should not be an operation solely driven by Information Security. It should be embedded in day-to-day  
IT operations and application development.  

Apply security patches in a timely manner  
Ensuring that vendor security patches are applied in a timely manner can help safeguard against malicious attacks 
using known vulnerabilities. Equifax has disclosed that a vulnerability in Apache Struts2 (CVE-2017-9805) led to the 
security breach. Focusing on having well-vetted processes for patching systems that house critical information can 
serve as a bedrock to a sound and foundational cybersecurity program.

Have in place a fully-tested response strategy  
You need to be prepared to adequately identify a potential breach, then quickly coordinate resources and invoke the 
necessary processes to contain and mitigate effects of the breach. A great incident response program includes the 
following components:

• Clearly defined roles and responsibilities within your team. Have all stakeholders been identified and trained on 
their responsibilities in the event of a cyber incident or breach?

• Technology. What information security detection, alerting and mitigating technology solutions are in use? 

• Reporting. Has the organization identified all of its obligations related to reporting an incident? Legal? Regulatory? 
Contractual? To shareholders?

Align, integrate and measure 
It is vital to bring together operational and financial leaders with risk leaders, and align and integrate their goals, 
objectives, compliance demands and stakeholder expectations. This will require operational processes to be meshed 
with cyber controls — with a special focus on where the business is most sensitive. And all this must be overlaid with 
a system of measurement and metrics, so that leaders always can assess the threat outlook, have options to dial up 
controls and further enact a digital strategy.
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Align Integrate Measure

Business strategy 
and cyber strategy

Business process 
and cyber controls

Business outcomes  
leveraging  

cyber analytics

1 What is your cyber 
threat appetite?

2 How much cyber 
insurance is needed?

3 How do we enable 
“digital” strategy? 

Contacts
Vishal Chawla
National Managing Principal,  
Risk Advisory Services
T +1 703 847 7580
E vishal.chawla@us.gt.com 

John Pearce
Principal
T +1 703 637 4071
E john.pearce@us.gt.com

The key to managing threats isn’t necessarily greater 
investment or even manpower. Instead, it takes 
the imagination of a criminal — seeing your own 
enterprise as they would see it. Wherever you are 
most sensitive is the most likely target of future cyber 
threats. What is most valuable to you is also most 
valuable to someone who wants to hurt you.

The following figure demonstrates the AIM approach: 
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An integrated approach 

Performance-driven risk management 



1 Grant Thornton. Balancing Risk with Opportunity in Challenging Times — Governance, Risk and Compliance Survey 2016.  

2 Grant Thornton. CFO survey, January 2017.  

 

Performance-driven risk management: An integrated approach 

Many innovations that boost the performance and safety 

of our everyday cars were developed in the high-risk 

world of auto racing. From the most basic, such as seat 

belts and rearview mirrors, to the most technical, such as 

disc brakes and dual overhead cams, these features 

enable racers to pursue high performance while 

remaining relatively safe. Finely tuned engines, 

aerodynamic design and wide tires let drivers push their 

vehicles to extreme speeds. Safety belts, air bags and 

fireproof materials let them walk away from accidents 

should they exceed their limits. 

 

In sports, the arts, science and business, the pursuit of 

high performance is linked with risk. Pushing limits — 

or simply reaching beyond a comfort zone — entails 

risk-taking. High-performing individuals and 

organizations often take risks that others shun. Yet, 

when they do, they take risks that make sense for them 

and for which they are prepared. They recognize 

emerging risks and respond while they are still 

manageable. When risk events occur, they have safety 

mechanisms and risk management capabilities in place. 

 

Achieving high performance in the current business 

environment demands an understanding of not only risk 

and risk management, but also truly integrated risk 

management and how to realize it. As with automotive 

performance and safety features, risk management 

capabilities must be integrated if they are to work 

together toward achieving goals. 

 

Many leadership teams adopt risk management tools or 

methods without sufficient integration. In Grant 

Thornton LLP’s 2016 Governance, Risk and Compliance 

Survey, 43% of respondents noted that their governance, 

risk management and compliance (GRC) were ad hoc or 

fragmented and siloed.
1 
Only 7% characterized their 

GRC as value-adding and integrated. The remaining 

50% characterized their GRC as integrated (28%) or 

integrated with some value-added activities (22%). 

 

Findings from Grant Thornton’s 2017 CFO survey 

provide another window on risk management: 63% of 

respondents agreed that their organization’s approach  

to risk management aligns strongly with the business 

strategy.
2
 But a smaller proportion — 54% —agreed 

that their risk management program is integrated across 

business functions, which would be necessary to 

implement risk management aligned with the business 

strategy. In addition, only 38% judged their 

organizations as effective at disseminating risk 

intelligence across departments — a finding that 

undercuts the notion that risk management is integrated 

across business functions. 

 

In other words, definitions of integrated risk 

management vary. That’s understandable because 

organizations are working to integrate risk management 

at various levels. Yet, it is senior management’s 

responsibility to ensure that integration starts at the 

highest levels — with the value proposition, culture and 

strategy — so it can then be implemented properly 

across the business and functions. 

 

Integration usually occurs only at low levels 

Much of what is considered integrated risk management 

occurs at too low a level. Some organizations define it 

as integration of compliance and risk management or as 

integration of risk management across business lines. 

Others define integration as having a chief risk officer 

(CRO) with responsibility for coordinating risk 

management activities and reviewing disparate risk 

reports. 

 

Those can be valid goals, but they do not integrate risk 

management at a high enough level — with the value 

proposition, culture and strategy. For example, 64% of 

respondents to our 2016 GRC survey rated strategic 

risks as significant, but only 43% rated their 

measurement and monitoring of those risks as highly 

effective. When integration occurs only at low levels, 

risks and related costs remain high and resources are 

typically misallocated. For example, site-specific risk 

management tools may be adopted with little 

coordination with other tools and the overall program; 

resources may be over allocated to compliance and 

under allocated to strategic risks; certain risks go 

unrecognized. 



 

 

Similar situations arise when racing innovations move to 

production cars. Horsepower exceeds the capabilities of 

commuters. Ornamental spoilers undermine handling. 

Carbon fiber mirrors add expense without improving 

vision. On true high-performance cars, features are 

integrated into overall design and functionality to work 

together to assist the driver, pit crew and technicians. 

 

Leadership teams in high-performing organizations 

accept that risk accompanies the pursuit of growth and 

profitability. They develop, adopt, deploy and integrate 

risk management methods that enable performance 

amid the disruption that now characterizes business. 

Leadership teams in average organizations are working 

to catch up to the new reality, while others appear to be 

floundering. 

 

Following are two examples of risk-taking for high 

performance in business. 

 

The Apple stores — a positive example 

Although they are now among the world’s most 

successful retail stores in sales per square foot and per 

employee, Apple stores represented a major gamble 

back in 2001. They were an untested business model for 

Apple and could have alienated its existing retailers and 

sales channels. Most board members initially opposed 

the idea. The business media pronounced it doomed. 

 

Yet, Steve Jobs was unhappy with the stagnating sales of 

Apple’s products and wanted more control over the 

customer experience. His sense of showmanship, design 

and marketing found expression in the first two stores 

— opened on the same day in upscale Tysons Corner 

Center in McLean, Va., and in the Glendale Galleria in 

Los Angeles County. 

 

While the move was risky, Jobs and his team deemed it 

worth pursuing because they saw high potential. They 

realized that while existing retailers provided exposure 

and revenue, they lacked panache and commitment to 

Apple products. This put them at odds with the 

company’s fundamental value proposition, which 

emphasizes sleek design and enjoyable customer 

experiences. 

iPod music player was poised for launch in 2001, and 

management realized that the product and the stores 

could fuel one another’s growth. That assumption 

proved true, but consider the risks. The stores could fail 

to attract attention and generate sales. Apple could face 

embarrassment and lose retailers. But the company 

might have risked more by continuing with retailers 

who had their own employees, competing product lines 

and contradictory agendas. 

 

Apple’s fundamental value proposition had been at risk.  

So if the stores failed, it would have been a risk worth 

taking. Management would have placed a bet that did 

not pay off. But they would not have to say, “We 

should have had a better design” or “We should have 

publicized the stores more” or harbor similar regrets. 

The decision would have been in the range of 

manageable risks, because the risk was taken to support 

the value proposition.  

 

This is risk management at the highest level of 

integration — a risk taken to protect and enhance the 

value proposition. Apple’s value proposition is to 

provide an innovative, stylish, superior customer 

experience. (They don’t talk about computers and 

devices because that’s not their value proposition.) 

Apple saw the need to cultivate Apple customers in an 

Apple environment with Apple-trained employees 

focused only on Apple products. Given that the 

company has always wanted end-to-end control of the 

customer experience, the risks of retail stores were 

deemed manageable. 

 

Risks to the value proposition can kill the business 

model, the culture and the business itself, so integrated 

risk management starts there. This brings us to our 

second example. 

 

Performance-driven risk management: An integrated approach 



 

 

Mortgage lending — a negative example 

By now, the lessons of mortgage lending in the 2000s 

are clear. Misaligned incentives, unsound credit policies 

and off-loading of risk to third parties, combined with 

an assumption of ever-rising home prices, led to a 

mortgage market meltdown and financial crisis. 

 

But that event also underscores the importance of 

culture. When lenders are making loans without income 

verification and off-loading hidden risks, they have 

abandoned basic credit risk management. They have also 

distorted their value propositions and created an 

unsustainable culture. Mortgage originators and lenders 

exist to facilitate loans to homebuyers. If they adopt 

value propositions based on loan volume divorced from 

loan quality — welcoming all applicants regardless of 

ability to pay — they produce a sales culture divorced 

from a risk culture. 

 

At that point, mortgage lenders must have (or should 

have) known they were making loans on questionable 

grounds. They were not managing risk proactively or 

creating sound risk management and governance 

cultures. Nor was there any integration of value 

proposition, culture and risk management. 

 

The resulting crisis led to massive regulatory demands 

and compliance requirements. This pattern periodically 

repeats itself in business, as it did with the Sarbanes-

Oxley Act, and as it will again. When organizations do 

not proactively manage risk, problems occur and 

regulators step in at the behest of stakeholders or 

injured parties or to save the system. 

 

As these examples show, organizations prosper when 

risk management is integrated with the value proposition 

and supports a sound risk culture. This is what we mean 

by performance-driven risk management. Integration of 

risk management at high levels enables high 

performance. Integration at low levels may look like 

integration while masking risks and inviting disaster. 

 

Performance-driven risk management: An integrated approach 

Risk management versus compliance 
cultures 

Organizations in relatively highly regulated industries often 
conflate risk management and compliance. However, 
integrated risk management in a compliance-driven culture 
is close to impossible. A focus on compliance as risk 
management causes organizations to place too little 
emphasis on strategic risks. Respondents to our 2016 GRC 
study rated compliance risks as the most important 
(compared with financial, operational and strategic risks), 
just as they did in the previous three years of the study. 
They also ranked strategic risks, which can destroy the 
organization, as the least important in all four years. 
 
In the post-Sarbanes-Oxley Act and post-crisis years, 
compliance came to dominate risk management in many 
organizations. Even today, a focus on compliance is 
understandable. Compliance can be defined through 
guidelines, promulgated through rules, and enforced 
through reporting and inspection. Regulators insist on 
compliance. However, compliance efforts will not in 
themselves generate sound risk cultures.  
 
Meanwhile, organizations are struggling to integrate risk 
management — often with little understanding of what that 
means or why it’s useful. It sounds sensible. Most risk 
managers — and consultants — view it as integrating 
compliance and risk management, integrating risk 
management efforts, or integrating risk management 
systems. Yet, those approaches don’t start at a high 
enough conceptual or organizational level, nor do they 
place compliance in its proper role. 
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Integrating the value proposition and risk 

Culture 

Consider all the companies that lost their way when they 

forgot their value proposition. Minicomputer pioneer 

Digital Equipment Corporation was founded on making 

computers smaller, then forgot about doing that and was 

waylaid by Apple and Compaq. Polaroid invented 

instant photography, then failed to adapt as technology 

evolved. U.S. car manufacturers, which pioneered 

manufacturing efficiency and quality, ignored the 

process improvement methods of Edwards Deming and 

other experts, only to see the Japanese auto industry use 

those methods to outperform U.S. manufacturers in cost 

and quality. 

 

By the same token, companies that develop and stick 

with a strong value proposition prosper even as they 

take risks. Apple is one example. Citicorp is another. In 

the late 1970s, Citibank placed a major bet on ATMs in 

New York when the research said it was madness: 

“Customers want to interact with a teller,” and “People 

fear being mugged.” But the bank’s goal was to do 

business with as many households as possible through 

its nationwide credit card mailings and sprawling branch 

network. Its value proposition was to make banking 

easier, so taking a risk on ATMs supported its value 

proposition — and it worked because customers saw the 

benefit of 24/7 access to their cash.  

 

Performance-driven takeaway 

Organizations with a clear value proposition, and a risk 

culture that supports it, can achieve higher performance 

than those lacking either. This is the starting point in 

aligning risk management with strategy. Even when 

management takes a risk and fails, the organization will 

weather the event — provided the risk-taking served the 

value proposition, risk management was aligned with 

strategy and risks were proactively managed. 

Creating true risk management cultures  

A risk management culture starts with tone at the 

top, set by the board in everything from its choice of chief 

executive to its oversight of risk through the audit 

committee. A performance-driven risk management 

culture both supports and addresses risks to the value 

proposition. The Enron and WorldCom scandals in the 

early 2000s prompted widespread questioning of the 

integrity and value of independent audits. The issues were 

largely cultural and, in response, accounting firms 

reviewed and reinforced their practices around 

independence, examination and reporting — and created 

cultures based more on risk management. Their value 

proposition was at stake, but the profession and most 

firms survived as they developed risk management 

cultures that supported that value proposition.  

 

Performance-driven takeaway 

In a sound risk management culture, everyone plays a role 

in risk management. People do not view risk management 

as an afterthought or believe it’s solely the risk 

management function’s job. They understand that their 

decisions and actions hold opportunities as well as risks 

for the organization, and they conduct themselves 

accordingly. 

 

 

 1 

5 ways organizations achieve performance-driven risk management 

Forward-thinking organizations are recognizing the need to achieve truly integrated, 

performance-driven risk management, as exhibited in the following activities: 

 2 



 

3 Grant Thornton. Taking AIM at cyberrisk, July 2016.  

4 Gartner, Inc. Market Guide for Risk Management Consulting, Worldwide, Nov. 14, 2016.  

Distinguishing between compliance and risk 

management 

Organizations are recognizing that allowing compliance to 

drive risk management won’t work. First, risk management 

enables the strategy; compliance cannot enable the strategy. 

Second, compliance is about examining and verification, 

while risk management encompasses decisions and 

conduct that are often undocumented or difficult to verify. 

Third, compliance serves the regulatory agenda, while risk 

management serves the organizational agenda. Finally, 

regulators can provide guidance only on known risks; 

meanwhile, organizations face emerging risks, risks specific 

to their industry or strategy, and risks arising outside 

regulators’ jurisdictions.  

 

Performance-driven takeaway 

Organizations are increasingly viewing compliance as a 

cost of doing business and treating compliance risk as 

part of operational risk — one more risk to be managed. 

Organizations focused mainly on compliance (and loss 

prevention) define risk and risk management too 

narrowly. As a result, they find integrated risk 

management hard to achieve. Performance-driven risk 

management recognizes the importance of compliance 

and compliance risk, but addresses them in the context 

of operational risks within the larger risk management 

framework. 

 

Integrating cyberrisk into overall risk 

management  

As information and communication technologies 

become part of every business process, IT risk has 

morphed into cyberrisk or, more recently, digital risk. 

The evolving nomenclature reflects the evolution of 

technological risks. Organizations taking an integrated 

approach to risk management view cyberrisk as integral 

to every process, product, relationship, decision and 

initiative — because it is. The pervasiveness of cyber 

creates dependencies and vulnerabilities that must be 

addressed within an approach that integrates cyberrisk 

management into the overall risk management program.3 

As Gartner Inc., pointed out in a 2016 study, 

organizations “must recognize the value of integrating 

these digital components into their overall risk 

frameworks with a single view of risk for the 

enterprise.”4 

 

 

Performance-driven takeaway 

Cyberrisk management capabilities can either boost or 

limit an organization’s growth and profitability. 

Organizations with superior cyberrisk management can 

develop or adopt new technologies, partner with 

emerging companies and pursue new solutions more 

aggressively. These organizations are increasingly 

looking beyond traditional IT risk management. They 

are strengthening cyberrisk management by having the 

chief information security officer or other IT risk 

manager report to the CRO. They are strengthening 

cyberrisk governance by including cyber within 

operational risk, conducting more rigorous cyberthreat 

reviews and having internal audit provide independent 

assurance to the board regarding cyberrisk management. 

 

Bringing risk management into real time 

Risk events move too quickly for backward-looking 

approaches to succeed. So a final activity to consider is 

organizations integrating risk management into 

operational management practices. This means bringing 

risk identification, monitoring, assessment, reporting and 

response into real time. It also means monitoring 

decisions and transactions in real time, applying predictive 

analytics to internal and external data and using 

dashboards, data visualization and other technologies to 

facilitate real-time reporting. While financial services 

companies are at the forefront of this trend, leaders in all 

industries are adopting these approaches. 

 

Performance-driven takeaway 

Companies integrating risk management into real-time 

operations put the related tools in the hands of those who 

actually manage risk — those in the first line of defense in 

the businesses and functions — as well as those who 

advise on and oversee risk in the second and third lines. 

The more visibility everyone has into risks before or as 

they arise, the better they can manage risk while pursing 

high performance. 
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Performance-driven risk management: An integrated approach 

The pursuit of high performance 

These activities mainly characterize the most forward-

thinking and high-performing organizations. Yet, those 

organizations typically lead the way for others. Many of 

those others have yet to clarify the nature and value of 

integrated risk management. 

 

A truly integrated approach to risk management creates a 

context for adopting innovations ranging from appointing 

a CRO and strengthening internal audit to assessing risks in 

real time and adopting predictive analytics. Such an 

approach starts with the organization’s value proposition, 

culture and strategy, and finds its way into each of the three 

lines of defense in risk management and governance. 

Integration of the goals, roles and responsibilities of the 

three lines of defense must also occur. 

 

As a result of true integration, the organization can pursue 

high performance by reinforcing its value proposition at 

the strategic level, protecting and delivering value at the 

operational level, and managing the full range of risks at 

every level. 

 

This approach amounts to performance-driven risk 

management in that it enables the organization to take risks 

that are worth taking, avoid those that could be devastating 

and clearly perceive the difference between the two. 

Contact 

Vishal Chawla 

Managing Principal 

Risk Advisory Services 

T +1 703 847 7580 

E vishal.chawla@us.gt.com  
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Cyber Breach Preparedness 
& Incident Response 
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Key questions you should be asking 

Some questions organizations are asking themselves to ensure 

adequate incident response capabilities are: 

 Roles and responsibilities—Have all stakeholders been 

identified and trained on their responsibilities in the event of a 

cyber incident or breach?   

 Attorney-client privilege—Have protocols been established 

to ensure that the organization’s privilege protections are in 

place and carefully managed?  Has the organization determined 

whether in-house or outside counsel will direct any 

investigative steps? 

 Technology—What information security detection, alerting, 

and mitigating technology solutions are in use?  How are 

relevant artifacts preserved for later analysis? 

 Cyber insurance—Is cyber insurance in place? What are 

covered by the insurance policy in case of a cyber breach? At 

what point must notice be given to the underwriters and a 

claim be invoked? 

 Reporting—Has the organization identified all of its 

obligations related to reporting an incident?  Legal? Regulatory? 

Contractual? Shareholders?  

 Communication strategy—Who should be informed of the 

incident? By what mechanism should this occur? When should 

the organization communicate and to what degree? 

 Law enforcement—Have parameters been defined where law 

enforcement involvement may be required? If so, does the 

organization know whom to contact (agency) and how? 

 Post breach—Does the organization have plans and strategies 

in place to recover from a breach and to minimize the potential 

damages?  

Abraham Lincoln is credited as saying “Give me six 

hours to chop down a tree and I will spend the first 

four sharpening the axe.”  The import is that proper 

and focused preparation is the primary ingredient to 

success. This sentiment likewise rings true in the 

context of responses to a cyber incident or breach. The 

ability to adequately identify the nature and exposure of 

a potential breach requires careful planning.  Likewise, 

the ability to quickly muster the proper resources, 

invoke the necessary protocols, and proportionally 

respond requires a fully tested incident response 

program. 

Our team of forensic and cyber risk specialists can help 

organizations enhance their incident response practices. 

Thorough reviews of people, process, and technology, 

combined with tailored advice, allow you to meet a broad 

array of cyber security, governance, risk, and compliance 

needs.  

Effectively prepare and respond to cyber incidents 

The true effectiveness of incident response is determined by an organization’s readiness 

for that particular point in time.

Checklist: Are you prepared? 

 Do you have a formal  and documented Incident Response (IR) 

plan? 

 Is the IR plan reviewed in a timely manner to verify it is relevant 

and effective? 

 Do you have tailored incident playbooks to address the various 

types of likely cyber incidents? 

 Do you conduct training and awareness exercises to ensure 

prompt and adequate response to an incident? 

 Does the organization have a formal and practiced communica-

tions strategy (both internal and external)? 

 Has the organization purchased cyber insurance?  

 Has a breach impact assessment been conducted?  
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It’s not a matter of if, but when 

When faced with a serious incident response, our 

professionals work with the client’s response team to 

assess the situation, identify troves of compromised 

data, and begin root-cause analysis of how the 

compromise occurred. After a thorough investigation, 

we create a custom work plan designed to remediate 

the vulnerabilities that led to the incident. We also 

work with our clients to continuously evaluate 

potential threats as well as consulting related to 

ongoing prevention and incident response. 

 

Data Analytics  

A strong analytics program provides a roadmap for 

consistently transforming data into business risk and 

operational insight. We work with clients to develop 

advanced data visualizations through foundation 

analytics, cross-domain analytics, score-carding, and 

strategy management. Leveraging our advanced 

analytics platform allows us to create, protect, and 

transform value for our clients. By equipping 

companies with truly innovative analytical tools, we 

help improves efficiency, achieve market potential, 

drive growth, and maximize profitability.  

 

Privileged investigations  

The security and confidentiality of our clients’ data is 

of the utmost concern. Our professionals employ field

-tested procedures and best practices to protect 

proprietary and confidential information. With regard 

to forensic collections, we maintain a working copy 

and an original copy (or preservation copy). Our 

professionals use a variety of tools and programs to 

protect data to protect its integrity while conducting 

analyses or other procedures. Access to client 

information is limited to select, qualified professionals. 

Data are  also protected through our secured storage 

networks, and data that must be transported are 

encrypted prior to transmittal for added security. 

Our Lifecycle Response Methodology 

Given that prevention-centric security strategies are 

insufficient, organizations need to shift their 

resources and focus on threat detection and 

response. Our cyber risk specialists can help you in 

each phase of your incident preparedness and 

response, including crucial forensic considerations. 

 

Pre-incident—Incident response strategy and 

activities to help your organization to be better 

prepared in the event of a cyber breach: 

 IR program and plan development  

 Assessment of the current response capabilities, 

processes and program documentation 

 Development of an organizational reporting and 

communications strategy 

 Cyber Insurance review 

 

Awareness—Conduct training and/or exercises 

which promote the organization’s IR strategy and 

prepare personnel for their individuated response 

roles and responsibilities: 

 Inclusion of IR responsibilities into broader 

training and awareness programs 

 Table Top exercises 

 Cyber War Games 

 

Incident response—Provide cyber security and 

forensic subject matter specialists in the event of an 

actual incident to help clients with the following:  

 Identifying  Indicators of Compromise (IoC)  

 Performing full lifecycle Forensic Investigations 

 Assisting management in privilege protection  

 Expert testimony, as required 

 Assisting in immediate risk mitigation  

 

Post incident—Assist clients in operational 

recovery and performing post-mortem analysis to 

improve cyber operations and enhance IR planning.   



High profile cyber security incidents are being reported in the press more and more often. 
Clients benefit from our experience, over many years, of advising on some of the most serious 
hacking and data breach crises in the last decade.

Cyber security

We have one of the longest-standing 
privacy and cyber security practices in 
Europe and have been advising clients 
since the inception of data protection 
laws more than 20 years ago. One of our 
key assets as a team is our global reach. 
Linklaters’ internal privacy network spans 
14 jurisdictions across Europe and Asia, 
while our wider network of independent 
privacy specialists covers over 
100 countries.

We have frequent contact with the 
UK Treasury, Home Office and other 
government departments, the European 
Commission, as well as data protection 
regulators at EU and national levels. 
These relationships mean that should an 
incident occur, we have the relationships 
in place to support our clients as required. 
The right legal adviser can be pivotal 
to effectively managing and containing 
issues like this and thinking ahead 
before a crisis hits: this is as much 
about prevention as cure.

In the event of a potential breach, our 
team is able to:

 > act as the core custodian of the facts 
(typically under legal privilege)

 > ensure the right information is available 
to decision makers, including valuable 
cyber threat intelligence before an 
incident occurs

 > ensure an accurate and consistent 
narrative is provided throughout by PR 
and communications representatives

 > support and assist with any internal 
investigations

 > advise on securing and recovering data 
including by unorthadox means

 > provide necessary legal advice as to 
the board and management’s reporting 
responsibilities with an eye to collateral 
impacts (for example in updating markets)

 > liaise with relevant regulators and  
law enforcement officials across 
multiple jurisdictions

 > advise on dealing with potential claims

Our team can also assist with putting in 
place governance and training to help 
reduce the impact of cyber incidents:

 > advise on effective incident response 
planning and testing, based on our 
experience in major incidents

 > deliver board level scenario training and 
wider organisational training

 > assist with effective vendor risk 
management including designing 
procurement and audit processes

 > advise on wider privacy compliance 
issues (eg GDPR and the NIS Directive, 
issues arising from Brexit, request under 
the Freedom of Information Act and 
Environmental Information Regulations)

“  Sources are quick 
to praise the firm’s 
‘broad network, 
accurate and 
up-to-date knowledge.”
Chambers Global 2017, Data protection: 
Global-wide

“  A very knowledgeable, 
commercial and 
pragmatic team.”
Chambers UK 2017, Data protection and 
information law

“  They are very good, 
very responsive 
and anticipate the 
questions that local 
counsel may have. 
They also understand 
how a business needs 
data flowing through 
it and what the legal 
requirements of 
that are.”
Chambers Global 2016, Data protection: Global
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Linklaters crisis response experience:

We have assisted a number of clients 
with investigations surrounding the 
circumstances of a hack or serious cyber 
incident in which our swift intervention 
and analysis of the facts meant that 
there was no need to notify either the 
regulators of their customers. As a result, 
these instances remain out of the public 
domain. We worked closely with the client 
teams to reach a final resolution that didn’t 
damage their reputation and avoided 
any form of litigation. Examples of these 
include advising:

 > a supplier to the NHS on one of the 
largest losses of sensitive personal 
data in the UK, involving over a million 
records. As a result of or prompt advice 
and our client’s quick implementation 
of mitigations, no regulatory action was 
taken and the client was not obliged to 
notify any individual data subjects of the 
data loss

 > one of the world’s largest outsourcing 
service providers on a likely government 
sponsored hack resulting in systemic 
access to credentials of employees 
working in a number of sensitive 
industries including energy infrastructure

 > a global IT provider on the unauthorised 
extraction of personal account details 
(including log in details, passwords 
and burglar alarm codes) of tens of 
thousands individuals by a disgruntled 
employee with previously undiscovered 
Islamic extremist sympathies. The 
details extracted included those of close 
family members of three heads of state, 
less than two weeks prior to a major 
inter-governmental conference. Our 
support involved close liaison with law 
enforcement and specialist agencies in 
three European states and resolution of 
a significant related commercial dispute

linklaters.com

We have also worked with clients where 
both regulators and customers have had to 
be notified of a breach or incident. In these 
cases, we provided full support and advice 
on who to tell about the breach and when. 
This ensured that information become 
public knowledge only when absolutely 
necessary, in a manner that ensured 
the story was carefully and consistently 
messaged. Examples include advising:

 > a global hotel chain on all aspects of 
their recent data loss in 54 jurisdictions 
outside the U.S.

 > an information services company on the 
loss of millions of sets of personal data 
due to a hacker attack and preparing 
the defence before the competent data 
protection supervisory authorities

 > assisting a large multi-national telco with 
its recent employee data fraud including 
liaison with the NCA and national press

 > a global professional services firm on 
its engagement strategy with a data 
protection authority in relation to the 
theft of employee files relating to tens of 
thousands of EU based employees

 > a number of global, U.S.-based 
financial institutions on their notification 
strategies with data protection 
authorities in relation to the loss of 
back-up tapes being transported by 
subcontractors to long-term storage, 
some involving many millions of UK 
customer details

 > a German bank before the competent 
data protection supervisory authority 
regarding an alleged large-scale 
unauthorised data loss

We also have experience in cases brought 
to the courts both under inquest and due 
to damages claims. In conjunction with our 
leading litigation team we have supported 
clients on related remediation and regulatory 
engagement, as well as their media strategy, 
client approach and mitigating damages 
claims. Examples include:

 > News Corporations Management and 
Standards Committee, chaired by 
Lord Grabiner, generally in relation to 
its handling of the News of the World 
phone hacking cases (the “Milly Dowler 
affair”), police payments investigation 
and all other connected issues across 
News International including more than 
300 separate civil compensation claims 
for phone hacking and related issues 
before the UK courts

 > SWIFT in relation to its investigation by 
regulators in Belgium and a number of 
other EU jurisdictions, and its eventual 
settlement as a result of access to 
SWIFT’s payment networks by U.S.  
law enforcement

Our team assisted a well-known 
international hotel chain with advice 
across 54 jurisdictions in Asia, Europe, 
Middle East and LATAM following a high 
profile data incident affecting its point of 
sale systems.

We provided initial support on privilege 
coverage for ongoing investigations, 
compliance issues to consider when 
planning the client’s approach to 
announcing the incident and making 
notifications to regulators in around  
20 countries.

As the results of investigations developed, 
we then mobilised our global network of 
privacy specialists to provide fast, high 
quality advice on action to take (including 
engaging with the regulator in Japan on 
Christmas Day). Once actions plans had 
been finalised, we:

 > assisted the client with structuring and 
planning communications to guests, 
commercial third parties and to the media

 > resolved issues escalated from guests 
and commercial third parties

 > co-ordinated notifications to regulators 
in affected jurisdictions

 > worked with the client team to ensure that 
the regulators received all the information 
they required in a timely manner

The in-depth knowledge of our network 
of privacy specialists on local regulators 
and local regulations provided valuable 
support to the client throughout. To date, 
no enforcement action has been initiated 
by any regulator or individual in any of the 
markets in which we or our team advised.

Case study

Julian Cunningham-Day
Partner
London
Tel: +44 20 7456 4048
julian.cunningham-day@linklaters.com

Key contact
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A checklist for General Counsel.

Immediate actions
 > Recognise the issue and, if possible, 
identify the problem and skill sets required 
to respond 

 > Preserve evidence and maintain privilege 

 > Issue immediately necessary internal and 
external holding communications 

 > Take advice on and fulfil any immediately 
applicable legal obligations 

 > Consider possible need to 
suspend employees

Conclude and take stock 
 > Conclude internal 
investigations/examinations

 > Identify root cause and lessons learned 

 > Report to all necessary stakeholders 
in sufficient detail 

 > Maintain privilege over findings and 
recommendations where appropriate

Looking forward  
 > Establish long term goals for  
strategic reorientation 

 > Ensure actions required to reflect “lessons 
learned” are communicated 
and implemented 

 > Implement systemic and cultural changes 
to prevent recurrence and verify change 

Monitor for future threats  
 > Late stage regulator/legislature enquiries 

 > Longer term reputation management in 
response to third party communications 

Launch the medium term strategy 
 > Reassess events/data from first 72 hours and readjust, if necessary

 > Decide medium term strategic goals and steps to achieve them 

 > Staff the internal and external teams to progress each work stream and establish clear reporting lines to the task 
force, senior management and the Board 

 > Map key internal and external stakeholders and influencers and develop an engagement plan 

Mobilise
 > Establish or activate existing crisis 
management “Steering Group”

 > Instruct external advisers eg legal, PR, 
forensic accountants 

 > Allocate responsibilities and establish 
governance model: crisis sub-committee?

Support
 > Hold Steering Group meetings 
with appropriate levels of 
frequency

 > Ensure that reports to the 
Steering Group, senior 
management  
and Board are delivered at 
appropriate junctures

 > Regularly assess teams to 
meet demands of evolving 
workstreams 

 > Keep governance model and 
privilege protocol under review

Communicate regularly and accurately 
and manage the challenge of doing so 
with incomplete facts 

Scope investigations appropriately 

Take decisions advised by a  
multi-disciplinary team 

Address any damage caused promptly 
and fully

Investigators should be independent 
from the prior conduct 

Protect the company; respect 
individuals’ rights to fair and 
consistent treatment 

Manage communications to achieve 
control, credibility and succinctness 

Don’t live in crisis mode – normal 
business must also get done 

Learn from the problem and effect 
permanent cultural change

Stakeholders 
 > Circulate external 
communications guidelines and 
monitor compliance 

 > Consider and manage  
brand “contagion” risks and 
regulatory creep 

 > Regularly monitor and address 
any concerns from the market

Employees 
 > Consider level of information 
to be provided to employees 

 > Deal with employee concerns 
promptly whilst maintaining 
security of information 

 > Provide for independent 
advice where needed 

Plan and survey any required notifications 
 > Scope next steps, including any 
investigations 

 > Establish first 72-hour goals 

 > Agree any necessary immediate 
containment measures 

 > Establish a system for reporting and 
update mechanisms

Respond Re-orientateRegroup

Global Crisis Management

The General Principles 
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New York’s Cybersecurity Regulation
A Road Map for Other States?

The regulations apply to Covered Entities defined as “any Person operating under or 
required to operate under a license, registration, charter, certificate, permit, accreditation 
or similar authorization under the Banking Law, the Insurance Law or the Financial 
Services Law.” Person is defined as “any individual or any non-governmental entity, 
including but not limited to any nongovernmental partnership, corporation, branch, 
agency or association.”

Timeline of Implementation

Sept. 28, 2016 Dec. 28, 2016

DFS issues 23 NYCRR 500 DFS issues updated regulation 
after public comment

Feb. 15, 2018 Mar. 1, 2018

CISO report; penetration testing 
and vulnerability assessment; 
risk assessment; multi-factor 
authentication; training

Certification of Compliance 
submissions must be filed

Sept. 1, 2018 Mar. 1, 2019

Audit trail; application security; 
limits on data retention; monitoring 
of authorized users; encryption of 
Nonpublic Information

Third-Party Service Provider 
Security Policy/contractual 
protections

Aug. 28, 2017Mar. 1, 2017

Regulation becomes effective Covered Entities must comply 
with most requirements

Why Now?
“New York is the 
financial capital of the 
world, and it is critical 
that we do everything 
in our power to protect 
consumers and our 
financial system from 
the ever increasing 
threat of cyber-attacks.” 

 - Governor Cuomo

percent of insurers 
reported having a 
budget specifically 
for cybersecurity 
events

51

percent of insurers 
reported at least 
one data breach in 
recent years

42

percent of banking 
institutions said 
their information 
security strategy did 
not address new and 
emerging risks

51

 ■ Cybersecurity Policy must address 14 different areas 

 ■ CISO must report to the board or its equivalent at least annually 

 ■ No later than 72 hours, a Covered Entity must notify the NYDFS if:

 – Cybersecurity Event is one requiring notice to other regulators, self-regulatory agencies, or 
other supervisory bodies; or

 – Cybersecurity Event has a “reasonable likelihood of materially harming any material part 
of the normal operation(s) of the Covered Entity.”

 ■ CISO must oversee cybersecurity program 

 ■ Written policies and procedures must be used for Third-Party Service Providers

 ■ Organizations must conduct a period Risk Assessment which will impact decisions regarding 
encryption, multi-factor authentication, vulnerability and penetration testing, and the audit 
trail

 ■ Must submit an annual Certification of Compliance

Key Sections in 23 NYCRR 500

STATISTICS: NYDFS, Report on Cyber Security in the Banking Sector (May 2014); NYDFS Report on Cyber Security 
in the Insurance Sector (Feb. 2015).
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New York’s Cybersecurity Regulation
How Does it Compare to NAIC’s Model Law?

23 NYCRR 500 Compared to NAIC Insurance Data Security Model Law

About Foley & 
Lardner 

Foley & Lardner LLP 
looks beyond the law to 
focus on the constantly 
evolving demands 
facing our clients 
and their industries. 
With more than 900 
lawyers in 19 offices, 
Foley approaches 
client service by first 
understanding our 
clients’ priorities, 
objectives and 
challenges. Our 
clients view us as 
trusted business 
advisors because 
we understand that 
great legal service is 
only valuable if it is 
relevant, practical 
and beneficial to their 
businesses.

Section
New York’s Cybersecurity 

Regulation
NAIC Model Data Security Law

Background  ■ Initial draft issued on September 
28, 2016 and opened for public 
comment. Revised draft released 
December 28, 2016. Regulations 
become effective March 1, 2017.

 ■ Initial draft released March 2, 2016. 
Revised draft published for public 
comment on August 17, 2016. Third 
draft published on February 27, 2017.

 ■ Up to each individual legislature to 
determine whether to adopt the Model 
Law. 

Exemptions  ■ Fewer than 10 employees, or less 
than $5 million in gross annual 
revenue in last 3 fiscal years, or less 
than $10 million in year-end total 
assets.

 ■ Implementation is commensurate 
with the size and complexity, 
nature and scope of activities, and 
sensitivity of personal information.

Nonpublic 
Information/
Nonpublic 
Personal 
Information/
Personally 
Identifiable 
Information

 ■ Cybersecurity program must be 
designed to protect Nonpublic 
Information, defined as information 
that can be used to identify an 
individual in combination with 
social security number, drivers’ 
license number, account number or 
credit/debit card number, security 
code or password that would permit 
access to an individual’s financial 
account, or biometric records.

 ■ NAIC makes a distinction between 
“Personally Identifiable Information” 
and “Nonpublic Personal 
Information.” Information Security 
Program must be designed to protect 
Nonpublic Personal Information 
which includes information such as 
account balance information and 
payment history, any information that 
would indicate the consumer has 
been or is a customer, any information 
collected through an internet cookie, 
and health information. 

Risk Assessment  ■ Conduct “periodic Risk 
Assessment” that is “sufficient 
to inform the design of the 
cybersecurity program.

 ■ Identify reasonably foreseeable 
internal/external threats, assess the 
likelihood and potential damage of 
these threats, asses sufficiency of 
policies to manage these threats, 
and implement safeguards to 
manage the threats.

Third-Party 
Service Providers

 ■ Implement written policies /
procedures designed to ensure the 
security of Information Systems 
and Nonpublic Information that are 
accessible to, or held by Third-Party 
Service Providers.

 ■ Require Third-Party Service Providers 
by contract to implement appropriate 
measures and take appropriate steps 
to confirm that such obligations have 
been satisfied. 

Notification of a 
Data Breach

 ■ No later than 72 hours, a Covered 
Entity must notify the NYDFS if:

 ■ Cybersecurity Event is one 
requiring notice to other regulators, 
self-regulatory agencies, or other 
supervisory bodies; and

 ■ Cybersecurity Event has a 
“reasonable likelihood of materially 
harming any material part of the 
normal operations.”

 ■ No later than 3 business days after 
determining that a data breach has 
occurred, the licensee shall notify 
the commissioner. 

 ■ Provides other requirements 
regarding notification to consumers 
and Consumer Reporting Agencies. 

 ■ Licensee may provide notice to 
consumers pursuant to requirements 
of state data breach notification 
laws.

 ■ Licensee shall prepare a draft notice 
for pre-approval by commissioner as 
part of data security program.
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New York’s Cybersecurity Regulation
What Does It Add to Existing Laws?

New York’s 
Cybersecurity Regulation

GLBA Interagency Guidelines
FFIEC Information 
Security Booklet

“Covered entities” include 
persons or entities licensed or 

registered to operate under New 
York banking, insurance, or 

financial services laws.

Any financial institution (FI) 
subject to the oversight of the 

OCC, the Federal Reserve and the 
FDIC.

FIs such as national banks, 
savings associations state 
member and non-member 
banks and credit unions.

Electronic, Nonpublic Information 
that: the tampering with which 

would cause a materially adverse 
impact on business; information 

concerning an individual that 
can be used to identify such 

individual in combination with 
elements such as SSNs, driver’s 

license numbers or financial 
account numbers or codes; or 

information relating to a person’s 
health or healthcare.

Whether in paper or electronic 
form “Customer Information” 

(non-public personal information 
about a customer) or “Consumer 
Information” (record about an 
individual that is a consumer 

report or derived from a consumer 
report).

Information maintained by or 
on behalf of a FI, including 

business and customer/
consumer information.

Yes. Must be reviewed at least 
annually by the board of directors 
or its equivalent and approved by 

a senior officer.

Yes. Board of directors (or board 
committee) must approve.

Yes. Board of directors (or 
board committee) must 

approve.

Must notify NYDFS within 72 
hours if certain conditions are 

met.

Primary regulator should be notified 
as soon as possible after becoming 

aware of event.

No timeframe discussed. FIs 
should have protocols for 
who/when/how to notify.

Based upon a Risk Assessment, 
encryption of data at transit and 

at rest may be required.

Encryption not expressly required, 
but should be used if appropriate.

Encryption not expressly 
required; based upon risk 

determination.

The security program must apply to Third-Party Service Providers. 

Key Requirements Compared

What information is 
covered?

Must the programs/
policies be formally 

reviewed?

What are the notifications 
requirements?

What requirements are 
there for encryption?

Existing Laws, Regulations, and Guidance

GRAMM-LEACH-BLILEY 
Federal law requiring financial institutions to protect the security and confidentiality of their 
customers’ nonpublic financial information. Various financial regulators promulgated the 
Interagency Guidelines Establishing Information Security Standards.

FEDERAL FINANCIAL INSTITUTIONS EXAMINATION COUNCIL (FFIEC)
FFIEC published an updated version of the Information Technology Examination Handbook on 
September 9, 2016.

EXAMPLES OF OTHER STATE LAWS
 ■ California and Indiana require businesses that own, license, or maintain personal information to 
implement and maintain reasonable security procedures.

 ■ Massachusetts requires persons/entities owning or licensing personal information to maintain a 
comprehensive written information security program setting forth administrative, technical, and 
physical safeguards.

 ■ Utah requires any person that conducts business in Utah and who maintains personal 
information implement and maintain reasonable procedures. 

Application



General Data Protection Regulation 
(GDPR) Fast Facts

THE NUMBERS

72
HOURS TO REPORT 
A DATA BREACH

4%
OF GLOBAL 
TURNOVER AS A 
POTENTIAL FINE

7
CORE INDIVIDUAL 
RIGHTS UNDER 
GDPR

80+
NEW 
REQUIREMENTS  
IN THE GDPR

CONSENT

Consent must be done in an unambiguous manner, through a 
statement or a clear affirmative action. Opt-out mechanisms are no 
longer sufficient. 

DATA BREACH NOTIFICATION OBLIGATIONS

GDPR introduces an obligation for data breach notification, which 
must be made to the Data Protection Authority within 72 hours.

DATA PROTECTION OFFICER (DPO)

In a number of situations, the GDPR mandates the appointment of 
a DPO. The DPO must have expert knowledge of data protection law.

PRIVACY BY DESIGN

Under GDPR, organizations must demonstrate that appropriate technical 
and organizational measures are used to protect personal data. 

DATA SUBJECTS RIGHTS

Certain individual rights have been enhanced and other new rights 
are introduced such as the right to data portability and the right to 
be forgotten. 
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