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HITECH Update: Use Caution When Submitting Online Security Breach Notifications to HHS

Covered Entities under the Health Insurance Portability and Accountability Act of 1996 (HIPAA) are subject to the U.S. Department of 
Health and Human Services (HHS) Interim Final Rule (Rule), issued under Section 13402 of the Health Information Technology for 
Economic and Clinical Health Act (HITECH). Among other mandates, the Rule requires Covered Entities (e.g., health care providers, 
health plans, and health care clearinghouses) to notify affected individuals, HHS, and the media of breaches of unsecured protected 
health information (PHI) in certain circumstances.

For reportable breaches affecting 500 people or more, the Covered Entity must notify HHS of each breach without unreasonable delay 
and in all cases within 60 days. For reportable breaches affecting fewer than 500 persons, the Covered Entity must notify HHS within sixty 
(60) days following the end of the calendar year. Although the Rule technically became effective on September 23, 2009, HHS indicated 
in the Rule that it will not enforce the notification requirements for reportable breaches occurring prior to February 22, 2010. 

In October 2009, HHS established an online reporting system for submitting breach notifications to HHS, available at 
http://www.hhs.gov/ocr/privacy/hipaa/
administrative/breachnotificationrule/brinstruction.html.

The online security breach reporting form requires each Covered Entity to attest that the information provided is accurate and 
acknowledge that: (1) the Office of Civil Rights (OCR) may be required to release information provided via the form pursuant to the 
Freedom of Information Act; (2) some of the information will be posted to the HHS Web site; and (3) OCR will use the information to 
provide an annual report to Congress, as required by the HITECH Act. Notwithstanding the enforcement delay until February 2010, 
according to HHS, some Covered Entities have already used the online form to notify HHS of security breaches.

We noted that the HHS online reporting system is accessible to the general public and, although the reporter must provide contact 
information, the system does not include a mechanism to ensure that a reporter is an authorized representative of a Covered Entity. 
Unfortunately, this may result in circumstances in which it will be difficult for HHS to distinguish between legitimate breach notification 
reports submitted by authorized representatives of Covered Entities, and reports submitted by unauthorized individuals or entities. This 
may be particularly troublesome if HHS publicly posts information collected from such online reports without verifying their legitimacy. 

Foley contacted HHS to seek more information regarding this issue and will provide further information as it becomes available. In the 
interim, we strongly encourage all Covered Entities using the HHS online reporting system to input a unique case or facility number for 
each submitted report. The unique number can be inserted in the text box in which the Covered Entity provides a brief description of the 
breach. This will enable the Covered Entity to quickly identify breach notification reports that were not submitted by an authorized 
representative of the Covered Entity.

If you have any questions regarding the HITECH breach notification requirements or any other HITECH issue, feel free to contact the 
Foley attorney with whom you regularly communicate or one of the contacts below.

Legal News Alert is part of our ongoing commitment to providing up-to-the-minute information about pressing concerns or industry issues 
affecting our health care clients and colleagues. If you have any questions about this alert or would like to discuss this topic further, please 
contact your Foley attorney or any of the following individuals:

Maureen F. Kwiecinski
Milwaukee, Wisconsin
414.319.7325
mkwiecinski@foley.com

Kevin J. Egan
Chicago, Illinois
312.832.4361
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kegan@foley.com

Shirley P. Morrigan
Los Angeles, California
213.972.4668
smorrigan@foley.com

Lawrence W. Vernaglia
Boston, Massachusetts
617.342.4079
lvernaglia@foley.com

Michael Scarano
San Diego/Del Mar, California
858.847.6712
mscarano@foley.com

J. Mark Waxman
Boston, Massachusetts
617.342.4055
jwaxman@foley.com

Nathaniel M. Lacktman
Tampa, Florida
813.225.4127
nlacktman@foley.com
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ABOUT FOLEY 

Foley & Lardner LLP is a national law firm providing comprehensive legal services for innovative enterprises in the health care, pharmaceutical, biotechnology, and 
biomedical sectors. Our Health Care attorneys provide counsel on financial transactions, mergers, acquisitions, affiliations, joint ventures, regulatory and government 
compliance, and business operations. With offices throughout the United States and the backing of Foley’s Health Care Industry Team — consistently ranked as 
one of the top health care law firms nationally and regionally by Chambers USA — Foley is well-positioned to serve the wide-ranging needs of health care entities 
across the country.

Foley & Lardner LLP Legal News Alert is intended to provide information (not advice) about important new legislation or legal developments. The great number of 
legal developments does not permit the issuing of an update for each one, nor does it allow the issuing of a follow-up on all subsequent developments.

If you do not want to receive further Legal News Alert bulletins, please e-mail info@foley.com or contact Marketing at Foley & Lardner LLP, 321 N. Clark Street, 
Suite 2800, Chicago, IL 60654 or 312.832.4500.


