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Lessons learned from devising programs to reduce products liability 
can point the way to creating effective information security policies.
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to controlling cybersecurity risk. Class ac-
tion lawsuits alleging director and officer 
liability following a data breach are now 
commonplace, and potentially catastroph-
ic impacts on a company’s reputation and 
profits resulting from a data breach are 
well known. The good news is that many of 
the same disciplines used to manage prod-
uct liability risks can be applied to mitigate 
the risks and liabilities presented by cyber 
criminals and the loss of sensitive informa-
tion.  

It is time for manufacturers to con-
front cybersecurity as an enterprise-wide 
priority and dedicate the resources and 
leaders to creating and maintaining an 
effective information security protection 
program.

The reality is that no level of effort will 
eliminate all cyber risks and every orga-
nization needs to assess the level of risk it 
is willing to undertake. However, failing 
to take steps to comply with the evolving 
standard of care for cybersecurity compli-
ance creates a very high probability of lia-
bility. By building a program with elements 

identified in our cybersecurity readiness 
tests below, you can position your compa-
ny and take reasonable steps to avoid data 
and information breaches. 

This article provides a blueprint of prac-
tical steps you can take today to implement 
an effective program—one that is properly 
designed, documented, executed, and up-
dated while minimizing the following:

•	 Exposure to information breaches
•	 Disruption to your operations
•	 Adverse impacts on customer loyalty 

and profits
•	 Liability to third parties and regulators

While the components of a cybersecu-
rity risk management program will vary 
among organizations, certain elements 
are generally common to all effective pro-
grams. The following is an abbreviated self-
test to identify key action steps that need to 
be taken and revisited through your pro-
gram maturity. For the full self-test, visit 
www.frost.com/cybersurvey2016.

H
AvIng An EFFECTIvE CyBErsECurITy proTECTIon  
program becomes more critical to businesses every day, as cyber at-
tacks increase in frequency and sophistication. The risks are even high-
er for manufacturers. In addition to handling personally identifiable 
information, manufacturers invest heavily in research and develop-
ment for existing and planned products, and there is a flourishing black 

market for this information. so cybersecurity is not only about protecting your business 
but also those that do business with you.

unlike the evolutionary process by which many manufacturers learned to address 
strict products liability, companies do not have decades to develop a successful approach 
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1. Educate Management and Employ-
ees to Raise Cybersecurity Awareness
While most leaders recognize the impor-
tance of  data security risks, few under-
stand what actions should be taken to 
address these risks. state corporate laws 
impose fiduciary obligations on all offi-
cers and directors. Courts will not second-
guess decisions by officers and directors 
made in good faith with reasonable care 
and inquiry. To fulfill that obligation, of-
ficers and directors must assume an active 
role in establishing proper governance, 
management, and culture for addressing 
security in their organizations.  

Employees are the front line of defense 
for your company’s information security 
protections. While technological protec-
tions are essential (for example, antivirus 
software, firewalls, spam filters, etc.), none 
are as effective as a vigilant end user. De-
spite this, employees and contractors are 
one of the most common sources of un-
authorized access to systems and sensitive 
information. This is happening because 
cyber-criminals are experts at extracting 
information from trusting individuals and 
most organizations have not given their 
employees tools/training to combat their 
tactics.

phishing, a particular concern that edu-
cation can help mitigate, is one of the most 
widely used methods of gaining unauthor-
ized access to a system. “phishing” refers 

to a social engineering technique in which 
a cyber-thief  sends out communications, 
typically in the form of email, that appear 
to be from a reputable source (e.g., a cor-
porate officer or supervisor, a well-known 
bank, business partner, or government 
agency). In responding to the communica-
tion, unsuspecting employee recipients are 
lured into disclosing their personal infor-
mation, account access codes, or other sen-
sitive information.

Test Your Management and Employee 
Education and Awareness Readiness

Senior Management
•	 Have your directors and officers re-

ceived a meaningful briefing on the en-
terprise challenges presented by cyber 
threats, the evolving standard of  care 
in cybersecurity to which companies 
are being held, and the best practice 
approaches to comply with standard 
of  care? Does this same group receive 
regular cybersecurity updates? Are the 
briefing sessions documented?

Y E S N O

•	 Has your company formed an infor-
mation security committee subject to 
board oversight and review?

Y E S N O

•	 Does senior management prioritize secu-
rity efforts by allocating resources based 
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on the potential likelihood and mag-
nitude of risk of loss and implementing 
appropriate safeguards for the most sensi-
tive systems and information assets?

Y E S N O

•	 Does senior management ensure the 
development, dissemination, and 
enforcement of  written policies and 
documentation to support the infor-
mation security program?

Y E S N O

Employee Education
•	 Are company security policies and 

procedures written in plain English, 
capable of  being understood by all 
company employees?

Y E S N O

•	 Are employees trained regarding cor-
porate information security policies 
and practices? Is training conducted 
on initial hire; when an employee’s po-
sition or duties change so as to alter 
their access to sensitive systems and 
data; on an ongoing basis to reinforce 
key obligations and address significant 
changes in policies or procedures; and 
on termination to ensure all informa-

tion assets are returned to the com-
pany and to emphasize the employee’s 
continuing obligations to hold infor-
mation assets in confidence?

Y E S N O

•	 Does your company conduct activi-
ties to heighten employee awareness of 
significant ongoing threats and phish-
ing scams, such as viruses contained 
in email attachments, and any newly 
identified threats, including new forms 
of  social engineering? 

Y E S N O

The following policies should be includ-
ed as part of your comprehensive cyberse-
curity policy library:
•	 Information security policy 
•	 Backup, Disaster recovery, and Busi-

ness Continuity
•	 security Incident reporting and re-

sponse policy
•	 vendor Due Diligence and Contract-

ing
•	 Acceptable use of  Assets policy
•	 Home and Mobile Computing
•	 Bring your own Device policy
•	 Employee Education and Training
•	 social Media Acceptable use policy

2. Put an Incident Management Plan 
and Incident Response Team in Place
you cannot effectively respond to a signifi-
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cant security breach on the fly. There are 
way too many moving parts, the escalation 
path of potential damage is steep, the po-
tential to aggravate damage by missteps is 
significant, and even if  by luck you navi-
gate through it all successfully without a 
plan, the absence of a robust incident man-
agement plan before the incident will likely 
be turned against your company in some 
way.

“Incident Management” refers to 
people, processes, and technologies trig-
gered by a security breach to resolve the 
breach and mitigate risk. An important 
element of  Incident Management is the 
Incident response Team (IrT) which is 
trained and charged to act in the event of 
a breach.

Test Incident Management Readiness
•	 Does your company have a function-

ing multidisciplinary incident re-
sponse team, with representatives 
from information security, compli-
ance, legal, corporate communica-
tions, and key business leaders? 

Y E S N O

•	 Does your company have an estab-
lished incident response policy or pro-
tocol describing the actions to be tak-
en, by whom, and in what order in the 
event of  a breach? Is it tested at least 
once a year?  

Y E S N O

•	 Does your company have pre- 
established relationships (includ-
ing contracts) with key outside  
vendors—such as information secu-
rity consultants and computer foren- 
sics experts—who may be required 
to assist in investigating and resolving  

a security incident?
 Y E S N O

•	 Does your company include language 
in its vendor agreements that require 
vendors to promptly report potential 
incidents, cooperate in investigating 
the incident, preserve relevant evi-
dence, and provide other appropriate 
security commitments? (similar in 
purpose to the inclusion of  protec-
tions in your supply chain relation-
ships as to quality, safety, and design.)

Y E S N O

•	 Are procedures in place that have been 
coordinated with general counsel or 
outside counsel to protect relevant in-
vestigative activities under the attor-
ney-client privilege or work-product 
doctrine?

Y E S N O
  

3.  Manage User Privileges
Managing user privileges is an important 
area of cyber hygiene that is often neglect-
ed.  The more points of access to critical in-
formation in your organization, the greater 
the threat. The threat not only comes from 
cyber-criminals having more targets, but 
simply from the ability for one person—
even by mistake—to severely compromise 
systems. Therefore, the fewer points of 
failure, the greater the security of your sys-
tems.  

“user privileges” refers to the rights us-
ers are granted in accessing systems and 
data. The well-known security principle 
of “least privilege” requires that users be 
granted only the level of access necessary 
for them to conduct their jobs, and nothing 
more. For example, a worker in the mail-

.....................................................................................................................................
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create an ef-

fective protec-
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room would not be granted computer ac-
cess to payroll records. similarly, all too 
often, a user’s duties may change, and they 
no longer require access to data previously 
granted to them. In those cases, the user’s 
access rights should be altered to prevent 
further access to that data.

Test Your User Privilege Maturity
•	 Do your company’s security policies 

and procedures include the principle 
of  least privilege in granting user ac-
cess rights? 

Y E S N O

•	 Are audits and reviews performed on a 
periodic basis to reassess the rights and 
privileges granted to users?

Y E S N O

•	 Do you require your employees to sign 
confidentiality agreements or other-
wise acknowledge their confidentiality 
obligations to the company?

Y E S N O

•	 Do you conduct data security due dili-
gence for vendors that will have access 
to company confidential information or 
personal information?

Y E S N O

•	 Do you have contractual protections 
in place in agreements with vendors 
that will have access to confidential 
company information or personal infor-
mation about employees?

Y E S N O

•	 Carefully managing the “Bring your 
own Device” program is also critical. 

4.  Address Removable Media Controls
starting with stuxnet (the joint u.s./Israeli 
2005 hack of  Iran’s nuclear enrichment 
facility in natanz initiated with a usB 
thumb drive), removable media has been 
used in some significant system hacks and, 
as demonstrated by Edward snowden’s 
copying of millions of nsA records, can 
be used to compromise sensitive informa-
tion on both a targeted basis and massive 
scale.   

“removable media” refers to usB 
(thumb) drives, memory cards (e.g., secure 
digital, or sD, cards), recordable DvDs, 
CD roMs, removable hard disks, and 
the use of smartphones and tablets on to 
which company information may be trans-
ferred. This media may be capable of stor-
ing dozens, hundreds, or even thousands 
of gigabytes of information, which may be 
well over tens of millions of pages of infor-
mation. since this type of media is gener-
ally small and easily transportable, there is 
a constant risk the media may be lost, not 
properly erased after use, or used by a ma-
licious employee to misappropriate com-
pany proprietary information.

•	 Does your company have specific poli-
cies about use of removable media? 

Y E S N O

•	 Does your company disable usB and 
other connections on desktop and lap-
top computers to prevent use of unau-
thorized removable media?

Y E S N O

•	 Does your company address removable 
media controls in vendor contracts in 
which a vendor will have access to highly 
sensitive company data?

Y E S N O
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Managing user privileges is an 
important area of cyber hygiene 

that is often neglected. The more 
points of access to critical infor-

mation, the greater the threat.
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5. Monitor System Access and  
Configure Defenses
•	 Does your company have an established 

policy and associated procedures to 
monitor access to and use of its systems 
and data?

Y E S N O

•	 Has your company deployed technolo-
gies (e.g., intrusion detection systems) to 
effectuate those policies?

Y E S N O

•	 Are the log files and other information 
generated by the monitoring proce-
dures reviewed, either by individuals or 
other technologies, to identify potential 
threats?

Y E S N O

•	 Does your company have a current in-
ventory of  all key information assets, 
systems, networks, and related technolo-
gies?

Y E S N O

•	 Do company security policies address 
secure configuration activities, such as 
changing default passwords in software 
and hardware, removal of outdated and 
insecure technologies, and the other ar-
eas described in this section?

Y E S N O

•	 Does your company have industry 

standard antivirus/malware software 
installed on its systems? Is that soft-
ware continuously updated to reflect 
the latest virus databases, signatures, 
and more?

Y E S N O

6.  Ensure Network Security
•	 Do company security policies and pro-

cedures address protection of  its net-
works from both internal and external 
attack, including use of  firewalls and 
malware detection technology?

Y E S N O

•	 Does your company promptly install 
all updates and patches to its operating 
system software and all security-related 
software?

Y E S N O

•	 Do you regularly (no less than annually) 
conduct penetration testing to assess 
the strength of your network protection 
against external attacks?

Y E S N O

•	 Are corporate wireless networks se-
cured with industry best practices; 
for example, changing default router 
passwords, avoiding insecure encryp-
tion protocols like Wired Equivalent 
privacy (WEp) and Wi-Fi protected 
Access (WpA), using firewalls, and not 
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broadcasting its service set Identifier 
(ssID)?

Y E S N O

•	 Are network servers and other net-
work components physically protected 
through use of secure and locked facili-
ties?

Y E S N O

7. Obtain or Ensure Adequate Cybersecu-
rity Insurance

Like every other risk in your business, 
having appropriate insurance is both pru-
dent and an indicator that your company 
has taken steps to protect itself  from com-
mon financial consequences of a security 
breach. Increasingly, adequate cyberse-
curity insurance is a market indicator of 
your company’s security awareness and is 
a requirement to do business with many 
companies. obtaining cybersecurity insur-
ance typically requires that basic security 
protections are in place. Cybersecurity in-
surance is also generally limited to cover-
ing the costs of providing notice to indi-
viduals impacted by the breach, providing 
credit monitoring, and related incidental 
costs. The impacts on profits and lost busi-
ness opportunities are not covered by such 
policies.

    Test Your Insurance Readiness
•	 Does your company have cybersecu-

rity insurance that protects it against 
security incidents, including hacking, 
viruses, data theft, and inadvertent 
loss of  personal information? [Most 

general commercial liability policies 
either contain express exclusions or 
will not cover security incidents.]

Y E S N O

•	 If you have cybersecurity insurance, are 
you in full compliance with the require-
ments of the policy? (some policies re-
quire a baseline level of data security to 
be implemented and maintained within 
the organization.)

Y E S N O

•	 Does your vendor due diligence and 
contracting process ensure that vendors 
that handle your information assets have 
adequate cybersecurity insurance?

Y E S N O

To comply with fiduciary duties, senior 
officers and directors must take an ac-
tive role in overseeing the organization’s 
information security program. Though 
cybersecurity of  course has some com-
plex technical aspects to it, cybersecurity 
is an enterprise issue—not a technology 
issue. If  you implement the action steps 
discussed in this article and amplified in 
the full online test, you can enable your 
organization to minimize:
•	 Exposure to information breaches
•	 Disruption to your operations
•	 Adverse impacts on customer loyalty 

and profits
•	 Liability to third parties and  

regulators    M
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